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This topic discusses the components, features, or functionality that have been removed, discontinued, or replaced in Microsoft Exchange Server 2013.



	[image: Note]

Note:





	The following topics may also interest you:

	•	What's new in Exchange 2013  Information about new features and functionality in Exchange Server 2013.


	•	Developer roadmap for Exchange 2013  See the “Development technologies removed from Exchange” section for information about the API and Development features discontinued in Exchange 2013.









Discontinued features from Exchange 2010 to Exchange 2013

This section lists the Exchange Server 2010 features that are no longer available in Exchange 2013.

Architecture



	Feature


	Comments and mitigation





	Hub Transport server role


	The Hub Transport server role has been replaced by Transport services which run on the Mailbox and Client Access server roles. The Mailbox server role includes the Microsoft Exchange Transport, Microsoft Exchange Mailbox Transport Delivery, and the Microsoft Exchange Mailbox Transport Submission service. The Client Access server role includes the Microsoft Exchange Frontend Transport service. For more information, see Mail flow.





	Unified Messaging server role


	The Unified Messaging server role has been replaced by Unified Messaging services which run on the Mailbox and Client Access server roles. The Mailbox server role includes the Microsoft Exchange Unified Messaging service and the Client Access server role includes the Microsoft Exchange Unified Messaging Call Router service. For more information, see Voice architecture changes.








Management interfaces



	Feature


	Comments and mitigation





	Exchange Management Console and Exchange Control Panel


	The Exchange Management Console and the Exchange Control Panel have been replaced by the Exchange Admin Center (EAC). EAC uses the same virtual directory (/ecp) as the Exchange Control Panel. For more information, see Exchange admin center in Exchange 2013.








Client access



	Feature


	Comments and mitigation





	Outlook 2003 is not supported


	To connect Microsoft Outlook to Exchange 2013, the use of the Autodiscover service is required. However, Microsoft Outlook 2003 doesn’t support the use of the Autodiscover service.





	RPC/TCP access for Outlook clients


	In Exchange 2013, Microsoft Outlook clients can connect using Outlook Anywhere (RPC/HTTP) or MAPI over HTTP in Exchange 2013 Service Pack 1 and Outlook 2013 Service Pack 1 and later. If you have Outlook clients in your organization, using Outlook Anywhere and/or MAPI over HTTP is required. For more information, see Outlook Anywhere and MAPI over HTTP.








Outlook Web App and Outlook



	Feature


	Comments and mitigation





	Spell check


	Outlook Web App no longer has built-in spell check services. Instead, it uses the spell check features in your Web browsers.





	Customizable filters


	Outlook Web App no longer has customizable filtered views and no longer supports saving filtered views to Favorites. Customizable filters have been replaced by fixed filters that can be used to view all messages, unread messages, messages sent to the user, or flagged messages.





	Message flags


	The ability to set a custom date on a message flag isn’t available in Outlook Web App. You can use Outlook to set custom dates.





	Chat contact list


	The chat contact list that appeared in the folder list in Outlook Web App for Exchange 2010 is no longer available.





	Search folders


	The ability for users to use Search folders isn’t currently available in Outlook Web App.








Mail flow



	Feature


	Comments and mitigation





	Linked connectors


	The ability to link a Send connector to a Receive connector has been removed. Specifically, the LinkedReceiveConnector parameter has been removed from New-SendConnector and Set-SendConnector.








Anti-spam and anti-malware



	Feature


	Comments and mitigation





	Anti-spam agent management in the EMC


	In Exchange 2010, when you enabled the anti-spam agents on a Hub Transport server, you could manage the anti-spam agents in the Exchange Management Console (EMC). In Exchange 2013, when you enable the anti-spam agents on a Mailbox server, you can't manage the agents using the EAC. You can only use the Shell. For information about how to enable the anti-spam agents on a Mailbox server, see Enable anti-spam functionality on Mailbox servers.





	Connection Filtering agent on Hub Transport servers


	In Exchange 2010, when you enabled the anti-spam agents on a Hub Transport server, the Attachment Filter agent was the only anti-spam agent that wasn't available. In Exchange 2013, when you enable the anti-spam agents on a Mailbox server, the Attachment Filter agent and the Connection Filtering agent aren't available. The Connection Filtering agent provides IP Allow List and IP Block List capabilities. For information about how to enable the anti-spam agents on a Mailbox server, see Enable anti-spam functionality on Mailbox servers.
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Note:





	You can't enable the anti-spam agents on an Exchange 2013 Client Access server. Therefore, the only way to get the Connection Filtering agent is to install an Edge Transport server in the perimeter network. For more information, see Edge Transport servers.















Messaging policy and compliance



	Feature


	Comments and mitigation





	Managed Folders


	In Exchange 2010, you use managed folders for messaging retention management (MRM). In Exchange 2013, managed folders aren’t supported. You must use retention policies for MRM.
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Note:





	Cmdlets related to managed folders are still available. You can create managed folders, managed content settings and managed folder mailbox policies, and apply a managed folder mailbox policy to a user, but the MRM assistant skips processing of mailboxes that have a managed folder mailbox policy applied.












	Port Managed Folder wizard


	In Exchange 2010, you use the Port Managed Folder wizard to create retention tags based on managed folder and managed content settings. In Exchange 2013, the Exchange admin center doesn’t include this functionality. You can use the New-RetentionPolicyTag cmdlet with the ManagedFolderToUpgrade parameter to create a retention tag based on a managed folder.








Unified Messaging and voice mail



	Feature


	Comments and mitigation





	Directory lookups using Automatic Speech Recognition (ASR)


	In Exchange 2010, Outlook Voice Access users can use speech inputs using Automatic Speech Recognition (ASR) to search for users listed in the directory. Speech inputs could be also used in Outlook Voice Access to navigate menus, messages, and other options. However, even if an Outlook Voice Access user is able to use speech inputs, they have to use the telephone key pad to enter their PIN, and navigate personal options.

In Exchange 2013, authenticated and non-authenticated Outlook Voice Access users can’t search for users in the directory using speech inputs or ASR in any language. However, callers that call into an auto attendant can use speech inputs in multiple languages to navigate auto attendant menus and search for users in the directory.








Tools



	Feature


	Comments and mitigation





	Exchange Best Practice Analyzer


	In Exchange 2010, the Exchange Best Practice Analyzer examined your Exchange deployment and determined whether the configuration was in line with Microsoft best practices. In Exchange 2013, the Exchange Best Practice Analyzer has been replaced by the Office 365 Best Practices Analyzer for Exchange Server 2013.





	Mail flow troubleshooter


	In Exchange 2010, the mail flow troubleshooter assisted you in troubleshooting common mail flow problems. In Exchange 2013, the mail flow troubleshooter has been retired. You can now use the messaging tracking feature in EAC in Exchange 2013. For more information, see Track messages with delivery reports.





	Performance monitor


	In Exchange 2010, the Performance Monitor was included in the Exchange toolbox to allow you to collect information about the performance of your messaging system. Performance Monitor is commonly used to view key parameters while troubleshooting performance problems. In Exchange 2013, the Performance Monitor has been retired from the toolbox. You can still find the Performance Monitor under Administrative Tools in Windows Server 2008.





	Performance troubleshooter


	In Exchange 2013, the Performance Troubleshooter has been retired.





	Routing Log Viewer


	In Exchange 2013, the routing log viewer has been retired.








Discontinued features from Exchange 2007 to Exchange 2013

This section lists the Exchange Server 2007 features that are no longer available in Exchange 2013.

APIs and development



	Feature


	Comments and mitigation





	Exchange WebDAV


	Use Exchange Web Services or EWS Managed API. Alternatively, you can maintain an Exchange 2007 server for mailboxes that are managed by applications that use WebDAV. For more information, see Migrating from WebDAV.








Architecture



	Feature


	Comments and mitigation





	Storage groups


	Exchange 2013 no longer uses the storage group construct, and instead you simply manage mailbox databases. For more information, see Manage mailbox databases in Exchange 2013.





	Extensible Storage Engine (ESE) streaming backup APIs


	Exchange 2013 supports only Exchange-aware Volume Shadow Copy Service (VSS)-based backups. Exchange 2013 does include a plug-in for Windows Server Backup that enables you to backup and restore data. For information, see Backup, restore, and disaster recovery.





	User Datagram Protocol (UDP) notifications


	Support for User Datagram Protocol (UDP) notifications is removed from Exchange 2013. This affects the user experience when Outlook 2003 clients connect to their mailboxes on an Exchange 2013 server. For more information, see Microsoft Knowledge Base article 2009942, Folders take a long time to update when an Exchange Server 2010 user uses Outlook 2003 in online mode.








High availability



	Feature


	Comments and mitigation





	Cluster continuous replication (CCR)


	Exchange 2013 uses database availability groups (DAGs) and mailbox database copies. For information, see High availability and site resilience.





	Local continuous replication (LCR)


	Exchange 2013 uses DAGs and mailbox database copies. For information, see High availability and site resilience.





	Standby continuous replication (SCR)


	Exchange 2013 uses DAGs and mailbox database copies. For information, see High availability and site resilience.





	Single copy cluster (SCC)


	Exchange 2013 uses DAGs and mailbox database copies. For information, see High availability and site resilience.





	Setup /recoverCMS


	Exchange 2013 uses Setup /m:recoverServer. For information, see Recover an Exchange Server.





	Clustered mailbox servers


	Exchange 2013 uses DAGs and mailbox database copies. For information, see High availability and site resilience.








Client access



	Feature


	Comments and mitigation





	Client authentication using Integrated Windows authentication (NTLM) for POP3 and IMAP4 users


	NTLM isn't supported for POP3 or IMAP4 client connectivity in Exchange 2013. Connections from POP3 or IMAP4 client programs using NTLM will fail. If you’re running the RTM version of Exchange 2013, the recommended alternative to NTLM is to use Plain Text Authentication with SSL.

If you’re using Exchange 2013, to use NTLM, you must retain an Exchange 2007 server in your Exchange 2013 organization.








Outlook Web App and Outlook



	Feature


	Comments and mitigation





	Document access


	Outlook Web App can’t be used to access Microsoft SharePoint document libraries and Windows file shares.





	Message flags


	The ability to set a custom date on a message flag isn’t available in Outlook Web App 2013. You can use Outlook to set custom dates.





	Spell check


	Outlook Web App uses the spell check features in your Web browser.





	Search Folders


	The ability for users to use Search folders isn’t currently available in Outlook Web App.





	Maximum Cached Views


	Exchange 2007 supported modifying the maximum number of cached views per database (msExchMaxCachedViews) parameter for Outlook clients. Exchange 2013 no longer uses this parameter.








Recipient-related features



	Feature


	Comments and mitigation





	Export-Mailbox and Import-Mailbox cmdlets


	In Exchange 2013, use export requests or import requests. For more information, see Mailbox import and export requests.





	Move-Mailbox cmdlet set


	In Exchange 2013, use move requests to move mailboxes. For information, see Mailbox moves in Exchange 2013.





	ISInteg


	In Exchange 2013, use New-MailboxRepairRequest.








Messaging policy and compliance



	Feature


	Comments and mitigation





	Managed Folders


	In Exchange 2007, you use managed folders for messaging retention management (MRM). In Exchange 2013, managed folders aren’t supported. You must use retention policies for MRM.
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Note:





	Cmdlets related to managed folders are still available. You can create managed folders, managed content settings and managed folder mailbox policies, and apply a managed folder mailbox policy to a user, but the MRM assistant skips processing of mailboxes that have a managed folder mailbox policy applied.















Unified Messaging and voice mail



	Feature


	Comments and mitigation





	Directory lookups using Automatic Speech Recognition (ASR) for Outlook Voice Access


	In Exchange 2007, Outlook Voice Access users can use speech inputs using Automatic Speech Recognition (ASR) in English (US) – (en-US) to search for users listed in the directory. Speech inputs could be also used in Outlook Voice Access to navigate menus, messages, and other options. However, even if an Outlook Voice Access user is able to use speech inputs, they have to use the telephone key pad to enter their PIN, and navigate personal options.

In Exchange 2013, authenticated and non-authenticated Outlook Voice Access users can’t search for users in the directory using speech inputs or ASR in any language. However, callers that call into an auto attendant can use speech inputs in multiple languages to navigate auto attendant menus and search for users in the directory.












Checklist: Upgrade from Exchange 2010







	Checklist: Upgrade from Exchange 2010





	










	Exchange Server 2013 > Planning and deployment > Upgrade from Exchange 2010 to Exchange 2013 >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-01-28

Use this checklist to upgrade from Microsoft Exchange 2010 to Exchange 2013. Before you start working with this checklist, make sure you're familiar with the concepts discussed in:

	•	Planning and deployment


	•	What's new in Exchange 2013


This checklist is generic in that it provides guidance for a typical upgrade scenario.
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Note:





	The Exchange Server Deployment Assistant provides you with customized step-by-step guidance about how to deploy Exchange Server. The Deployment Assistant can help you deploy a new installation of Exchange Server 2013, upgrade a previous version to Exchange 2013, or configure a hybrid deployment of Exchange 2013 and Exchange Online. To learn more, see Exchange Server Deployment Assistant.








Checklist for upgrading from Exchange 2010 to Exchange 2013



	Done?


	Task


	Topic(s)





	


	1. Read the release notes.


	Release notes for Exchange 2013





	


	2. Verify system requirements


	Exchange 2013 system requirements





	


	3. Confirm prerequisite steps are done


	Exchange 2013 prerequisites

Deployment security checklist





	


	4. Configure disjoint namespace
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Note:





	This step is optional. It's only necessary if your organization is running a disjoint namespace.









	Configure the DNS suffix search list for a disjoint namespace





	


	5. Select an offline address book for all Exchange 2010 mailbox databases


	Set mailbox database properties in Manage mailbox databases in Exchange 2013





	


	6. Install Exchange 2013


	Install Exchange 2013 using the Setup wizard

Install the Exchange 2013 Edge Transport role using the Setup wizard

Verify an Exchange 2013 installation





	


	7. Create an Exchange 2013 mailbox


	Create user mailboxes





	


	8. Configure Exchange-related virtual directories
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Note:





	This step is necessary if you want to use Exchange Web Services, Outlook Anywhere, or the offline address book. It also may be required if you need to change any of the default settings for Exchange Control Panel, Microsoft Office Outlook Web App, or Exchange ActiveSync.









	Exchange 2013 Client Access server configuration





	


	9. Add digital certificates on the Client Access server


	Digital certificates and SSL 





	


	10. Move arbitration mailbox


	Move the Exchange 2010 system mailbox to Exchange 2013





	


	11. Configure Unified Messaging



	[image: Note]

Note:





	This step is optional. It's only necessary if you want to use Unified Messaging in your organization.









	Upgrade Exchange 2010 UM to Exchange 2013 UM





	


	12. Configure Edge Transport server
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Note:





	This step is optional. It's only necessary if your organization is uses an Edge Transport server.









	Configure Internet mail flow through a subscribed Edge Transport server





	


	13. Enable and configure Outlook Anywhere


	Outlook Anywhere





	


	14. Configure service connection point


	Exchange 2013 Client Access server configuration





	


	15. Configure DNS records


	Configure DNS records for Exchange 2010 multiple-server install





	


	16. Move mailboxes from Exchange 2010 to Exchange 2013


	Mailbox moves in Exchange 2013





	


	17. Move public folder data from Exchange 2013 to Exchange 2013


	Public folders

Migrate public folders to Exchange 2013 from previous versions





	


	18. Post-installation tasks


	Exchange 2013 post-Installation tasks


	












Integration with SharePoint and Lync







	Integration with SharePoint and Lync





	










	Exchange Server 2013 > Planning and deployment >








Applies to: Exchange Server 2013

Topic Last Modified: 2012-12-11

Microsoft Exchange Server 2013 includes many features that integrate with Microsoft SharePoint 2013 and Microsoft Lync 2013. Together, these products offer a suite of features that make scenarios such as enterprise eDiscovery and collaboration using site mailboxes possible.

Archiving, hold, and eDiscovery

Archiving of email and documents, preserving them for the duration required to meet regulatory compliance and business requirements, and ability to search them quickly to fulfill eDiscovery requests is critical in most organizations. Exchange 2013, SharePoint 2013 and Lync Server 2013 together provide integrated archiving, hold and eDiscovery functionality, allowing you to preserve important data in-place across Exchange mailboxes, SharePoint documents and web sites, and archived Lync content. The eDiscovery Center in SharePoint 2013 allows authorized discovery managers to perform an eDiscovery search for content across these stores, preview search results, and export the data for legal review.

Archive Lync Server 2013 content in Exchange 2013

With Lync Server 2013 deployed in an organization with Exchange 2013, you can configure Lync to archive instant messaging and on-line meeting content such as shared presentations or documents in the user’s Exchange 2013 mailbox. Archiving Lync data in Exchange 2013 allows you to apply retention policies to it. Archived Lync content also surfaces in any eDiscovery searches. For more details about Lync Archiving and how to deploy it, see the following topics:

	•	Planning for Archiving


	•	Deploying Archiving


Search Exchange, SharePoint and Lync data using the SharePoint 2013 eDiscovery Center

Exchange 2013 allows SharePoint 2013 to search Exchange mailbox content using Federated search API. SharePoint 2013 provides an eDiscovery Center to allow authorized personnel to perform eDiscovery. Microsoft Search Foundation provides a common indexing and search infrastructure to both Exchange 2013 and SharePoint 2013 and allows you to use the same query syntax across both applications. This ensures an eDiscovery search performed in SharePoint 2013 will return the same Exchange 2013 content as the same search performed using In-Place eDiscovery in Exchange 2013. SharePoint 2013 eDiscovery Center also allows you to export content returned in an eDiscovery search, including export of Exchange 2013 content to a PST file.

For more details, see the following topics:

	•	In-Place eDiscovery


	•	In-Place Hold


	•	Configure eDiscovery in SharePoint 2013


	•	What's new in eDiscovery in SharePoint Server 2013


	•	Configure Exchange for SharePoint eDiscovery Center


Site mailboxes

In many organizations, information resides in two different stores - email in Microsoft Exchange and documents in SharePoint, with two different interfaces to access them. This causes a disjointed user experience and impedes effective collaboration. Site mailboxes allow users to collaborate effectively by bringing together Exchange emails and SharePoint documents. For users, a site mailbox serves as a central filing cabinet, providing a place to file project emails and documents that can only be accessed and edited by site members. Site mailboxes are surfaced in Outlook 2013 and give users easy access to the email and documents for the projects they care about. Additionally, the same set of content can be accessed directly from the SharePoint site itself.

Under the covers of a site mailbox, the content is kept where it belongs. Exchange stores the email, providing users with the same message view for email conversations that they use every day for their own mailboxes. SharePoint stores the documents, bringing document coauthoring and versioning to the table. Exchange synchronizes just enough metadata from SharePoint to create the document view in Outlook (e.g. document title, last modified date, last modified author, size).

Site mailboxes are provisioned and managed from SharePoint 2013. For more details, see the following topics:.

	•	Site mailboxes


	•	Configure site mailboxes in SharePoint Server 2013


Unified contact store

Unified contact store (UCS) is a feature that provides a consistent contact experience across Microsoft Office products. This feature enables users to store all contact information in their Exchange 2013 mailbox so that the same contact information is available globally across Lync, Exchange, Outlook and Outlook Web App.

After Lync Server 2013 is installed in an environment with Exchange 2013 and you have configured server-to-server authentication between the two, users can initiate the migration of existing contacts from Lync Server 2013 to Exchange 2013. For details, see Planning and Deploying Unified Contact Store.

User photos

User photos is a feature that allows you to store high resolution user photos in Exchange 2013 that can be accessed by client applications, including Outlook, Outlook Web App, SharePoint 2013, Lync 2013, and mobile email clients. A low-resolution photo is also stored in Active Directory. As with Unified contact stores, user photos allow your organization to maintain a consistent user profile photo that can be consumed by client applications without requiring each application to have its own user photos and different ways to add and manage them. Users can manage their own photos using Outlook Web App, SharePoint 2013 or Lync 2013. For detail about managing photos on Outlook Web App, see My account.

Lync presence in Outlook Web App

In Exchange 2013 environments with Lync Server 2013 installed, you can configure them to enable users to see presence information in Outlook Web App. Users can see their instant messaging contacts and groups in the Navigation Pane of Outlook Web App, respond to or initiate instant messaging sessions from Outlook Web App and manage their instant messaging contacts and groups.

OAuth authentication

Exchange 2013, SharePoint 2013 and Lync Server 2013 provide the rich cross-product functionality described above using OAuth authorization protocol for server-to-server authentication. Using the same authentication protocol allows these applications to seamlessly and securely authenticate to each other. The authentication mechanism supports authentication as an application using the context of a linked account and user impersonation where the access request is made in the user context.

OAuth is a standard authorization protocol used by many web sites and web services. It allows clients to access resources provided by a resource server without having to provide a username and password. Authentication is performed by an authorization server trusted by the resource owner, which provides the client with an access token. The token grants access to a specific set of resources for a specified period. For more details about Exchange 2013’s implementation of OAuth, see [MS-XOAUTH]: OAuth 2.0 Authorization Protocol Extensions.

OAuth in on-premises deployments

Within an on-premises deployment, Exchange 2013, SharePoint 2013 and Lync Server 2013 do not require an authorization server to issue tokens. Each of these applications issue self-signed tokens to access resources provided by other application. The application that provides access to resources, for example Exchange 2013, must trust the self-signed tokens presented by the calling application. Trust is established by creating a partner application configuration for the calling application, which includes the calling application’s ApplicationID, certificate, and AuthMetadataUrl. Exchange 2013, SharePoint 2013 and Lync Server 2013 publish their auth metadata document in a well-known URL.



	Server


	AuthMetadataUrl





	Exchange 2013


	https://<serverfqdn>/autodiscover/metadata/json/1





	Lync Server 2013


	https://<serverfqdn>/metadata/json/1





	SharePoint 2013


	https://<serverfqdn>/_layouts/15/metadata/json/1








Exchange 2013 Server Auth Certificate

Exchange 2013 Setup creates a self-signed certificate with the friendly name Microsoft Exchange Server Auth Certificate. The certificate is replicated to all front-end servers in the Exchange 2013 organization. The certificate’s thumbprint is specified in Exchange 2013’s authorization configuration, along with its service name, a well-known GUID that represents on-premises Exchange 2013. Exchange uses the authorization configuration to publish its auth metadata document.



	[image: Important]

Important:





	The default Server Auth Certificate created by Exchange 2013 is valid for five years. You must ensure the authorization configuration includes a current certificate.








When Exchange 2013 receives an access request from a partner application via Exchange Web Services (EWS), it parses the www-authenticate header of the https request, which contains the access token signed by the calling server using its private key. The auth module validates the access token using the partner application configuration. It then grants access to resources based on the RBAC permissions granted to the application. If the access token is on behalf of a user, the RBAC permissions granted to the user are checked. For example, if a user performs an eDiscovery search using the eDiscovery Center in SharePoint 2013, Exchange checks whether the user is a member of the Discovery Management role group or has the Mailbox Search role assigned and the mailboxes being searched are within the scope of the RBAC role assignment. For more details, see Permissions.

Managing OAuth Authentication

In Exchange 2013, there are two configuration objects you must manage for OAuth authentication with partner applications:

	•	AuthConfig  The AuthConfig is created by Exchange 2013 Setup and is used to publish the auth metadata. You don’t need to manage the auth config except to provision a new certificate when the existing certificate is close to expiration. When this happens, you can renew the existing certificate and configure the new certificate as the next certificate in the AuthConfig along with its effective date. The new certificate is automatically replicated to other Exchange 2013 in the organization, the auth metadata document is refreshed with details of the new certificate, and the AuthConfig rolls over to the new certificate on the effective date.


	•	Partner applications  To enable partner applications to request access tokens from Exchange 2013, you must create a partner application configuration. Exchange 2013 provides the Configure-EnterprisePartnerApplication.ps1 script, which allows you to quickly and easily create partner application configurations and minimize configuration errors. For details, see Configure OAuth authentication with SharePoint 2013 and Lync 2013.
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When you install Exchange 2013, changes are made to your Active Directory forest and domains. Exchange does this so that it can store information about the Exchange servers, mailboxes, and other objects related to Exchange in your organization. These changes are made for you when you run the Exchange 2013 Setup wizard or when you run the PrepareSchema, PrepareAD, and PrepareDomains commands (see how to use these commands in Prepare Active Directory and domains) during Exchange 2013 command-line Setup. If you're curious about the changes that Exchange makes to Active Directory, this topic is for you. It explains what Exchange does at each step of Active Directory preparation.

There are three steps that need to be done to prepare Active Directory for Exchange:

	•	Extend the Active Directory schema


	•	Prepare Active Directory containers, objects, and other items


	•	Prepare Active Directory domains


After all three steps are done, your Active Directory forest is ready for Exchange 2013. You can find out more about how to install Exchange 2013 by reading Install Exchange 2013 using the Setup wizard.

Extend the Active Directory schema

Extending the Active Directory schema adds and updates classes, attributes, and other items. These changes are needed so that Exchange can create containers and objects to store information about the Exchange organization. Because Exchange makes a lot of changes to the Active Directory schema, there's a topic dedicated to this step. To see all of the changes made to the schema, see Exchange 2013 Active Directory schema changes.

This step is done automatically when you run the Exchange 2013 Setup wizard on the first Exchange 2013 server in the Active Directory forest. It's also done when you run Exchange 2013 command line Setup with the PrepareSchema command (or optionally with the PrepareAD command) on the first Exchange 2013 server in the forest. If you want to find out more information about how to extend the schema, see Extend the Active Directory schema in Prepare Active Directory and domains.

After Exchange is finished extending the schema, it sets the schema version, which is stored in the ms-Exch-Schema-Version-Pt attribute. If you want to make sure that the Active Directory schema was extended successfully, you can check the value stored in this attribute. If the value in the attribute matches the schema version listed for the release of Exchange 2013 you installed, extending the schema was successful. For a list of Exchange releases and how to check the value of this attribute, check out the How do you know this worked? section in Prepare Active Directory and domains.

Prepare Active Directory containers, objects, and other items

With the schema extended, the next step is to add all of the containers, objects, attributes, and other items that Exchange uses to store information in Active Directory. Most of the changes made in this step are applied to the entire Active Directory forest. A smaller set of changes are made to the local Active Directory domain where the PrepareAD command was run during Setup.

These are the changes that are made to the Active Directory forest:

	•	The Microsoft Exchange container is created under CN=Services,CN=Configuration,DC=<root domain> if it doesn't already exist.


	•	The following containers and objects are created under CN=<organization name>,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=<root domain> if they don't already exist:


	o	CN=Address Lists Container


	o	CN=AddressBook Mailbox Policies


	o	CN=Addressing


	o	CN=Administrative Groups


	o	CN=Approval Applications


	o	CN=Auth Configuration


	o	CN=Availability Configuration


	o	CN=Client Access


	o	CN=Connections


	o	CN=ELC Folders Container


	o	CN=ELC Mailbox Policies


	o	CN=ExchangeAssistance


	o	CN=Federation


	o	CN=Federation Trusts


	o	CN=Global Settings


	o	CN=Hybrid Configuration


	o	CN=Mobile Mailbox Policies


	o	CN=Mobile Mailbox Settings


	o	CN=Monitoring Settings


	o	CN=OWA Mailbox Policies


	o	CN=Provisioning Policy Container


	o	CN=Push Notification Settings


	o	CN=RBAC


	o	CN=Recipient Policies


	o	CN=Remote Accounts Policies Container


	o	CN=Retention Policies Container


	o	CN=Retention Policy Tag Container


	o	CN=ServiceEndpoints


	o	CN=System Policies


	o	CN=Team Mailbox Provisioning Policies


	o	CN=Transport Settings


	o	CN=UM AutoAttendant Container


	o	CN=UM DialPlan Container


	o	CN=UM IPGateway Container


	o	CN=UM Mailbox Policies


	o	CN=Workload Management Settings


	•	The following containers and objects are created under CN=Transport Settings,CN=<Organization Name>,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=<root domain> if they don't already exist:


	o	CN=Accepted Domains


	o	CN=ControlPoint Config


	o	CN=DNS Customization


	o	CN=Interceptor Rules


	o	CN=Malware Filter


	o	CN=Message Classifications


	o	CN=Message Hygiene


	o	CN=Rules


	o	CN=MicrosoftExchange329e71ec88ae4615bbc36ab6ce41109e


	•	Permissions are set throughout the configuration partition in Active Directory.


	•	The Rights.ldf file is imported. This file adds permissions that are needed to install Exchange and configure Active Directory.


	•	The Microsoft Exchange Security Groups organizational unit (OU) is created in the root domain of the forest, and permissions are assigned to it.


	•	The following management role groups are created within the Microsoft Exchange Security Groups OU if they don't already exist:


	o	Compliance Management


	o	Delegated Setup


	o	Discovery Management


	o	Help Desk


	o	Hygiene Management


	o	Organization Management


	o	Public Folder Management


	o	Recipient Management


	o	Records Management


	o	Server Management


	o	UM Management


	o	View-Only Organization Management


	•	The new management role groups (which appear as universal security groups (USGs) in Active Directory) that were created in the Microsoft Exchange Security Groups OU are added to the otherWellKnownObjects attribute stored on the CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=<root domain> container.


	•	The Unified Messaging Voice Originator contact is created in the Microsoft Exchange System Objects container of the root domain.


	•	The domain where the PrepareAD command was run is prepared for Exchange 2013. For information about what's done to prepare the Active Directory domain for Exchange, check out Preparing Active Directory domains.


	•	The msExchProductId property on the Exchange organization object is set. If you want to make sure that the Active Directory schema was extended successfully, you can check the value stored in this property. If the value in the property matches the schema version listed for the release of Exchange 2013 you installed, extending the schema was successful. For a list of Exchange releases and how to check the value of this property, check out the How do you know this worked? section in Prepare Active Directory and domains.


Prepare Active Directory domains

The final step of preparing Active Directory for Exchange is to prepare all of the Active Directory domains where Exchange servers will be installed or where mailbox-enabled users will be located. This step is done automatically in the domain where the PrepareAD command was run.

These are the changes that are made to the Active Directory domains:

	•	The Microsoft Exchange System Objects container is created in the root domain partition in Active Directory if it doesn't already exist.


	•	Permissions are set on the Microsoft Exchange System Objects container for the Exchange Servers, Organization Management, and Authenticated Users security groups.


	•	The Exchange Install Domain Servers domain global group is created in the current domain and placed in the Microsoft Exchange System Objects container.


	•	The Exchange Install Domain Servers group is added to the Exchange Servers USG in the root domain.


	•	Permissions are assigned at the domain level for the Exchange Servers USG and the Organization Management USG.


	•	The objectVersion property in the Microsoft Exchange System Objects container under DC=<root domain> is set. If you want to make sure that the Active Directory schema was extended successfully, you can check the value stored in this property. If the value in the property matches the schema version listed for the release of Exchange 2013 you installed, extending the schema was successful. For a list of Exchange releases and how to check the value of this property, check out the How do you know this worked? section in Prepare Active Directory and domains.






Client Access server role is already installed







	Client Access server role is already installed
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Applies to: Exchange Server

Topic Last Modified: 2012-11-13

Microsoft Exchange Server 2013 Setup has detected that you’re attempting to install the Client Access server role; however, the role is already installed on the computer.

If you want to reinstall the Client Access server role, you must first uninstall Exchange and then install the Client Access server role.

You may also receive this message if a previous installation of Exchange didn’t complete successfully. If this happens, uninstall Exchange and then reinstall the Client Access server role. If the installation continues to fail, do the following:

	•	Make sure that your organization and the computer you're installing Exchange on meet the Exchange 2013 system requirements.


	•	Make sure that you've installed all the prerequisites required by Exchange, as described in Exchange 2013 prerequisites.


	•	Read the Release notes for Exchange 2013.


	•	View the Exchange Setup log located in <installation drive>:\ExchangeSetupLogs\ExchangeSetup.log, and look for errors or warnings that may have occurred during Setup.


	•	Search the Exchange Server forums. In your search query, specify the title of this topic.


	•	Search the Internet using your favorite search engine. Be sure to include the title of this topic in your search.


Did you find what you’re looking for? Please take a minute to send us feedback about the information you were hoping to find.





Global updates required







	Global updates required
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Applies to: Exchange Server

Topic Last Modified: 2012-11-12

Microsoft Exchange Server 2013 Setup can’t continue because the logged-on user doesn’t have the account permissions that are required to make global updates to Active Directory.

Setup requires that the user who is logged on when Exchange 2013 is installed has permission to create and modify objects in Active Directory. If you’re running Exchange 2013 Setup in your organization for the first time, the account you use must be a member of the Schema Admins and Enterprise Admins groups. These permissions are required because Active Directory is prepared for Exchange 2013 the first time Setup is run. After Active Directory is prepared, the account you use to install additional Exchange 2013 servers must be a member of the Organization Management management role group.

To resolve this issue, grant the logged-on user the appropriate permissions, or log on with an account that has those permissions and run Exchange 2013 Setup again.
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Important:





	Cross-forest installation of Exchange 2013 isn't supported. Use an account that is a member of the Active Directory forest where you're installing Exchange 2013.








Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.

Did you find what you’re looking for? Please take a minute to send us feedback about the information you were hoping to find.





Exchange 2010 servers must be upgraded to Service Pack 3







	Exchange 2010 servers must be upgraded to Service Pack 3





	










	Planning and deployment > Deployment reference > Exchange 2013 readiness checks >








Applies to: Exchange Server

Topic Last Modified: 2013-01-28

Microsoft Exchange Server 2013 Setup can’t continue because it detected one or more Microsoft Exchange Server 2010 servers haven’t been upgraded to Service Pack 3 (SP3) for Exchange Server 2010. Before you can install Exchange 2013, all Exchange 2010 servers in your organization must be upgraded to Exchange 2010 SP3. This requirement includes Exchange 2010 Edge Transport servers. For more information, see Upgrade from Exchange 2010 to Exchange 2013.
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Important:





	After you upgrade your Exchange 2010 Edge Transport servers to Exchange 2010 SP3, you must re-create the Edge subscription between your Exchange organization and each Edge Transport server to update their server version in Active Directory. For more information about re-creating Edge subscriptions in Exchange 2010, see Managing Edge Subscriptions.








Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.

Did you find what you’re looking for? Please take a minute to send us feedback about the information you were hoping to find.





Built-in management roles
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Applies to: Exchange Server 2013

Topic Last Modified: 2012-08-21

Microsoft Exchange Server 2013 includes many management roles by default. The following roles are assigned to management role groups or management role assignment policies in various combinations that grant permissions to manage and use the features provided by Exchange 2013. For more information about roles, see Understanding management roles.

Active Directory Permissions role

Address Lists role

ApplicationImpersonation role

ArchiveApplication role

Audit Logs role

Cmdlet Extension Agents role

Data Loss Prevention role

Database Availability Groups role

Database Copies role

Databases role

Disaster Recovery role

Distribution Groups role

Edge Subscriptions role

E-Mail Address Policies role

Exchange Connectors role

Exchange Server Certificates role

Exchange Servers role

Exchange Virtual Directories role

Federated Sharing role

Information Rights Management role

Journaling role

Legal Hold role

LegalHoldApplication role

Mail Enabled Public Folders role

Mail Recipient Creation role

Mail Recipients role

Mail Tips role

Mailbox Import Export role

Mailbox Search role

MailboxSearchApplication role

Message Tracking role

Migration role

Monitoring role

Move Mailboxes role

My Custom Apps role

My Marketplace Apps role

MyAddressInformation role

MyBaseOptions role

MyContactInformation role

MyDiagnostics role

MyDisplayName role

MyDistributionGroupMembership role

MyDistributionGroups role

MyMobileInformation role

MyName role

MyPersonalInformation role

MyProfileInformation role

MyRetentionPolicies role

MyTeamMailboxes role

MyTextMessaging role

MyVoiceMail role

OfficeExtensionApplication role

Org Custom Apps role

Org Marketplace Apps role

Organization Client Access role

Organization Configuration role

Organization Transport Settings role

POP3 and IMAP4 Protocols role

Public Folders role

Receive Connectors role

Recipient Policies role

Remote and Accepted Domains role

Reset Password role

Retention Management rolet

Role Management role

Security Group Creation and Membership role

Send Connectors role

Support Diagnostics role

Team Mailboxes role

TeamMailboxLifecycleApplication role

Transport Agents role

Transport Hygiene role

Transport Queues role

Transport Rules role

UM Mailboxes role

UM Prompts role

Unified Messaging role

Unscoped Role Management role

User Options role

UserApplication role

View-Only Audit Logs role

View-Only Configuration role

View-Only Recipients role





Active Directory Permissions role







	Active Directory Permissions role
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Applies to: Exchange Server 2013

Topic Last Modified: 2012-10-17

The Active Directory Permissions management role enables administrators to configure Active Directory permissions in an organization. Some features that use Active Directory permissions or an access control list (ACL) include transport Receive and Send connectors, and Send As and Send on behalf of permissions for mailboxes.
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Note:





	Permissions set directly on Active Directory objects may not be enforced through Role Based Access Control (RBAC).








This management role is one of several built-in roles in the Role Based Access Control (RBAC) permissions model in Microsoft Exchange Server 2013. Management roles, which are assigned to one or more management role groups, management role assignment policies, users, or universal security groups (USG), act as a logical grouping of cmdlets or scripts that are combined to provide access to view or modify the configuration of Exchange 2013 components, such as mailbox databases, transport rules, and recipients. If a cmdlet or script and its parameters, together called a management role entry, are included on a role, that cmdlet or script and its parameters can be run by those assigned the role. For more information about management roles and management role entries, see Understanding management roles.

For more information about management roles, management role groups, and other RBAC components, see Understanding Role Based Access Control.

Management role assignments

For this role to grant permissions, it must be assigned to a role assignee, which can be a role group, user, or universal security group (USG). This assignment is done using management role assignments. Role assignments link role assignees and roles together. If more than one role is assigned to a role assignee, the role assignee is granted the combination of all the permissions granted by all the assigned roles.

In addition to linking role assignees to roles, role assignments can also apply custom or built-in management scopes. Management scopes control which recipient, server and database objects can be modified by role assignees. If this role is assigned to a role assignee, but a management scope allows the role assignee only to manage certain objects based on a defined scope, the role assignee can only use the permissions granted by this role on those specific objects. The permissions provided by this role can't be applied to objects outside the scope defined on the role assignment. For more information about role assignments and scopes, see the following topics:

	•	Understanding management role assignments


	•	Understanding management role scopes


This role is assigned to one or more role groups by default. For more information, see the "Default Management Role Assignments" section later in this topic.

If you want to view a list of role groups, users, or USGs assigned to this role, use the following command.



	


	





	Get-ManagementRoleAssignment -Role "<role name>"








Regular and delegating role assignments

This role can be assigned to role assignees using either regular or delegating role assignments. Regular role assignments grant the permissions provided by the role to the role assignee. Delegating role assignments grant the role assignee the ability to assign the role to other role assignees. For more information about regular and delegating role assignments, see Understanding management role assignments.

Adding or removing role assignments

You can change which role assignees are assigned this role. By changing which role assignee is assigned this role, you change who is granted its permissions. You can assign this role to other built-in role groups, or you can create role groups and assign this role to them. You can also assign this role to users or USGs. However, we recommend that you limit assignment of roles to users and USGs because such assignments can greatly increase the complexity of your permissions model.

To assign this role to role assignees, the role must be assigned to a role group you're a member of, directly to you, or to a USG you're a member of, using a delegating role assignment. For more information about delegating role assignments, see the "Regular and Delegating Role Assignments" section.

You can also remove this role from built-in role groups, role groups you create, users, and USGs. However, there must always be at least one delegating role assignment between this role and a role group or USG. You can't delete the last delegating role assignment. This limitation helps prevent you from locking yourself out of the system.
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Important:





	There must be at least one delegating role assignment between this role and a role group or USG. You can't remove the last delegating role assignment associated with this role if the last assignment is to a user.








For more information about how to add or remove assignments between this role and role groups, users, and USGs, see the following topics:

	•	Manage role groups


	•	Add a role to a user or USG


	•	Remove a role from a user or USG


Changing the management scopes on role assignments

You can also change the management scopes on existing role assignments between this role and role assignees. By changing the scopes on role assignments, you control what objects can be managed using the permissions provided by this role. You have several choices when changing the scope on a role assignment. You can do one of the following:

	•	Add a new custom scope using the Set-ManagementRoleAssignment cmdlet. For more information, see the following topics:


	o	Create a regular or exclusive scope


	o	Change a role assignment


	•	Add or change an organizational unit scope using the Set-ManagementRoleAssignment cmdlet. For more information, see Change a role assignment.


	•	Add or change a predefined scope using the Set-ManagementRoleAssignment cmdlet. For more information, see Change a role assignment.


	•	Change the recipient, server, or database scope on a custom scope associated with a role assignment using the Set-ManagementScope cmdlet. For more information, see Change a role scope.


Enabling or disabling role assignments

By enabling or disabling a role assignment, you control whether that role assignment should be in effect. If a role assignment is disabled, the permissions granted by the associated role aren't applied to the role assignee. This is convenient if you want to temporarily remove permissions without deleting a role assignment. For more information, see Change a role assignment.

Default management role assignments

This role has role assignments to one or more role assignees. The following table indicates whether the role assignment is regular or delegating, and also indicates the management scopes applied to each assignment. The following list describes each column:

	•	Regular assignment  Regular role assignments enable the role assignee to access the permissions provided by the management role entries on this role.


	•	Delegating assignment  Delegating role assignments give the role assignee the ability to assign this role to role groups, users, or USGs.


	•	Recipient read scope  The recipient read scope determines what recipient objects the role assignee is allowed to read from Active Directory.


	•	Recipient write scope  The recipient write scope determines what recipient objects the role assignee is allowed to modify in Active Directory.


	•	Configuration read scope  The configuration read scope determines what configuration and server objects the role assignee is allowed to read from Active Directory.


	•	Configuration write scope  The configuration write scope determines what organizational and server objects the role assignee is allowed to modify in Active Directory.


Default management role assignments for this role



	Role group


	Regular assignment


	Delegating assignment


	Recipient read scope


	Recipient write scope


	Configuration read scope


	Configuration write scope





	Organization Management


	X


	X


	Organization


	Organization


	OrganizationConfig


	OrganizationConfig








Management role customization

This role has been configured to provide a role assignee with all necessary cmdlets and parameters to manage the features and components listed in the beginning of this topic. Other roles have also been provided to enable management of other features. By adding and removing roles to and from role groups, you can create a customized permissions model without the need to customize individual management roles. For a complete list of roles, see Built-in management roles. For more information about customizing role groups, see Manage role groups.

If you decide that you need to create a customized version of this role, you must create a role as a child of this role, and customize the new role.
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Caution:





	The following information enables you to perform advanced management of permissions. Customizing management roles can significantly increase the complexity of your permissions model. You could cause certain features to stop functioning if you replace a built-in management role with an incorrectly configured custom role.








The following are the most common steps to create a customized role and assign it to a role assignee:

	1.	Create a copy of this role. For more information, see Create a role.


	2.	Change or remove the role entries on the new role using the Set-ManagementRoleEntry and Remove-ManagementRoleEntry cmdlets. You can't add additional role entries to the new role because it can only contain the role entries on the parent built-in role. For more information, see the following topics:


	o	Change a role entry


	o	Remove a role entry from a role


	3.	If you want to replace the built-in role with this new customized role, remove any role assignments associated with the built-in role. For more information, see the following topics:


	o	“Add or remove a role to or from a role group” section in Manage role groups


	o	Remove a role from a user or USG


	4.	Add the new customized role to the required role assignees. For more information, see the following topics:


	o	“Add or remove a role to or from a role group” section in Manage role groups


	o	Add a role to a user or USG
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Important:





	If you want other users, in addition to the user that created the role, to be able to assign the new customized role, be sure to add a delegating role assignment to at least one role assignee. For more information, see Delegate role assignments.












Data Loss Prevention role







	Data Loss Prevention role
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Applies to: Exchange Server 2013

Topic Last Modified: 2012-10-17

The Data Loss Prevention management role enables administrators to create and manage data loss prevention (DLP) policies and the rules within them, which can affect mail delivery for an entire organization. Furthermore, this role provides administrators with the ability to configure Policy Tips that appear in email clients and manage DLP policy violation reports. This DLP role also enables access to Microsoft Exchange transport rules. For more information about transport rules in Exchange, see the following topics:

	•	Transport Rules role


	•	What's new for transport rules


This management role is one of several built-in roles in the Role Based Access Control (RBAC) permissions model in Microsoft Exchange Server 2013. Management roles, which are assigned to one or more management role groups, management role assignment policies, users, or universal security groups (USG), act as a logical grouping of cmdlets or scripts that are combined to provide access to view or modify the configuration of Exchange 2013 components, such as mailbox databases, transport rules, and recipients. If a cmdlet or script and its parameters, together called a management role entry, are included on a role, that cmdlet or script and its parameters can be run by those assigned the role. For more information about management roles and management role entries, see Understanding management roles.

For more information about management roles, management role groups, and other RBAC components, see Understanding Role Based Access Control.

Management role assignments

For this role to grant permissions, it must be assigned to a role assignee, which can be a role group, user, or universal security group (USG). This assignment is done using management role assignments. Role assignments link role assignees and roles together. If more than one role is assigned to a role assignee, the role assignee is granted the combination of all the permissions granted by all the assigned roles.

In addition to linking role assignees to roles, role assignments can also apply custom or built-in management scopes. Management scopes control which recipient, server and database objects can be modified by role assignees. If this role is assigned to a role assignee, but a management scope allows the role assignee only to manage certain objects based on a defined scope, the role assignee can only use the permissions granted by this role on those specific objects. The permissions provided by this role can't be applied to objects outside the scope defined on the role assignment. For more information about role assignments and scopes, see the following topics:

	•	Understanding management role assignments


	•	Understanding management role scopes


This role is assigned to one or more role groups by default. For more information, see the "Default Management Role Assignments" section later in this topic.

If you want to view a list of role groups, users, or USGs assigned to this role, use the following command.



	


	





	Get-ManagementRoleAssignment -Role "<role name>"








Regular and delegating role assignments

This role can be assigned to role assignees using either regular or delegating role assignments. Regular role assignments grant the permissions provided by the role to the role assignee. Delegating role assignments grant the role assignee the ability to assign the role to other role assignees. For more information about regular and delegating role assignments, see Understanding management role assignments.

Adding or removing role assignments

You can change which role assignees are assigned this role. By changing which role assignee is assigned this role, you change who is granted its permissions. You can assign this role to other built-in role groups, or you can create role groups and assign this role to them. You can also assign this role to users or USGs. However, we recommend that you limit assignment of roles to users and USGs because such assignments can greatly increase the complexity of your permissions model.

To assign this role to role assignees, the role must be assigned to a role group you're a member of, directly to you, or to a USG you're a member of, using a delegating role assignment. For more information about delegating role assignments, see the "Regular and Delegating Role Assignments" section.

You can also remove this role from built-in role groups, role groups you create, users, and USGs. However, there must always be at least one delegating role assignment between this role and a role group or USG. You can't delete the last delegating role assignment. This limitation helps prevent you from locking yourself out of the system.
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Important:





	There must be at least one delegating role assignment between this role and a role group or USG. You can't remove the last delegating role assignment associated with this role if the last assignment is to a user.








For more information about how to add or remove assignments between this role and role groups, users, and USGs, see the following topics:

	•	Manage role groups


	•	Add a role to a user or USG


	•	Remove a role from a user or USG


Changing the management scopes on role assignments

You can also change the management scopes on existing role assignments between this role and role assignees. By changing the scopes on role assignments, you control what objects can be managed using the permissions provided by this role. You have several choices when changing the scope on a role assignment. You can do one of the following:

	•	Add a new custom scope using the Set-ManagementRoleAssignment cmdlet. For more information, see the following topics:


	o	Create a regular or exclusive scope


	o	Change a role assignment


	•	Add or change an organizational unit scope using the Set-ManagementRoleAssignment cmdlet. For more information, see Change a role assignment.


	•	Add or change a predefined scope using the Set-ManagementRoleAssignment cmdlet. For more information, see Change a role assignment.


	•	Change the recipient, server, or database scope on a custom scope associated with a role assignment using the Set-ManagementScope cmdlet. For more information, see Change a role scope.


Enabling or disabling role assignments

By enabling or disabling a role assignment, you control whether that role assignment should be in effect. If a role assignment is disabled, the permissions granted by the associated role aren't applied to the role assignee. This is convenient if you want to temporarily remove permissions without deleting a role assignment. For more information, see Change a role assignment.

Default management role assignments

This role has role assignments to one or more role assignees. The following table indicates whether the role assignment is regular or delegating, and also indicates the management scopes applied to each assignment. The following list describes each column:

	•	Regular assignment  Regular role assignments enable the role assignee to access the permissions provided by the management role entries on this role.


	•	Delegating assignment  Delegating role assignments give the role assignee the ability to assign this role to role groups, users, or USGs.


	•	Recipient read scope  The recipient read scope determines what recipient objects the role assignee is allowed to read from Active Directory.


	•	Recipient write scope  The recipient write scope determines what recipient objects the role assignee is allowed to modify in Active Directory.


	•	Configuration read scope  The configuration read scope determines what configuration and server objects the role assignee is allowed to read from Active Directory.


	•	Configuration write scope  The configuration write scope determines what organizational and server objects the role assignee is allowed to modify in Active Directory.


Default management role assignments for this role



	Role group


	Regular assignment


	Delegating assignment


	Recipient read scope


	Recipient write scope


	Configuration read scope


	Configuration write scope





	Organization Management


	X


	X


	Organization


	Organization


	OrganizationConfig


	OrganizationConfig





	Compliance Management


	X


	


	Organization


	Organization


	OrganizationConfig


	OrganizationConfig








Management role customization

This role has been configured to provide a role assignee with all necessary cmdlets and parameters to manage the features and components listed in the beginning of this topic. Other roles have also been provided to enable management of other features. By adding and removing roles to and from role groups, you can create a customized permissions model without the need to customize individual management roles. For a complete list of roles, see Built-in management roles. For more information about customizing role groups, see Manage role groups.

If you decide that you need to create a customized version of this role, you must create a role as a child of this role, and customize the new role.
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Caution:





	The following information enables you to perform advanced management of permissions. Customizing management roles can significantly increase the complexity of your permissions model. You could cause certain features to stop functioning if you replace a built-in management role with an incorrectly configured custom role.








The following are the most common steps to create a customized role and assign it to a role assignee:

	1.	Create a copy of this role. For more information, see Create a role.


	2.	Change or remove the role entries on the new role using the Set-ManagementRoleEntry and Remove-ManagementRoleEntry cmdlets. You can't add additional role entries to the new role because it can only contain the role entries on the parent built-in role. For more information, see the following topics:


	o	Change a role entry


	o	Remove a role entry from a role


	3.	If you want to replace the built-in role with this new customized role, remove any role assignments associated with the built-in role. For more information, see the following topics:


	o	“Add or remove a role to or from a role group” section in Manage role groups


	o	Remove a role from a user or USG


	4.	Add the new customized role to the required role assignees. For more information, see the following topics:


	o	“Add or remove a role to or from a role group” section in Manage role groups


	o	Add a role to a user or USG
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Important:





	If you want other users, in addition to the user that created the role, to be able to assign the new customized role, be sure to add a delegating role assignment to at least one role assignee. For more information, see Delegate role assignments.












Database Availability Groups role
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Applies to: Exchange Server 2013

Topic Last Modified: 2012-10-17

The Database Availability Groups management role enables administrators to manage database availability groups in an organization. Administrators assigned this role either directly or indirectly are the highest level administrators responsible for the high availability configuration in an organization.

This management role is one of several built-in roles in the Role Based Access Control (RBAC) permissions model in Microsoft Exchange Server 2013. Management roles, which are assigned to one or more management role groups, management role assignment policies, users, or universal security groups (USG), act as a logical grouping of cmdlets or scripts that are combined to provide access to view or modify the configuration of Exchange 2013 components, such as mailbox databases, transport rules, and recipients. If a cmdlet or script and its parameters, together called a management role entry, are included on a role, that cmdlet or script and its parameters can be run by those assigned the role. For more information about management roles and management role entries, see Understanding management roles.

For more information about management roles, management role groups, and other RBAC components, see Understanding Role Based Access Control.

Management role assignments

For this role to grant permissions, it must be assigned to a role assignee, which can be a role group, user, or universal security group (USG). This assignment is done using management role assignments. Role assignments link role assignees and roles together. If more than one role is assigned to a role assignee, the role assignee is granted the combination of all the permissions granted by all the assigned roles.

In addition to linking role assignees to roles, role assignments can also apply custom or built-in management scopes. Management scopes control which recipient, server and database objects can be modified by role assignees. If this role is assigned to a role assignee, but a management scope allows the role assignee only to manage certain objects based on a defined scope, the role assignee can only use the permissions granted by this role on those specific objects. The permissions provided by this role can't be applied to objects outside the scope defined on the role assignment. For more information about role assignments and scopes, see the following topics:

	•	Understanding management role assignments


	•	Understanding management role scopes


This role is assigned to one or more role groups by default. For more information, see the "Default Management Role Assignments" section later in this topic.

If you want to view a list of role groups, users, or USGs assigned to this role, use the following command.



	


	





	Get-ManagementRoleAssignment -Role "<role name>"








Regular and delegating role assignments

This role can be assigned to role assignees using either regular or delegating role assignments. Regular role assignments grant the permissions provided by the role to the role assignee. Delegating role assignments grant the role assignee the ability to assign the role to other role assignees. For more information about regular and delegating role assignments, see Understanding management role assignments.

Adding or removing role assignments

You can change which role assignees are assigned this role. By changing which role assignee is assigned this role, you change who is granted its permissions. You can assign this role to other built-in role groups, or you can create role groups and assign this role to them. You can also assign this role to users or USGs. However, we recommend that you limit assignment of roles to users and USGs because such assignments can greatly increase the complexity of your permissions model.

To assign this role to role assignees, the role must be assigned to a role group you're a member of, directly to you, or to a USG you're a member of, using a delegating role assignment. For more information about delegating role assignments, see the "Regular and Delegating Role Assignments" section.

You can also remove this role from built-in role groups, role groups you create, users, and USGs. However, there must always be at least one delegating role assignment between this role and a role group or USG. You can't delete the last delegating role assignment. This limitation helps prevent you from locking yourself out of the system.
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Important:





	There must be at least one delegating role assignment between this role and a role group or USG. You can't remove the last delegating role assignment associated with this role if the last assignment is to a user.








For more information about how to add or remove assignments between this role and role groups, users, and USGs, see the following topics:

	•	Manage role groups


	•	Add a role to a user or USG


	•	Remove a role from a user or USG


Changing the management scopes on role assignments

You can also change the management scopes on existing role assignments between this role and role assignees. By changing the scopes on role assignments, you control what objects can be managed using the permissions provided by this role. You have several choices when changing the scope on a role assignment. You can do one of the following:

	•	Add a new custom scope using the Set-ManagementRoleAssignment cmdlet. For more information, see the following topics:


	o	Create a regular or exclusive scope


	o	Change a role assignment


	•	Add or change an organizational unit scope using the Set-ManagementRoleAssignment cmdlet. For more information, see Change a role assignment.


	•	Add or change a predefined scope using the Set-ManagementRoleAssignment cmdlet. For more information, see Change a role assignment.


	•	Change the recipient, server, or database scope on a custom scope associated with a role assignment using the Set-ManagementScope cmdlet. For more information, see Change a role scope.


Enabling or disabling role assignments

By enabling or disabling a role assignment, you control whether that role assignment should be in effect. If a role assignment is disabled, the permissions granted by the associated role aren't applied to the role assignee. This is convenient if you want to temporarily remove permissions without deleting a role assignment. For more information, see Change a role assignment.

Default management role assignments

This role has role assignments to one or more role assignees. The following table indicates whether the role assignment is regular or delegating, and also indicates the management scopes applied to each assignment. The following list describes each column:

	•	Regular assignment  Regular role assignments enable the role assignee to access the permissions provided by the management role entries on this role.


	•	Delegating assignment  Delegating role assignments give the role assignee the ability to assign this role to role groups, users, or USGs.


	•	Recipient read scope  The recipient read scope determines what recipient objects the role assignee is allowed to read from Active Directory.


	•	Recipient write scope  The recipient write scope determines what recipient objects the role assignee is allowed to modify in Active Directory.


	•	Configuration read scope  The configuration read scope determines what configuration and server objects the role assignee is allowed to read from Active Directory.


	•	Configuration write scope  The configuration write scope determines what organizational and server objects the role assignee is allowed to modify in Active Directory.


Default management role assignments for this role



	Role group


	Regular assignment


	Delegating assignment


	Recipient read scope


	Recipient write scope


	Configuration read scope


	Configuration write scope





	Organization Management


	X


	X


	Organization


	Organization


	OrganizationConfig


	OrganizationConfig








Management role customization

This role has been configured to provide a role assignee with all necessary cmdlets and parameters to manage the features and components listed in the beginning of this topic. Other roles have also been provided to enable management of other features. By adding and removing roles to and from role groups, you can create a customized permissions model without the need to customize individual management roles. For a complete list of roles, see Built-in management roles. For more information about customizing role groups, see Manage role groups.

If you decide that you need to create a customized version of this role, you must create a role as a child of this role, and customize the new role.



	[image: Caution]

Caution:





	The following information enables you to perform advanced management of permissions. Customizing management roles can significantly increase the complexity of your permissions model. You could cause certain features to stop functioning if you replace a built-in management role with an incorrectly configured custom role.








The following are the most common steps to create a customized role and assign it to a role assignee:

	1.	Create a copy of this role. For more information, see Create a role.


	2.	Change or remove the role entries on the new role using the Set-ManagementRoleEntry and Remove-ManagementRoleEntry cmdlets. You can't add additional role entries to the new role because it can only contain the role entries on the parent built-in role. For more information, see the following topics:


	o	Change a role entry


	o	Remove a role entry from a role


	3.	If you want to replace the built-in role with this new customized role, remove any role assignments associated with the built-in role. For more information, see the following topics:


	o	“Add or remove a role to or from a role group” section in Manage role groups


	o	Remove a role from a user or USG


	4.	Add the new customized role to the required role assignees. For more information, see the following topics:


	o	“Add or remove a role to or from a role group” section in Manage role groups


	o	Add a role to a user or USG




	[image: Important]

Important:





	If you want other users, in addition to the user that created the role, to be able to assign the new customized role, be sure to add a delegating role assignment to at least one role assignee. For more information, see Delegate role assignments.












Change the assignment policy on a mailbox







	Change the assignment policy on a mailbox





	










	Exchange Server 2013 > Permissions >








Applies to: Exchange Server 2013

Topic Last Modified: 2012-10-08

You can change the management role assignment policy assigned to a mailbox. When you change a mailbox's assignment policy, the change takes effect as soon as the user refreshes the connection, such as the next time they log into their mailbox or open the mailbox options page. For more information about assignment policies in Microsoft Exchange Server 2013, see Understanding management role assignment policies.

Looking for other management tasks related to permissions? Check out Permissions.

What do you need to know before you begin?

	•	Estimated time to complete each procedure: 5 minutes


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Role groups" entry in the Role management permissions topic.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.








Use the EAC to change the assignment policy on a mailbox

	1.	In the Exchange Administration Center (EAC), navigate to Recipients > Mailboxes.


	2.	Select the user or resource mailbox you want to change the assignment policy on and then click Edit [image: Edit icon].


	3.	Select Mailbox Features.


	4.	In the Role assignment policy list, select the assignment policy you want to assign to the mailbox and then click Save.


Use the Shell to change the assignment policy on a mailbox

To change the assignment policy that's assigned to a mailbox, use the following syntax.



	


	





	Set-Mailbox <mailbox alias or name> -RoleAssignmentPolicy <assignment policy>








This example sets the assignment policy to Unified Messaging Users on the mailbox Brian.



	


	





	Set-Mailbox Brian -RoleAssignmentPolicy "Unified Messaging Users"








Use the Shell to change the assignment policy on a group of mailboxes assigned a specific assignment policy



	[image: Note]

Note:





	You can't use the EAC to change the assignment policy on a group of mailboxes all at once.








This procedure makes use of pipelining, the Where cmdlet, and the WhatIf parameter. For more information about these concepts, see the following topics:

	•	Pipelining


	•	Working with command output


	•	WhatIf, Confirm, and ValidateOnly switches


If you want to change the assignment policy for a group of mailboxes that are assigned a specific policy, use the following syntax.



	


	





	Get-Mailbox | Where { $_.RoleAssignmentPolicy -Eq "<assignment policy to find>" } | Set-Mailbox -RoleAssignmentPolicy <assignment policy to set>








This example finds all the mailboxes assigned to the Redmond Users - No Voicemail assignment policy and changes the assignment policy to Redmond Users - Voicemail Enabled.



	


	





	Get-Mailbox | Where { $_.RoleAssignmentPolicy -Eq "Redmond Users - No Voicemail" } | Set-Mailbox -RoleAssignmentPolicy "Redmond Users - Voicemail Enabled"








This example includes the WhatIf parameter so that you can see all the mailboxes that would be changed without committing any changes.



	


	





	Get-Mailbox | Where { $_.RoleAssignmentPolicy -Eq "Redmond Users - No Voicemail" } | Set-Mailbox -RoleAssignmentPolicy "Redmond Users - Voicemail Enabled" -WhatIf








For detailed syntax and parameter information, see Get-Mailbox or Set-Mailbox.





Server health and performance permissions







	Server health and performance permissions





	










	Exchange Server 2013 > Permissions > Feature permissions >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2012-07-19

The permissions required to perform tasks to configure various components of Microsoft Exchange Server 2013 depend on the procedure being performed or the cmdlet you want to run. See each of the sections in this topic for more information about their respective features.

To find out what permissions you need to perform the procedure or run the cmdlet, do the following:

	1.	In the table below, find the feature that is most related to the procedure you want to perform or the cmdlet you want to run.


	2.	Next, look at the permissions required for the feature. You must be assigned one of those role groups, an equivalent custom role group, or an equivalent management role. You can also click on a role group to see its management roles. If a feature lists more than one role group, you only need to be assigned one of the role groups to use the feature. For more information about role groups and management roles, see Understanding Role Based Access Control.


	3.	Now, run the Get-ManagementRoleAssignment cmdlet to look at the role groups or management roles assigned to you to see if you have the permissions that are necessary to manage the feature.




	[image: Note]

Note:





	You must be assigned the Role Management management role to run the Get-ManagementRoleAssignment cmdlet. If you don't have permissions to run the Get-ManagementRoleAssignment cmdlet, ask your Exchange administrator to retrieve the role groups or management roles assigned to you.








If you want to delegate the ability to manage a feature to another user, see Delegate role assignments.



	[image: Note]

Note:





	Some features may require that you have local administrator permissions on the server you want to manage. To manage these features, you must be a member of the Local Administrators group on that server.








Exchange workload management permissions

The following table lists the permissions required to perform tasks that manage the health and performance of your Exchange 2013 organization. For more information, see the following topics:

	•	Exchange workload management


	•	Workload management reference


Users who are assigned the View-Only Management role group can view the configuration of the features in the following table. For more information, see View-only Organization Management.



	Feature


	Permissions required





	User throttling


	Organization Management

Recipient Management

View-only Organization Management





	Exchange workload throttling


	Organization Management

View-only Organization Management


	








Exchange event log permissions

The following table lists the permissions required to perform tasks that manage Exchange event log settings.

Users who are assigned the View-Only Management role group can view the configuration of the features in the following table. For more information, see View-only Organization Management.



	Feature


	Permissions required





	Exchange event log management


	Organization Management

Server Management

View-only Organization Management

UM Management












Register Filter Pack IFilters with Exchange 2013







	Register Filter Pack IFilters with Exchange 2013





	










	Messaging policy and compliance > Transport rules > Transport rule procedures >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-01-24

Transport rules with attachment scanning conditions perform text extraction when analyzing the content of attachments. Exchange 2013 can scan most commonly used attachment types natively. Additional attachment types can be included by registering IFilters with Exchange 2013. This topic shows you how to register IFilters released by Microsoft and third-party providers.

After you register an IFilter for a specific file type, transport rules with attachment processing conditions will be able to scan these attachments. As a result, these file types will no longer trigger the AttachmentIsUnsupported condition.



	[image: Caution]

Caution:





	The procedures listed in this topic involve modifying the registry on your Exchange servers. Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

These procedures also require you to stop and restart the Microsoft Exchange Transport service on your Mailbox servers.








For additional management tasks related to Transport rules, see Manage Transport Rules.

What do you need to know before you begin?

	•	Estimated time to complete each procedure: 5 minutes per server.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Exchange server configuration settings" entry in the Exchange and Shell infrastructure permissions topic.


	•	You must perform the procedures below on servers that already have Exchange 2013 Mailbox server role installed. If you add additional Mailbox servers after you perform these procedures, you must perform them again on the newly provisioned servers.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.








What do you want to do?

Register the Microsoft Office 2010 Filter Pack

By default, the following Office file types aren’t supported by Exchange transport rules:

	•	Office OneNote


	•	Office Publisher


If you want to support these files, you must deploy the Microsoft Office 2010 Filter Pack. This Filter Pack isn’t deployed during Exchange 2013 Setup and isn’t a prerequisite for deployment.

Deploy the Microsoft Office 2010 Filter Pack

Deploying the Office 2010 Filter Pack consists of two main steps:

	•	Downloading and installing the Filter Pack, which registers the IFilters with Windows (Search).


	•	Modifying the registry so the IFilters are also registered with Exchange 2013. This allows Exchange to support attachment scanning for the file formats.




	[image: Important]

Important:





	You must perform this procedure on all Mailbox servers in your organization.








	1.	Download and save the Microsoft Office 2010 Filter Pack (FilterPack64bit.exe) from the Microsoft Download Center.


	2.	Run the FilterPack64bit.exe file on your Mailbox server and follow the instructions to complete the installation.


	3.	Start Registry Editor and locate the following registry subkey:




	


	





	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ExchangeServer\v15\HubTransportRole\CLSID








	4.	Under CLSID, add a subkey for OneNote files as follows:


	a.	Right-click CLSID, point to New, and then click Key.


	b.	Change the name of the new key to {B8D12492-CE0F-40AD-83EA-099A03D493F1}.


	c.	Click the key you just created and set the (Default) value to where you installed the Office 2010 Filter Pack. By default, the filter pack gets installed at C:\Program Files\Common Files\Microsoft Shared\Filters\ONIFilter.dll.


	d.	Right click {B8D12492-CE0F-40AD-83EA-099A03D493F1}, point to New, and then click String Value.


	e.	Name the new string value ThreadingModel and set it to Both.


	5.	Under CLSID, add a subkey for Publisher files as follows:


	a.	Right-click CLSID, point to New, and then click Key.


	b.	Change the name of the new key to {A7FD8AC9-7ABF-46FC-B70B-6A5E5EC9859A}.


	c.	Click the key you just created and set the (Default) value to where you installed the Office 2010 Filter Pack. By default, the filter pack gets installed at C:\Program Files\Common Files\Microsoft Shared\Filters\PUBFILT.dll.


	d.	Right-click {A7FD8AC9-7ABF-46FC-B70B-6A5E5EC9859A}, point to New, and then click String Value.


	e.	Name the new string value ThreadingModel and set it to Both.


	6.	Locate the following registry key:




	


	





	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ExchangeServer\v15\HubTransportRole\filters








	7.	Under filters, add a subkey for .one extensions as follows.


	a.	Right-click filters, point to New, and then click Key.


	b.	Change the name of the new key to .one.


	c.	Click the key you just created and set the (Default) value to {B8D12492-CE0F-40AD-83EA-099A03D493F1}.


	8.	Under filters, add a subkey for .pub extensions as follows:


	a.	Right-click filters, point to New and then click Key.


	b.	Change the name of the new key to .pub.


	c.	Click the key you just created and set the (Default) value to {A7FD8AC9-7ABF-46FC-B70B-6A5E5EC9859A}.


	9.	Close Registry Editor.


	10.	On your Mailbox server, stop and then restart the following services in the specified order:


	a.	Stop the Microsoft Exchange Transport service.


	b.	Stop the Microsoft Filtering Management Service.


	c.	Start the Microsoft Filtering Management Service.


	d.	Start the Microsoft Exchange Transport service.


How do you know this worked?

To verify that you have successfully registered the Microsoft Office 2010 Filter Pack IFilters, do the following:

	1.	Create a Transport rule with the following properties. For detailed instructions about how to create Transport rules, see Manage Transport Rules.


	o	The sender is your mailbox.


	o	Any attachment's content includes "Testing IFilters".


	o	Generate an incident report and send it to your mailbox.


	2.	Create a OneNote file that contains the phrase "Testing IFilters", attach it to a new email message, and send it to yourself.


	3.	Verify that you receive a Transport rule incident report for the rule you just created. This confirms that the rules engine was able to analyze the contents of the OneNote file.


	4.	Repeat Steps 2 and 3 with a Publisher file.


Register third-party IFilters to support additional file formats

You can extend the attachment scanning capability for additional file types by registering additional third-party IFilters. Support for additional files can be added by installing and registering the file type's IFilter on each of your Mailbox servers.
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Important:





	Microsoft hasn’t tested third-party IFilters with transport rules, therefore we recommend that you deploy and test any third-party IFilters in a test environment before deploying into your production environment.








Deploy the Adobe PDF IFilter

This procedure shows how to deploy the Adobe PDF IFilter to support processing of PDF attachments in transport rules.
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Note:





	By default, Exchange 2013 supports the scanning of PDF files in transport rules. The PDF example here is used simply to illustrate how you can extend support for additional file types using third-party IFilters.








	1.	Download the Adobe PDF IFilterand then follow the installation instructions.


	2.	Start Registry Editor and locate the following subkey:




	


	





	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ExchangeServer\v15\HubTransportRole\CLSID








	3.	Under CLSID, add a subkey for PDF files as follows:


	a.	Right-click CLSID, point to New, and then click Key.


	b.	Change the name of the new key to {E8978DA6-047F-4E3D-9C78-CDBE46041603}.




	[image: Note]

Note:





	Each IFilter has a unique class ID (CLSID). You can find the CLSID in the installation documentation for the IFilter you're registering or by searching for the file extension under the HKEY_CLASSES_ROOT\CLSID key in the registry.








	c.	Click the key you just created and set the (Default) value to where you installed the PDF IFilter. By default, the PDF IFilter is installed at C:\Program Files\Adobe\Adobe PDF IFilter 9 for 64-bit platforms\bin\PDFFilter.dll.


	4.	Locate the following registry key:




	


	





	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ExchangeServer\v15\HubTransportRole\filters








	5.	Under filters, add a subkey for .pdf extensions as follows:


	a.	Right-click filters, point to New, and then click Key.


	b.	Change the name of the new key to .pdf.


	c.	Click the key you just created and set the (Default) value to {E8978DA6-047F-4E3D-9C78-CDBE46041603}.


	6.	Close Registry Editor.


	7.	On your Mailbox server, stop and restart the following services in the specified order:


	a.	Stop the Microsoft Exchange Transport service.


	b.	Stop the Microsoft Filtering Management Service.


	c.	Start the Microsoft Filtering Management Service.


	d.	Start the Microsoft Exchange Transport service.


How do you know this worked?

Use the same procedure listed in the How do you know this worked? section earlier in this topic, substituting Publisher files with Adobe PDF files.

For more information

Using transport rules to inspect message attachments

Transport rules

Transport rule conditions (predicates)

Transport rule actions





Matching methods and techniques for rule packages







	Matching methods and techniques for rule packages





	










	Data loss prevention > DLP policy templates > Define your own DLP templates and information types >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2013-03-21

This topic describes techniques for matching pattern and evidence elements within a data loss prevention (DLP) XML file that is designed to contain your own custom sensitive information type rule package. After you have created a well-formed XML file, you can import the file by using the Exchange admin center (EAC) or Exchange Management Shell in order to help create your Microsoft Exchange Server 2013 DLP solution. Before you can make use of the matching methods described here, you should already have a DLP XML file started. For more information about defining your own DLP templates and XML files, see Define your own DLP templates and information types.

The Match element

The Match element is used within the Pattern and Evidence elements to represents the underlying keyword, regex or function that is to be matched. The definition of the match itself is stored outside of the Rule element and is referenced through the idRef required attribute. Multiple Match elements can be included in a Pattern definition which can be included directly in the Pattern element or combined using the Any element to define matching semantics.

An optional attribute of minOccurs can be used to specify the minimum number of occurrences that need to be satisfied for a successful match of each of the Match elements.



	


	





	<?xml version="1.0" encoding="utf-8"?>

<Rules packageId="...">

    ...

<Entity id="...">

 <Pattern confidenceLevel="85">

       <IdMatch idRef="FormattedSSN" />

       <Match idRef="USDate" minOccurs="2"/>

       <Match idRef="USAddress" />

 </Pattern>

</Entity>

    ...

     <Keyword id="FormattedSSN "> ... </Keyword>

     <Regex id=" USDate "> ... </Regex>

     <Regex id="USAddress"> ... </Regex>

    ...

</Rules>








Defining keyword-based matches

A common Rule requirement is to match based on well-known keyword string expressions. This is accomplished by using the Keyword element. The Keyword element has an "id" attribute that is used as a reference in the corresponding Entity or Affinity rules. A single Keyword element can be referenced in multiple Entity and Affinity rules.

The matching can be performed using either an exact match or word match based algorithms. Exact match uses a case-sensitive algorithm that searches for the text in the specified language. Word match applies a matching algorithm based on word boundaries. The terms to be matched can be included inline in the Keyword definition by using the Term sub-element or in an external dictionary file by specifying the Dictionary sub-element. This is configured by Term and Dictionary sub-elements.
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Tip:





	Use the constant based match style over regex for better efficiency and performance. Use regex matching only in cases where constant based matches are not sufficient and flexibility of regular expressions is required.










	


	





	<Keyword id="Word_Example">

  <Group matchStyle="word">

    <Term>card verification</Term>

    <Term>cvn</Term>

    <Term>cid</Term>

    <Term>cvc2</Term>

    <Term>cvv2</Term>

    <Term>pin block</Term>

    <Term>security code</Term>

  </Group>

</Keyword>

...

<Keyword id="String_Example">

  <Group matchStyle="string">

    <Term>card</Term>

    <Term>pin</Term>

    <Term>security</Term>

  </Group>

</Keyword>








Defining regular expression based matches

Another common method of matching is based on regular expressions. The flexibility of regular expression matching makes this a common choice for implementing matches for data such as driver’s license numbers, addresses. Common regular expression syntax is used to define the regex patterns. The table here provides examples of some of the most common regular expression tokens available.
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Tip:





	Use the constant based match style over regex for better efficiency and performance. Use regex matching only in cases where constant based matches are not sufficient and flexibility of regular expressions is required.










	Symbol


	Meaning





	c


	Match the literal character c once, unless it is one of the special characters.





	^


	Match the beginning of a line.





	.


	Match any character that isn't a new line.





	$


	Match the end of a line.





	|


	Logical OR between expressions.





	()


	Group sub-expressions.





	[]


	Define a character class.





	*


	Match the preceding expression zero or more times.





	+


	Match the preceding expression one or more times.





	?


	Match the preceding expression zero or one time.





	{n}


	Match the preceding expression n times.





	{n,}


	Match the preceding expression at least n times.





	{n, m}


	Match the preceding expression at least n times and at most m times.





	\d


	Match a digit.





	\D


	Match a character that is not a digit.





	\w


	Match an alpha character, including the underscore.





	\W


	Match a character that is not an alpha character.





	\s


	Match a whitespace character (any of \t, \n, \r, or \f).





	\S


	Match a non-whitespace character.





	\t


	Tab.





	\n


	New line.





	\r


	Carriage return.





	\f


	Form feed.





	\m


	Escape m, where m is one of the meta characters described above: ^, ., $, |, (), [], *, +, ?, \, or /.








The Regex element has an “id” attribute that is used as a reference in the corresponding Entity or Affinity rules. A single Regex element can be referenced in multiple Entity and Affinity rules. The Regex expression is defined as the value of the Regex element.



	


	





	<Regex id="CCRegex">

   \bcc\#\s|\bcc\#\:\s

</Regex>

...

<Regex id="ItinFormatted">

  (?:^|[\s\,\:])(?:9\d{2})[- ](?:[78]\d[-

   ]\d{4})(?:$|[\s\,]|\.\s)

</Regex>

...

<Regex id="NorthCarolinaDriversLicenseNumber">

  (^|\s|\:)(\d{1,8})($|\s|\.\s)

</Regex>








Combining multiple match elements

A common technique to increase the matching confidence is to define semantics between multiple Match elements, for example that one or more of the matches need to occur. The Any element allows the definition of the logic based between multiple matches. The Any element can be used as sub-element in the Pattern element. It contains one or more Match children elements and defines the logic of matches between them. See below for XML code examples for the Any elements with all matches, “not” logic, and exact match count.

Optional minMatches attribute can be used (default = 1) to define the minimum number of Match elements that must be met to satisfy a match. Similarly, optional maxMatches attribute can be used (default = number of children Match elements) to define the maximum number of Match elements that must be met to satisfy a match. These conditions are combined using logical operators based on the usage of the minMatches and maxMatches attributes, allowing following semantics:

	•	Matching all children Match elements


Not matching any children Match elements

Matching an exact subset of any children Match elements



	


	





	<Any minMatches="3" maxMatches="3">

  <Match idRef="USDate" />

  <Match idRef="USAddress" />

  <Match idRef="Name" />

</Any>










	


	





	<Any maxMatches="0">

  <Match idRef="USDate" />

  <Match idRef="USAddress" />

  <Match idRef="Name" />

</Any>










	


	





	<Any minMatches="1" maxMatches="1">

  <Match idRef="USDate" />

  <Match idRef="USAddress" />

  <Match idRef="Name" />

</Any>








Increasing confidence level with more evidence

For entity base rules, another option of increasing confidence is to define multiple Pattern elements, each with increasing number of corroborative evidence. This is achieved by using minMatches and maxMatches for Any element to create independent patterns with increasing confidence level based on increasing number of corroborative evidence. For example:

	•	if one piece of corroborative evidence is found: confidence level is 65%


	•	if two pieces: confidence level is 75%


	•	if three pieces: confidence level is 85%




	


	





	<Entity id="..." patternsProximity="300" >

  <Pattern confidenceLevel="65">

    <IdMatch idRef="UnformattedSSN" />

    <Any maxMatches="1">

      <Match idRef="USDate" />

      <Match idRef="USAddress" />

      <Match idRef="Name" />

    </Any>

  </Pattern>

  <Pattern confidenceLevel="75">

    <IdMatch idRef="UnformattedSSN" />

    <Any minMatches="2" maxMatches="2">

      <Match idRef="USDate" />

      <Match idRef="USAddress" />

      <Match idRef="Name" />

    </Any>

  </Pattern>

  <Pattern confidenceLevel="85">

    <IdMatch idRef="UnformattedSSN" />

    <Any minMatches="3">

      <Match idRef="USDate" />

      <Match idRef="USAddress" />

      <Match idRef="Name" />

    </Any>

  </Pattern>

</Entity>








Example: US Social Security rule

This section includes an introduction description for authoring of a rule matching a US Social Security number. First, start with a description of how we identify content that contains social security number. A Social Security Number is found if:

	1.	Regex matches a formatted SSN (and it’s in the valid SSN range)


	2.	Corroborative Evidence  one of the following must occur nearby:


	a.	Keyword match {Social Security, Soc Sec, SSN, SSNS, SSN#, SS#, SSID}


	b.	Text representing a US address


	c.	Text representing a date


	d.	Text representing a name


Next, translate the description into the Rule schema representation:



	


	





	<Entity id="a44669fe-0d48-453d-a9b1-2cc83f2cba77"

     patternsProximity="300" RecommendedConfidence="85">

  <Pattern confidenceLevel="85">

   <IdMatch idRef="FormattedSSN" />

   <Any minMatches="1">

     <Match idRef="SSNKeywords" />

     <Match idRef="USDate" />

     <Match idRef="USAddress" />

     <Match idRef="Name" />

   </Any>

  </Pattern>

</Entity>








For more information

Data loss prevention

Define your own DLP templates and information types

Import a DLP policy from a file





Set up virtual certificate collection to validate S/MIME
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	Exchange Server 2013 > Messaging policy and compliance > S/MIME for message signing and encryption >








Applies to: Exchange Online

Topic Last Modified: 2014-02-23

As a tenant administrator you will need to configure a virtual certificate collection that will be used to validate S/MIME certificates. This virtual certificate collection is set up as a certificate store file type with an SST filename extension. The SST file contains all the root and intermediate certificates that are used when validating an S/MIME certificate.

Create and save an SST

You can only use the Shell to perform this procedure. To learn how to open the Shell in your on-premises Exchange organization, see Open the Shell. To learn how to use Windows PowerShell to connect to Exchange Online, see Connect to Exchange Online using remote PowerShell.

As an administrator, you can create this SST file by exporting the certificates from a trusted machine using the Export-Certificate cmdlet and specifying the type as SST. For more information the Export-Certificate cmdlet, see the Export-Certificate reference topic.

Once the SST file is generated, use the Set-Smimeconfig cmdlet to save it in the virtual certificate store by using the -SMIMECertificateIssuingCA parameter. For example: Set-SmimeConfig -SMIMECertificateIssuingCA (Get-Content filename.sst -Encoding Byte)

Ensuring a certificate is valid

Exchange 2013 SP1 first checks for the SST file and validates the certificate. If the validation fails, it will look at the local machine certificate store to validate the certificate. This behavior is new for Exchange 2013 SP1 and different from prior versions of Exchange. In Exchange Online only the SST will be used for validation.

More Information

S/MIME for message signing and encryption

Get-SmimeConfig





Anti-spam and anti-malware protection
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	Exchange Server 2013 >








Applies to: Exchange Server 2013

Topic Last Modified: 2012-09-13

Microsoft Exchange Server 2013 customers are automatically provided with anti-spam and anti-malware protection. The following topics (and their associated subtopics) provide overview information and configuration steps for customizing the built-in spam filtering and malware filtering settings so that they best meet the needs of your organization:

Anti-spam protection  Describes the basic built-in anti-spam protection features as well as other anti-spam protection options such as using a cloud-hosted anti-spam solution and managing quarantined messages.

Anti-malware protection  Describes the basic built-in anti-malware protection features as well as other anti-malware protection options. Among the information included are an Anti-Malware FAQ and details about how to configure anti-malware settings using the Exchange Administration Center or the Exchange Management Shell.

You can also use anti-malware programs in the Windows operating system on Exchange servers to help further enhance the security and health of your Exchange organization. However, there are important considerations for how to best implement file-level scanning with Exchange 2013. For more information, see Anti-Virus Software in the Operating System on Exchange Servers.
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Tip:





	You can also create transport rules to enforce company specific regulations and policies; for more information see Transport rules. Exchange 2013 customers who have purchased the data loss prevention (DLP) feature can also create DLP policies to help protect sensitive data; for more information, see Data loss prevention.












Benefits of anti-spam features in Exchange Online Protection over Exchange Server 2013
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Note:





	Exchange Online Protection (EOP) is the next version of Forefront Online Protection for Exchange (FOPE). EOP anti-spam protection features are included in Exchange Online.








The following are benefits of using Exchange anti-spam protection in the cloud (Microsoft Exchange Online or Microsoft Exchange Online Protection) as opposed to Microsoft Exchange Server 2013, which has most of the same built-in anti-spam capabilities as Microsoft Exchange Server 2010:

	•	More control and easier configuration  Administrators can use the Exchange Administration Center (EAC) web-based management console in order to customize spam filtering settings so that they best meet the needs of your organization. There is no anti-spam user interface in Exchange Server 2013.


	•	Stronger connection filtering  In Exchange 2013, connection filtering IP Allow lists and IP Block lists are available only if you install an Edge Transport server in your perimeter network. For more information, see Edge Transport servers. In the cloud, you can choose to skip spam filtering on email messages sent from trusted senders (gathered from various third-party sources), ensuring that these messages are not mistakenly marked as spam. Also, the hosted filtering service uses Microsoft’s own block lists and lists aggregated from vendors to provide greater IP-level filtering.


	•	Stronger content filtering  You can easily configure your content filter policy to:


	o	Filter messages written in specific languages.


	o	Filter messages sent from specific countries or regions.


	o	Mark bulk email messages (such as advertisements and marketing emails) as spam.


	o	Search for attributes in a message and act upon the message if it matches a specific advanced spam option attribute. If you are concerned about phishing, some of these options offer a combination of Sender ID and SPF technologies to authenticate and verify that messages are not spoofed.


In addition to the above content filter options that you can configure in the EAC, the hosted filtering service uses additional URL lists to block suspicious messages that contain specific URLs within their message body.

	•	Quicker updates  Spam updates are propagated more quickly across the network. In Exchange Server 2013 updates occur two times per month, whereas the service is updated multiple times per hour.


	•	Outbound filtering  Outbound spam filtering is always enabled if you use the hosted service for sending outbound email, thereby protecting organizations using the service and their intended recipients.
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Content filtering is provided by the Content Filter agent. The Content Filter agent filters all messages that come through all Receive connectors on the Exchange server. Only messages that come from non-authenticated sources are filtered.

What do you need to know before you begin?

	•	Estimated time to complete each procedure: 10 minutes


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Anti-spam feature" entry in the Anti-spam and anti-malware permissions topic.


	•	You can only use the Shell to perform this procedure.


	•	By default, anti-spam features aren't enabled in the Transport service on a Mailbox server. Typically, you only enable the anti-spam features on a Mailbox server if your Exchange organization doesn't do any prior anti-spam filtering before accepting incoming messages. For more information, see Enable anti-spam functionality on Mailbox servers.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.








What do you want to do?

Use the Shell to enable or disable content filtering

To disable content filtering, run the following command:



	


	





	Set-ContentFilterConfig -Enabled $false








To enable content filtering, run the following command:



	


	





	Set-ContentFilterConfig -Enabled $true










	[image: Note]

Note:





	When you disable content filtering, the underlying Content Filter agent is still enabled. To disable the Content Filter agent, run the command: Disable-TransportAgent "Content Filter Agent".








How do you know this worked?

To verify that you have successfully enabled or disabled content filtering, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterConfig | Format-List Enabled








	2.	Verify the value of the Enabled property that's displayed.


Use the Shell to enable or disable content filtering for external messages

By default, content filtering functionality is enabled for external messages.

To disable content filtering for external messages, run the following command:



	


	





	Set-ContentFilterConfig -ExternalMailEnabled $false








To enable content filtering for external messages, run the following command:



	


	





	Set-ContentFilterConfig -ExternalMailEnabled $true








How do you know this worked?

To verify that you have successfully enabled or disabled content filtering for external messages, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterConfig | Format-List ExternalMailEnabled








	2.	Verify the value of the ExternalMailEnabled property that's displayed.


Use the Shell to enable or disable content filtering for internal messages

As a best practice, you should not filter messages from trusted partners or from inside your organization. When you run anti-spam filters, there's always a chance that the filters will detect false positives. To reduce the chance that filters will mishandle legitimate email messages, you should enable anti-spam agents to run only on messages from potentially untrusted and unknown sources.

To enable content filtering for internal messages, run the following command:



	


	





	Set-ContentFilterConfig -InternalMailEnabled $true








To disable content filtering for internal messages, run the following command:



	


	





	Set-ContentFilterConfig -InternalMailEnabled $false








How do you know this worked?

To verify that you have successfully enabled or disabled content filtering for internal messages, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterConfig | Format-List InternalMailEnabled








	2.	Verify the value of the InternalMailEnabled property that's displayed.


Use the Shell to configure recipient and sender exceptions

To replace the existing values, run the following command:



	


	





	Set-ContentFilterConfig -BypassedRecipients <recipient1,recipient2...> -BypassedSenders <sender1,sender2...> -BypassedSenderDomains <domain1,domain2...>








This example configures the following exceptions in in content filtering:

	•	The recipients laura@contoso.com and julia@contoso.com aren’t checked by content filtering.


	•	The senders steve@fabrikam.com and cindy@fabrikam.com aren’t checked by content filtering.


	•	All senders in the domain nwtraders.com and all subdomains aren’t checked by content filtering.




	


	





	Set-ContentFilterConfig -BypassedRecipients laura@contoso.com,julia@contoso.com -BypassedSenders steve@fabrikam.com,cindy@fabrikam.com -BypassedSenderDomains *.nwtraders.com








To add or remove entries without modifying any existing values, run the following command:



	


	





	Set-ContentFilterConfig -BypassedRecipients @{Add="<recipient1>","<recipient2>"...; Remove="<recipient1>","<recipient2>"...} -BypassedSenders @{Add="<sender1>","<sender2>"...; Remove="<sender1>","<sender2>"...} -BypassedSenderDomains @{Add="<domain1>","<domain2>"...; Remove="<domain1>","<domain2>"...}








This example configures the following exceptions in content filtering:

	•	Add tiffany@contoso.com and chris@contoso.com to the list of existing recipients who aren’t checked by content filtering.


	•	Add joe@fabrikam.com and michelle@fabrikam.com to the list of existing senders who aren’t checked by content filtering.


	•	Add blueyonderairlines.com to the list of existing domains whose senders aren’t checked by content filtering.


	•	Remove the domain woodgrovebank.com and all subdomains from the list of existing domains whose senders aren’t checked by content filtering.




	


	





	Set-ContentFilterConfig -BypassedRecipients @{Add="tiffany@contoso.com","chris@contoso.com"} -BypassedSenders @{Add="joe@fabrikam.com","michelle@fabrikam.com"} -BypassedSenderDomains @{Add="blueyonderairlines.com"; Remove="*.woodgrovebank.com"}








How do you know this worked?

To verify that you have successfully configured the recipient and sender exceptions, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterConfig | Format-List Bypassed*








	2.	Verify the values displayed match the settings you specified.


Use the Shell to configure allowed and blocked phrases

To add allowed and blocked words and phrases, run the following command:



	


	





	Add-ContentFilterPhrase -Influence GoodWord -Phrase <Phrase> -Influence BadWord -Phrase <Phrase>








This example allows all messages that contain the phrase "customer feedback".



	


	





	Add-ContentFilterPhrase -Influence GoodWord -Phrase "customer feedback"








This example blocks all messages that contain the phrase "stock tip".



	


	





	Add-ContentFilterPhrase -Influence BadWord -Phrase "stock tip"








To remove allowed or blocked phrases, run the following command:



	


	





	Remove-ContentFilterPhrase -Phrase <Phrase>








This example removes the phrase "stock tip":



	


	





	Remove-ContentFilterPhrase -Phrase "stock tip"








How do you know this worked?

To verify that you have successfully configured the allowed and block phrases, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterPhrase | Format-List Influence,Phrase








	2.	Verify the values displayed match the settings you specified.


Use the Shell to configure SCL thresholds

To configure the spam confidence level (SCL) thresholds and actions, run the following command:



	


	





	Set-ContentFilterConfig -SCLDeleteEnabled <$true | $false> -SCLDeleteThreshold <Value> -SCLRejectEnabled <$true | $false> -SCLRejectThreshold <Value> -SCLQuarantineEnabled <$true | $false> -SCLQuarantineThreshold <Value>
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Note:





	The Delete action takes precedence over the Reject action, and the Reject action takes precedence over the Quarantine action. Therefore, the SCL threshold for the Delete action should be greater than the SCL threshold for the Reject action, which in turn should be greater than the SCL threshold for the Quarantine action. Only the Reject action is enabled by default, and it has the SCL threshold value 7.








This example configures the following values for the SCL thresholds:

	•	The Delete action is enabled and the corresponding SCL threshold is set to 9.


	•	The Reject action is enabled and the corresponding SCL threshold is set to 8.


	•	The Quarantine action is enabled and the corresponding SCL threshold is set to 7.




	


	





	Set-ContentFilterConfig -SCLDeleteEnabled $true -SCLDeleteThreshold 9 -SCLRejectEnabled $true -SCLRejectThreshold 8 -SCLQuarantineEnabled $true -SCLQuarantineThreshold 7








How do you know this worked?

To verify that you have successfully configured the SCL thresholds, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterConfig | Format-List SCL*








	2.	Verify the values displayed match the settings you specified.


Use the Shell to configure the rejection response

When the Reject action is enabled, you can customize the rejection response that's sent to the message sender. The rejection response can't exceed 240 characters.

To configure a custom rejection response, run the following command:



	


	





	Set-ContentFilterConfig -RejectionResponse "<Custom Text>"








This example configures the Content Filter agent to send a customized rejection response.



	


	





	Set-ContentFilterConfig -RejectionResponse "Your message was rejected because it appears to be SPAM."








How do you know this worked?

To verify that you have successfully configured the rejection response, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterConfig | Format-List *Reject*








	2.	Verify the values displayed match the settings you specified.


Use the Shell to enable or disable Outlook Email Postmarking

Outlook Email Postmarking validation is a computational proof that Microsoft Outlook applies to outgoing messages to help recipient messaging systems distinguish legitimate email from junk email. Postmarking is available in Outlook 2007 or newer. Postmarking helps reduce false positives. Outlook Email Postmarking is enabled by default.

To disable Outlook Email Postmarking, run the following command:



	


	





	Set-ContentFilterConfig -OutlookEmailPostmarkValidationEnabled $false








To enable Outlook Email Postmarking, run the following command:



	


	





	Set-ContentFilterConfig -OutlookEmailPostmarkValidationEnabled $true








How do you know this worked?

To verify that you have successfully configured Outlook Email Postmarking, do the following:

	1.	Run the following command:




	


	





	Get-ContentFilterConfig | Format-List OutlookEmailPostmarkValidationEnabled








	2.	Verify the value displayed matches the setting you specified.
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In Microsoft Exchange Server 2013, you can define specific actions according to spam confidence level (SCL) thresholds. For example, you can define different thresholds for rejecting, deleting, or quarantining messages on an Exchange server that's running the Content Filter agent.

The combination of this SCL threshold configuration in the Content Filter agent and the SCL Junk Email folder configuration on the user's mailbox helps you implement a more comprehensive and precise anti-spam strategy. This more precise and detailed SCL threshold adjustment functionality in Exchange 2013 can help you reduce the overall cost of deploying and maintaining an anti-spam solution across your Exchange organization.

The Content Filter agent assigns an SCL rating to messages late in the anti-spam cycle, after other anti-spam agents have processed any inbound messages. Many of the other anti-spam agents that process inbound messages before they're processed by the Content Filter agent are deterministic in how they act on a message. For example, on an Edge Transport server the Connection Filter agent rejects any message sent from an IP address on a real-time block list. The Sender Filter agent and Recipient Filter agent process messages in a similarly deterministic manner.

In Exchange 2013, these deterministic anti-spam agents process messages first and therefore greatly reduce the number of messages that must be processed by the Content Filter agent. For more information about the order in which anti-spam agents process messages, see Anti-spam protection.

Because content filtering isn't an exact, deterministic process, the ability to adjust the action that the Content Filter agent performs on different SCL values is important. By carefully adjusting the SCL threshold configuration, you can minimize the following:

	•	Size of the spam quarantine storage


	•	Number of legitimate email messages mistakenly quarantined


	•	Number of legitimate email messages that reach the Microsoft Outlook user's Junk Email folder


	•	Number of offensive spam email messages that reach the Outlook user's Inbox or Junk Email folder


	•	Number of spam email messages that reach the Outlook user's Inbox


SCL threshold actions

By adjusting SCL threshold actions, you can escalate the content filtering action taken on messages that have a greater risk of being spam. To understand this functionality, it's helpful to understand the different SCL threshold actions and how they're implemented:

	•	SCL delete threshold  When the SCL value for a specific message is equal to or higher than the SCL delete threshold, the Content Filter agent deletes the message. There's no protocol-level communication that tells the sending system or sender that the message was deleted. If the SCL value for a message is lower than the SCL delete threshold value, the Content Filter agent doesn't delete the message. Instead, the Content Filter agent compares the SCL value to the SCL reject threshold.


	•	SCL reject threshold  When the SCL value for a specific message is equal to or higher than the SCL reject threshold, the Content Filter agent deletes the message and sends a rejection response to the sending system. You can customize the rejection response. In some cases, a non-delivery report (NDR) is sent to the original sender of the message. If the SCL value for a message is lower than the SCL delete and SCL reject threshold values, the Content Filter agent doesn't delete or reject the message. Instead, the Content Filter agent compares the SCL value to the SCL quarantine threshold.


	•	SCL quarantine threshold  When the SCL value for a specific message is equal to or higher than the SCL quarantine threshold, the Content Filter agent sends the message to a quarantine mailbox. Email administrators must periodically review the quarantine mailbox. If the SCL value for a message is lower than the SCL delete, reject, and quarantine threshold values, the Content Filter agent doesn't delete, reject, or quarantine the message. Instead, the Content Filter agent sends the message to the appropriate Mailbox server, where the per-recipient SCL Junk Email folder threshold value of the message is evaluated.


	•	SCL Junk Email folder threshold  If the SCL value for a specific message exceeds the SCL Junk Email folder threshold, the message is delivered to the user's Junk Email folder. If the SCL value for a message is lower than the SCL delete, reject, quarantine, and Junk Email folder threshold values, the message is delivered to the user's Inbox.


The Content Filter agent and the Junk Email folder process the SCL threshold value differently. The Content Filter agent takes action on the SCL threshold value that you configure. The Junk Email folder takes action on the SCL threshold value that you configure plus 1. For example, if you configure the Delete action to an SCL of 8 on the Content Filter agent, all messages with an SCL of 8 or greater are deleted. However, if you configure the Junk Email folder with an SCL threshold of 4, all messages with an SCL of 5 or greater are moved to the Junk Email folder.

For example, if you set the SCL delete threshold to 8, the SCL reject threshold to 7, the SCL quarantine threshold to 6, and the SCL Junk Email folder threshold to 4, all messages with an SCL of 5 or lower are delivered to the user's mailbox. Messages with an SCL value of 5 are put in the user's Junk Email folder. Messages with an SCL value of 4 or lower are put in the user's Inbox.

You can configure the SCL delete, reject, quarantine, and Junk Email folder settings in the following locations:

	•	On the Content Filter agent configuration (per-transport server SCL configuration)  You use the Set-ContentFilterConfig cmdlet to enable or disable and set the SCL delete, reject, and quarantine thresholds on the Exchange server where you're running the Content Filter agent. Over time, as you analyze the spam functionality and metrics provided by the anti-spam logging and reporting features, you can make additional adjustments to these SCL threshold configurations as needed.


The SCL parameters that are available on the Set-ContentFilterConfig cmdlet are described in the following table.



	Parameter


	Description





	SCLDeleteEnabled


	This parameter enables or disables deleting a message without a non-delivery report (NDR) when the SCL value of the message is greater than or equal to the value specified by the SCLDeleteThreshold parameter. Valid input for this parameter is $true or $false.





	SCLDeleteThreshold


	Valid input for this parameter is an integer from 0 through 9 inclusive. The value of this parameter should be greater than the other SCL threshold parameters. This parameter is only meaningful if the value of the SCLDeleteEnabled parameter is $true.





	SCLRejectEnabled


	This parameter enables or disables rejecting a message with an NDR when the SCL value of the message is greater than or equal to the value specified by the SCLRejectThreshold parameter. Valid input for this parameter is $true or $false.





	SCLRejectThreshold


	Valid input for this parameter is an integer from 0 through 9 inclusive. The value of this parameter should be less than the SCLDeleteThreshold parameter, but greater than the other SCL threshold parameters This parameter is only meaningful if the value of the SCLRejectEnabled parameter is $true.





	SCLQuarantineEnabled


	This parameter enables or disables sending a message to the spam quarantine mailbox when the SCL value of the message is greater than or equal to the value specified by the SCLQuarantineThreshold parameter. Valid input for this parameter is $true or $false.

For more information about the spam quarantine mailbox, see Spam quarantine.





	SCLQuarantineThreshold


	Valid input for this parameter is an integer from 0 through 9 inclusive. The value of this parameter should be less than the SCLRejectThreshold parameter, but greater than the SCLJunkThreshold parameter on the Set-OrganizationConfig or Set-Mailbox cmdlets. This parameter is only meaningful if the value of the SCLQuarantineThreshold parameter is $true.








	•	On the organization configuration settings (organization-wide SCL configuration)  You use the Set-OrganizationConfig cmdlet to set the SCL Junk Email folder threshold for all mailboxes in the organization.


The SCL parameter that's available on the Set-OrganizationConfig cmdlet is described in the following table. For an example of using SCLJunkThreshold, see Configure Anti-Spam Settings on Mailboxes.



	Parameter


	Description





	SCLJunkThreshold


	This parameter specifies the SCL value that a message must exceed for the message to be moved into the Junk Email folder of the recipient's mailbox. Valid input for this parameter is an integer from 0 through 9 inclusive. The value of this parameter should be less than the other SCL threshold parameters. For example, if you specify the value 4, then messages with an SCL value of 5 or higher are moved into the user's Junk Email folder.








	•	On user mailboxes (per-recipient SCL configuration)  You use the Set-Mailbox cmdlet to enable or disable and set per-recipient SCL delete, reject, quarantine, and Junk Email folder thresholds on individual mailboxes. You can only use the Set-Mailbox cmdlet to enable or disable the SCL Junk Email folder threshold on individual mailboxes. The per-recipient SCL delete, reject, and quarantine thresholds are stored in Active Directory and are replicated to subscribed Edge Transport servers by the Microsoft Exchange EdgeSync service. The per-recipient SCL threshold configurations are used by the Content Filter agent even if you've set per-transport server SCL configurations. Therefore, if you've set per-recipient SCL thresholds, the Content Filter agent uses the per-recipient SCL thresholds for specific users instead of the SCL configuration on the Content Filter agent. For examples, see Configure Anti-Spam Settings on Mailboxes.
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Note:





	Per-recipient SCL thresholds are not enforced on mail received through distribution groups.








The same SCL parameters are available on the Set-Mailbox cmdlet that are available on the Set-ContentFilterConfig and Set-OrganizationConfig cmdlets:

	o	SCLDeleteEnabled


	o	SCLDeleteThreshold


	o	SCLRejectEnabled


	o	SCLRejectThreshold


	o	SCLQuarantineEnabled


	o	SCLQuarantineThreshold


	o	SCLJunkThreshold


However, all the SCL parameters on the Set-Mailbox cmdlet also accept the value $null. If an SCL setting on a mailbox is blank ($null), the corresponding Content Filter agent setting or organization configuration setting is applied to the mailbox. If an SCL setting on a mailbox has the value of $true or $false, the setting on the mailbox overrides the corresponding organization-wide setting on the Content Filter agent or the organization configuration.

The SCL parameter that's only available on the Set-Mailbox cmdlet is described in the following table.



	Parameter


	Description





	SCLJunkEnabled


	This parameter enables or disables delivering a message to the user's Junk Email folder when the SCL value of the message is greater than the value specified by the SCLQuarantineThreshold parameter. Valid input for this parameter is $true, $false, or $null.

Note that junk email filtering is enabled by default for all user mailboxes in the organization. By default, the Enabled parameter is set to the value $true on the Set-MailboxJunkEmailConfiguration cmdlet for all user mailboxes.








For more information about configuring the SCL thresholds on a mailbox, see Configure Anti-Spam Settings on Mailboxes.

Monitoring the SCL thresholds

You can use several built-in scripts located in the %ExchangeInstallPath%Scripts folder, such as get-AntispamSCLHistogram.ps1, for gathering filtering result data. If the data indicates that you need to make immediate adjustments, reconfigure the SCL thresholds. Otherwise, collect data and analyze the spam reporting to determine whether adjustments are required.
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Recipient resolution is the process of expanding and resolving all the recipients in a message. The act of resolving the recipients matches a recipient to the corresponding Active Directory object in the Microsoft Exchange organization. The act of expanding the recipients expands all distribution groups into a list of individual recipients. Recipient resolution allows message limits and alternative recipients to be applied correctly to each recipient.

In a Microsoft Exchange Server 2013 organization, recipient resolution is performed by the categorizer in the Transport service on Mailbox servers. Categorization on each message happens after a newly arrived message is put in the Submission queue. Recipient resolution, in addition to content conversion and routing, is performed on the message before the message is put in a delivery queue. The categorizer performs recipient resolution before routing. The component of the categorizer that's responsible for recipient resolution is frequently called the resolver.

Contents

Top-level resolution

Expansion

Bifurcation and controlling recipient expansion

Recipient resolution diagnostics

Top-level resolution

Top-level resolution is the first stage of recipient resolution. Top-level resolution associates each recipient in an incoming message to a matching recipient object in Active Directory. During top-level resolution, the categorizer creates a list that contains the sender and the initial, unexpanded recipient email addresses that exist within the message. The categorizer then uses that list of email addresses to query Active Directory to find any mail-enabled objects that have matching email address attributes. When a match is found, the properties of matching Active Directory objects are cached for later use. Any sender message restrictions are also enforced.

Recipient email addresses

Top-level resolution begins with a message and the initial, unexpanded list of recipients from the message envelope. The message envelope contains the commands that are used to transmit messages among SMTP messaging servers. The sender's email address is contained in the MAIL FROM: command. Each recipient's email address is contained in a separate RCPT TO: command. The envelope sender and envelope recipients are typically created from the sender and recipients in the To:, From:, Cc:, and Bcc: header fields in the message header. However, this isn't always true. The To:, From:, Cc:, and Bcc: header fields in a message are easily forged and may not match the actual sender or recipient email addresses that were used to transmit the message.

Encapsulated email addresses

Standard SMTP email addresses follow the specifications of RFC 2821 and RFC 2822, such as chris@contoso.com, for example. However, an email address can also be a non-SMTP email address that's encapsulated inside a valid SMTP address. Exchange supports encapsulated addresses that use the Internet Mail Connector Encapsulated Address (IMCEA) encapsulation method.

This encapsulation method requires the encoding of any characters that are invalid in SMTP email addresses. Alphanumeric characters, the equal sign (=) and the hyphen (-) don't require encoding. Other characters use the following encoding syntax:

	•	A forward slash (/) is replaced by an underscore (_).


	•	Other US-ASCII characters are replaced by a plus sign (+) and the two digits of its ASCII value are written in hexadecimal. For example, the space character has the encoded value +20.


The IMCEA encapsulation method uses the following syntax: IMCEA<Type>-<address>@<domain>

The placeholder <Type> identifies the type of non-SMTP address, for example EX, X400, or FAX.
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Note:





	Although SMTP and X500 are theoretically valid values for <Type>, Exchange recipient resolution rejects any IMCEA-encoded addresses that use either of these types.








The placeholder <address> is the encoded original address. The placeholder <domain> represents the SMTP domain that's used to encapsulate the non-SMTP address, for example, contoso.com

With the IMCEA encapsulation method, addresses are unencapsulated only when the domain matches the default authoritative domain in the Exchange organization. For more information about accepted domains, see Accepted domains.

The maximum length for an SMTP email address in Exchange is 571 characters. This limit includes the following:

	•	315 characters for the name part of the address


	•	255 characters for the domain name


	•	The at sign (@) character that separates the name part of the address from the domain name


Note that Exchange doesn't support messages that are encoded with the IMCEA encapsulation method when the name part of the address exceeds 315 characters, even if the complete email address is less than 571 characters.

Address resolution

For each message, the sender email address and all recipient email addresses are added to a list that's used to query Active Directory. Any encapsulated addresses are unencapsulated before they're added to the list of email addresses. The Active Directory query is performed on up to 20 email addresses at a time. If the Active Directory query encounters any transient errors, the message is returned to the Submission queue and deferred for the time that's specified by the ResolverRetryInterval key in the %ExchangeInstallPath%Bin\EdgeTransport.exe.config XML application configuration file that's associated with the Microsoft Exchange Transport service. The default value is 30 minutes.

The following table describes the recipient objects that are found in Active Directory. For more information about Exchange recipient types, see Recipients.

Recipient objects in Active Directory



	Active Directory recipient type


	Description





	DistributionGroup


	Any mail-enabled group object. The distribution group object types are as follows:

	•	MailUniversalDistributionGroup  A universal distribution group object


	•	MailUniversalSecurityGroup  A universal security group (USG) object that has an email address


	•	MailNonUniversalGroup  A local security group object or global security group object that has an email address






	DynamicDistributionGroup


	An object that has the Active Directory class msExchDynamicDistributionList. For more information, see Manage dynamic distribution groups.





	Mailbox


	A user object that has an email address and a defined Database parameter





	MailUser


	A user object that has an email address without a defined Database parameter. For more information, see Manage mail users.





	MailContact


	A contact object that has an email address. Typically, a mail contact is used for recipients outside the Exchange organization. A mail contact is also used in cross-forest Exchange environments. For more information, see Manage mail contacts.





	MailPublicFolder


	A public folder object that has an email address.





	MicrosoftExchangeRecipient


	An object that has the Active Directory class msExchExchangeServerRecipient. For more information about the Microsoft Exchange recipient object, see Recipients.





	SystemAttendantMailbox


	An object that has the Active Directory class exchangeAdminService. There should be only one system attendant mailbox in the Exchange organization.





	SystemMailbox


	A user object that has an email address and that's located in the Microsoft Exchange System Objects container. There should be one system mailbox for each mailbox database in the Exchange organization.








An object that contains missing or malformed critical properties is classified by the Active Directory query as an invalid object. For example, a dynamic distribution group object without an email address is considered invalid. Messages that are sent to recipients that are classified as invalid objects generate a non-delivery report (NDR).

For each email address, a single initial query is performed for all possible recipient properties, such as the recipient identifiers, recipient type, message limits, email addresses, and alternative recipients. The applicable properties for the recipient are cached for later use. Recipient resolution classifies the recipients based on similarities in how the recipients are resolved, and the similarity of the applicable recipient properties.

The LDAP filter that's used for address resolution is described as follows:

	•	For the EX email address type, the LDAP filter is based on the recipient legacyExchangeDN Active Directory attribute or the recipient proxyAddresses Active Directory attribute. The legacyExchangeDN Active Directory attribute takes precedence.


	•	For all other email addresses types, the recipient proxyAddresses Active Directory attribute is used as the LDAP filter.


If the email address that's used in the message doesn't match the primary SMTP address of the corresponding Active Directory object, the categorizer rewrites the email address in the message to match the primary SMTP address. The original email address is saved in the ORCPT= entry in the RCPT TO: command in the message envelope.

Sender message restrictions

The size that's used for the sender message size restriction is the value of the X-MS-Exchange-Organization-OriginalSize: header field in the message header. Exchange uses this header field to record the original message size of the message when it entered the Exchange organization. Whenever the message is checked against the specified message size limits, the lower value of the current message size or the original message size header is used. The size of the message can change because of content conversion, encoding, and agent processing. If this header field doesn't exist, it's created by using the current message size value. If the message is too large, an NDR is generated and additional message processing is stopped.

The sender recipient limit is only enforced in the Transport service on the first Mailbox server that processes the message. The original, unexpanded message envelope recipient count is compared to the sender recipient limit. The original, unexpanded message envelope recipient count is used to avoid the partial message delivery problems that occured in Microsoft Exchange Server 2003 when nested distribution lists used remote expansion servers.

The message sender and all recipients are marked as resolved by stamping an extended property in the message. This extended property allows the message to bypass top-level resolution if the message must go through recipient resolution again. A message may have to go through recipient resolution again because the Microsoft Exchange Transport service restarted.
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Expansion

Expansion occurs after top-level resolution. Expansion completely expands nested levels of recipients into individual recipients. Expansion may require multiple trips through the expansion process to expand all recipients. Not all recipients have to be expanded. However, all recipients must go through the expansion process. The expansion process also enforces recipient message restrictions for all kinds of recipients.

The following list describes the kinds of recipients that require expansion:

	•	Distribution groups and dynamic distribution groups  Distribution groups are expanded based on the memberOf Active Directory property. Dynamic distribution groups are expanded by using the Active Directory query definition. If the ExpansionServer parameter is set on the group, the group isn't expanded by the current server. The distribution group is routed to the specified server for expansion.
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Note:





	If you select a specific transport server in your organization as the expansion server, the distribution group usage becomes dependent on the availability of the expansion server. If the expansion server is unavailable, any messages that are sent to the distribution group can't be delivered. If you plan to use specific expansion servers for your distribution groups, to reduce the risk of service interruption, you should consider implementing high availability solutions for these servers.








	•	Alternative recipients  The ForwardingAddress parameter may be set on mailboxes and mail-enabled public folders. The ForwardingAddress parameter redirects all messages to the specified alternative recipient. This is known as a forwarded recipient. When an alternative delivery address is specified in the ForwardingAddress parameter and the DeliverToMailboxAndForward parameter is set to $true, the message is delivered to the original recipient and the alternative recipient. This is known as delivered and forwarded recipient.


	•	Contact chains  A contact chain is a mail user or mail contact that has the ExternalEmailAddress parameter set to the email address of another recipient in the Exchange organization.


Detection of recipient loops

As the distribution groups, alternative recipients, and contacts chains are expanded, the categorizer checks for recipient loops. A recipient loop is a recipient configuration problem that causes message delivery to the same recipients in an endless circle. The following list describes the different types of recipient loops:

	•	Harmless recipient loop  A harmless recipient loop results in successful message delivery. The following list describes two scenarios when harmless recipient loops occur:


	o	When two distribution groups contain one another as members.


	o	When mailboxes or mail-enabled public folders are set to deliver and forward to one another. This happens when the DeliverToMailboxAndForward parameter of both recipients is set to $true and the ForwardingAddress parameter is set to one another.


When a harmless recipient loop is detected, the message is delivered to the recipient, but no additional attempts are made to deliver the message to the same recipient.

	•	Broken recipient loop  A broken recipient loop can't result in successful message delivery. An example of a broken recipient loop is when mailboxes or mail-enabled public folders have the ForwardingAddress parameter set to one another. When the categorizer detects a broken recipient loop, expansion activity for the current recipient stops, and an NDR is generated for the recipient.


Detection of recipient loops doesn't prevent duplicate message delivery. For example, Distribution Group C will experience duplicate message delivery if the following conditions are true:

	•	Distribution Group B and Distribution Group C are members of Distribution Group A.


	•	Distribution Group C is also a member of Distribution Group B.


Delivery report redirection for distribution groups

When a distribution group is expanded, the message type is checked to determine whether it's a delivery report message. If the message is a delivery report, the redirection settings of the distribution group are checked to determine whether redirection of the delivery report is required. You may want to suppress the delivery reports because the delivery reports may disclose unwanted information about the distribution group and its membership.

The following list describes the delivery report redirection settings that are available for distribution groups and dynamic distribution groups:

	•	ReportToManagerEnabled  This parameter enables delivery reports to be sent to the distribution group manager. Valid values are $true or $false. The default value is $false. For a distribution group, the manager is controlled by the ManagedBy parameter in the Set-Group cmdlet. For a dynamic distribution group, the manager is controlled by the ManagedBy parameter in the Set-DynamicDistributionGroup cmdlet.


	•	ReportToOriginatorEnabled  This parameter enables delivery reports to be sent to the sender of email messages that are sent to this distribution group. Valid values are $true or $false. The default value is $true.




	[image: Note]

Note:





	The values of the ReportToManagerEnabled parameter and ReportToOriginatorEnabled parameter can't both be $true. If one parameter is set to $true, the other must be set to $false. The values of both parameters can be $false. This suppresses all redirection of all delivery report messages.








The following list describes the available delivery report messages:

	•	Delivery receipt (DR)  This report confirms that a message was delivered to its intended recipient.


	•	Delivery status notification (DSN)  This report describes the result of an attempt to deliver a message. For more information about DSN messages, see DSNs and NDRs.


	•	Message disposition notification (MDN)  This report describes the status of a message after it has been successfully delivered to a recipient. A read notification (RN) and a non-read notification (NRN) are both examples of an MDN message. MDN messages are defined in RFC 2298 and are controlled by the Disposition-Notification-To: header field in the message header. MDN settings that use the Disposition-Notification-To: header field are compatible with many different message servers. MDN settings can also be defined by using MAPI properties in Microsoft Outlook and Exchange.


	•	Non-delivery report (NDR)  This report indicates to the message sender that the message couldn't be delivered to the specified recipients.


	•	Non-read notification (NRN)  This report indicates that a message was deleted before it was read.


	•	Out of office (OOF)  This report indicates that the recipient won't respond to email messages. The acronym OOF dates back to the original Microsoft messaging system where the corresponding notification was named "out of facility."


	•	Read notification (RN)  This report indicates that a message was read.


	•	Recall Report  This report indicates the status of a recall request for a specific recipient. A recall request is when a sender tries to recall a sent message by using Outlook.


When a delivery report message is sent to a distribution group, the following settings cause the report message to be deleted:

	•	Report redirection isn't set. Alternatively, report redirection is set to the message sender.


	•	Report redirection is set to the distribution group manager, and the delivery report message isn't an NDR.


When a delivery report message is sent to a distribution group, the delivery report message may be delivered to the distribution group manager. This happens when report redirection is set to the distribution group manager, and the report message is an NDR.

When a message that isn't a delivery report message is sent to a distribution group, the message is delivered to the distribution group members. The report request settings are summarized in the following list:

	•	If report redirection is set to the message sender, the report request settings aren't modified.


	•	If report redirection isn't set, all report request settings are suppressed. The NOTIFY=NEVER entry is added to RCPT TO: for each recipient in the message envelope.


	•	If report redirection is set to the distribution group manager, all report request settings are suppressed except NDR messages that are sent to the distribution group manager.


Message restrictions on recipients

The expansion process also enforces any message restrictions that are configured for recipients. These restrictions may be configured individually for each recipient or organizationally for all Hub Transport servers in the Exchange organization. The following table describes the message restrictions that are configured for recipients.

Message restrictions on recipients



	Source


	Parameter


	Description





	Set-DistributionGroup

Set-DynamicDistributionGroup

Set-Mailbox

Set-MailContact

Set-MailPublicFolder

Set-MailUser

Set-TransportConfig


	MaxReceiveSize


	The MaxReceiveSize parameter specifies the size that's used for message restrictions that are configured for recipients is the value of the X-MS-Exchange-Organization-OriginalSize: header field in the message header. Exchange uses this header field to record the original message size of the message when it entered the Exchange organization. Whenever the message is checked against the specified message size limits, the lower value of the current message size or the original message size header is used. The size of the message can change because of content conversion, encoding, and agent processing. If this header field doesn't exist, it's created by using the current message size value. If the message is too large, an NDR is generated and additional message processing is stopped.





	Set-DistributionGroup

Set-DynamicDistributionGroup

Set-Mailbox

Set-MailContact

Set-MailPublicFolder

Set-MailUser


	RequireSenderAuthenticationEnabled


	The RequireSenderAuthenticationEnabled parameter requires that all messages that are sent to the recipient come from authenticated senders. When the value of this parameter is set to $true, messages from unauthenticated senders are rejected. All senders who send messages to the System and System Attendant mailboxes must be authenticated.





	Set-DistributionGroup

Set-DynamicDistributionGroup

Set-Mailbox

Set-MailContact

Set-MailPublicFolder

Set-MailUser


	AcceptMessagesOnlyFromSendersOrMembers

RejectMessagesFromSendersOrMembers


	The AcceptMessagesOnlyFromSendersOrMembers parameter specifies the senders or distribution groups whose members are allowed to send messages to the recipient. Note that this parameter combines the functionality of the older AcceptMessagesOnlyFrom and AcceptMessagesOnlyFromDLMembers parameters.

The RejectMessagesFromSendersOrMembers parameter specifies the senders or distribution groups whose members aren't allowed to send messages to the recipient. Note that this parameter combines the functionality of the older RejectMessagesFrom and RejectMessagesFromDLMembers parameters.

The categorizer checks the recipient permission in two passes. The first pass determines whether the sender is present in the AcceptOnlyMessagesFromSendersOrMembers or RejectMessagesFromSendersOrMembers parameter. If the sender isn't found in either parameter, the distribution groups in those parameters are fully expanded. This complete expansion of distribution groups may take some time. We recommend that you minimize the depth of nested distribution groups in those parameters.








Certain types of messages that are sent by authenticated senders are exempt from restrictions. The following list describes the messages that are exempt from recipient restrictions:

	•	All messages that are sent by the Microsoft Exchange recipient  These messages include DSN messages, journal reports, quota messages, and other system-generated messages that are sent to internal message senders. For more information about the Microsoft recipient, see Recipients.


	•	All messages that are sent by the external postmaster address  These messages include DSN messages and other system-generated messages that are sent to external message senders. For more information about the external postmaster address, see Configure the external postmaster address.


Certain types of messages are blocked when they are sent from the Exchange organization to external domains. The settings are controlled by the following parameters in the Set-RemoteDomain cmdlet:

	•	AllowedOOFType


	•	AutoForwardEnabled


	•	AutoReplyEnabled


	•	DeliveryReportEnabled


	•	NDREnabled


For more information, see Remote domains.

Return to top

Bifurcation and controlling recipient expansion

Because the complete list of message recipients is expanded and resolved by recipient resolution, there are occasions when different copies of the same message must be created. These occasions are described by the following scenarios:

	•	When message recipients require different message settings  Message properties such as read receipts may have to be enabled for some recipients and blocked for other recipients. Creating a new version of the message that has slightly different properties than the original message is called bifurcation.


	•	To limit the number of envelope recipients in a single message  The recipient expansion process can generate thousands of individual recipients when large distribution groups are expanded. In Exchange, instead of creating a single copy of the message that has thousands of envelope recipients, multiple copies of the same message that have a limited number of envelope recipients are created.


Bifurcation

Recipient resolution bifurcates a message if the following conditions are true:

	•	When the message sender in MAIL FROM:, in the message envelope, is updated. An example is when the ReportToManagerEnabled parameter on a distribution group has a value of $true.


	•	When auto-response messages, such as DSNs, OOF messages, and recall reports must be suppressed.


	•	When alternative recipients are expanded.


	•	When a Resent-From: header field must be added to the message header. Resent header fields are informational header fields that can be used to determine whether a message has been forwarded by a user. Resent header fields are used so that the message appears to the recipient as if it was sent directly by the original sender. The recipient can view the message header to discover who forwarded the message. Resent header fields are defined in section 3.6.6 of RFC 2822.


	•	When the history of the expansion of the distribution group must be transmitted.


Controlling recipient expansion

When the number of expanded recipients is too large, the categorizer splits the message into multiple copies. This is done to reduce system resource use during message expansion. The maximum number of envelope recipients in a message is controlled by the ExpansionSizeLimit key in the %ExchangeInstallPath%Bin\EdgeTransport.exe.config application configuration file. The default value is 1000.



	[image: Caution]

Caution:





	We recommend that you don't modify the value of the ExpansionSizeLimit key on an Exchange transport server in a production environment.
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Recipient resolution diagnostics

Reporting and diagnostic information for recipient resolution is provided by performance counters, message tracking log entries, and recipient resolution logging. These sources can help you identify and diagnose problems with recipient resolution.

Recipient resolution performance counters

The following table describes the performance counters that are available for recipient resolution.

Recipient resolution performance counters



	Counter name


	Display name


	Description





	AmbiguousRecipientsTotal


	Ambiguous Recipients


	This is the total number of ambiguous recipients that were detected during recipient resolution. Ambiguous recipients are different recipients that have matching legacyExchangeDN Active Directory attributes or matching proxyAddresses Active Directory attributes.





	AmbiguousSendersTotal


	Ambiguous Senders


	This is the number of ambiguous senders that were detected during recipient resolution. Ambiguous senders are different senders that have matching legacyExchangeDN Active Directory attributes or matching proxyAddresses Active Directory attributes.





	FailedRecipientsTotal


	Failed Recipients


	This is the number of failed recipients that were detected during recipient resolution.





	LoopRecipientsTotal


	Loop Recipients


	This is the number of recipients that failed recipient resolution because of recipient loops.





	MessagesChippedTotal


	Messages Chipped


	This is the total number of copies of the same message that were created during recipient resolution to control the number of envelope recipients in a single message. In Exchange, this process is referred to as chipping.





	MessagesCreatedTotal


	Messages Created


	This is the number of messages that were created during recipient resolution.





	MessagesRetriedTotal


	Messages Retried


	This is the number of messages that were scheduled for retry during recipient resolution.





	UnresolvedOrgRecipientsTotal


	Unresolved Org Recipients


	This is the number of unresolved recipients from an authoritative domain that were detected during recipient resolution.





	UnresolvedOrgSendersTotal


	Unresolved Org Senders


	This is the number of unresolved senders from an authoritative domain that were detected during recipient resolution.








Recipient resolution events in the message tracking log

The following table describes the recipient resolution events that are written in the message tracking log.

Recipient resolution events in the message tracking log



	Message tracking event


	Description





	EXPAND


	This event indicates that a distribution group was expanded.





	REDIRECT


	This event indicates that a message sent to a mailbox recipient or a mail-enabled public folder recipient was redirected to an alternative recipient as specified by the ForwardingAddress parameter.





	RESOLVE


	This event indicates that a recipient email address was changed to the primary SMTP email address of the corresponding Active Directory recipient object.





	TRANSFER


	This event indicates that message bifurcation or chipping occurred.








For more information about message tracking, see Message tracking.

Recipient resolution logging

Recipient resolution logging is controlled by the ResolverLogLevel key in the %ExchangeInstallPath%Bin\EdgeTransport.exe.config application configuration file. The valid values for this key are Disabled, Enabled, and FullContent. The default value is Disabled. When the value is set to Enabled, only message envelope data is logged. When the value is set to FullContent, message envelope data and message header data is logged. The log files are stored at %ExchangeInstallPath%Logging\Resolver.
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Note:





	Any customized per-server settings you make in Exchange XML application configuration files, for example, web.config files on Client Access servers or the EdgeTransport.exe.config file on Mailbox servers, will be overwritten when you install an Exchange Cumulative Update (CU). Make sure that you save this information so you can easily re-configure your server after the install. You must re-configure these settings after you install an Exchange CU.
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Create a secure Receive connector to receive email from a partner







	Create a secure Receive connector to receive email from a partner





	










	Connectors > Receive connectors > Receive connector procedures >








Applies to: Exchange Server 2013

Topic Last Modified: 2012-10-03

This procedure shows you how to configure a Receive connector to receive secure email from a partner. Use this procedure when you are required to encrypt communication between you and a trusted partner. The connector is configured to accept connections only from servers that authenticate with Transport Layer Security (TLS).

Interested in scenarios where this procedure is used? See the following topics:

	•	Configure mail flow and client access


What do you need to know before you begin?

	•	Estimated time to complete: 15 minutes


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Receive connectors" entry in the Mail flow permissions topic.


	•	See Deploy a new installation of Exchange 2013 if you are beginning your installation. After the installation you can use the steps in this topic to create your receive connector.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.








Use the EAC to Create a Receive Connector to Receive Secure Messages from a Partner

	1.	In the EAC, navigate to Mail flow > Receive connectors. Click Add [image: Add Icon] to create a new Receive connector.


	2.	On the New receive connector page, specify a name for the Receive connector and then select Frontend Transport for the Role. Since you are receiving mail from a partner in this case, we recommend that you initially route mail to your front end server to simplify and consolidate your mail flow.


	3.	Choose Partner for the type. The Receive connector will receive mail from a trusted third party.


	4.	For the Network adapter bindings, observe that All available IPV4 is listed in the IP addresses list and the Port is 25. (Simple Mail Transfer Protocol uses port 25.) This indicates that the connector listens for connections on all IP addresses assigned to network adapters on the local server. Click Next.


	5.	If the Remote network settings page lists 0.0.0.0-255.255.255.255, which means that the Receive connector receives connections from all IP addresses, click Remove [image: Remove] to remove it. Click Add [image: Add Icon], add the IP address for your partner’s server, and click Save.
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Note:





	You can also specify an IP address range with CIDR notation, such as 64.4.6.100/24.








	6.	Click Finish to create the connector.


Once you have created the Receive connector, it appears in the Receive connector list. If you would like to see an example of how to create a Receive connector with a cmdlet, see New-ReceiveConnector.

How do you know this worked?

To verify that you have successfully created a Receive connector to receive messages from a partner, test that the partner can send mail to one of your users and that the user successfully receives it. If you can receive encrypted mail (you can verify that TLS is used by checking the message header), you know that the configuration worked successfully.

For more information

Receive connectors





Enable support for legacy transport agents







	Enable support for legacy transport agents





	










	Exchange Server 2013 > Mail flow > Transport agents >








Applies to: Exchange Server 2013

Topic Last Modified: 2013-02-22

In Microsoft Exchange Server 2013, transport agents that were created using the Microsoft .NET Framework version 4.0 are supported by default. Exchange 2013 supports transport agents that were created using previous versions of the .NET Framework, but support for these legacy transport agents isn't enabled by default. To enable support for legacy transport agents, you need to modify the appropriate XML application configuration file. The files you need to modify depend on where the transport agent is installed:



	Server


	Application configuration files


	Microsoft Windows service





	Client Access server


	%ExchangeInstallPath%Bin\MSExchangeFrontendTransport.exe.config


	Microsoft Exchange Front End Transport (MSExchangeFrontendTransport)





	Mailbox server


		•	%ExchangeInstallPath%Bin\EdgeTransport.exe.config


	•	%ExchangeInstallPath%Bin\MSExchangeTransport.exe.config



	Microsoft Exchange Transport (MSExchangeTransport)








Support for legacy transport agents is controlled by keys in the application configuration files. By default, none of the required keys are present in the application configuration files. You must add the keys manually. The following table explains each key in more detail.



	Key


	Description





	useLegacyV2RuntimeActivationPolicy


	This key enables or disables support for legacy transport agents. Valid values for this key are true or false. If this key isn't specified, the default value is false.





	supportedRuntime version


	This key specifies the version of the Microsoft .NET Framework that's required by the agent. Valid values for this key are:

	•	v4.0 or v4.0.30319


	•	v3.5 or v3.5.21022


	•	v3.0 or v3.0.4506


	•	v2.0 or v2.0.50727


You specify multiple values using multiple separate instances of the supportedRuntime version key.

When you enable legacy transport agent support using the useLegacyV2RuntimeActivationPolicy key, you should always specify the value v4.0 in addition to the values required by the legacy transport agent.








What do you need to know before you begin?

	•	Estimated time to complete: 15 minutes


	•	Exchange permissions don't apply to the procedures in this topic. These procedures are performed in the operating system of the Exchange Server.


	•	Changes you save to an application configuration file are applied after you restart the corresponding service.


	•	When you restart any of the services that are associated with the application configuration files, mail flow on the server is temporarily interrupted.


	•	Any customized per-server settings you make in Exchange XML application configuration files, for example, web.config files on Client Access servers or the EdgeTransport.exe.config file on Mailbox servers, will be overwritten when you install an Exchange Cumulative Update (CU). Make sure that you save this information so you can easily re-configure your server after the install. You must re-configure these settings after you install an Exchange CU.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.








Use the Command Prompt to configure support for legacy transport agents

Use the following procedure to enable support for legacy transport agents:

	1.	In a Command prompt window, on the Exchange 2013 server where you want to configure the legacy transport agent support, open the appropriate application configuration file in Notepad by running the following command:




	


	





	Notepad %ExchangeInstallPath%Bin\<AppConfigFile>








For example, to open the EdgeTransport.exe.config file on a Mailbox server, run the following command:



	


	





	Notepad %ExchangeInstallPath%Bin\EdgeTransport.exe.config








	2.	Locate the </configuration> key at the end of the file, and paste the following keys before the </configuration> key:




	


	





	<startup useLegacyV2RuntimeActivationPolicy="true">

  <supportedRuntime version="v4.0" />

  <supportedRuntime version="v3.5" />

  <supportedRuntime version="v3.0" />

  <supportedRuntime version="v2.0" />

</startup>








	3.	When you are finished, save and close the application configuration file.


	4.	Repeat Steps 1 through 3 to modify the other application configuration files.


	5.	Restart the associated Windows service by running the following command:




	


	





	net stop <service> && net start <service>








For example, if you modified the EdgeTransport.exe.config file, you need to restart the Microsoft Exchange Transport service by running the following command:



	


	





	net stop MSExchangeTransport && net start MSExchangeTransport








	6.	Repeat Step 5 to restart services associated with the other modified application configuration files.


How do you know this worked?

You'll know this procedure works if the legacy transport agent installs successfully. If you try to install a legacy transport agent without performing the procedures in this topic, you'll receive an error that's similar to the following:



	


	





	Mixed mode assembly is built against version '<version>' of the runtime and cannot be loaded in the 4.0 runtime without additional configuration information.












Back pressure







	Back pressure





	










	Exchange Server 2013 > Mail flow > Message size limits >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-20

Back pressure is a system resource monitoring feature of the Microsoft Exchange Transport service that exists on Microsoft Exchange 2013 Mailbox servers and Edge Transport servers.

Exchange can detect when vital resources, such as available hard drive space and memory, are under pressure, and take action in an attempt to prevent service unavailability. Back pressure prevents the system resources from being completely overwhelmed, and the Exchange server tries to process the existing messages before accepting any new messages. When utilization of the system resource returns to a normal level, the Exchange server gradually resumes normal operation and starts accepting new messages again.

In Exchange 2013, when the Transport service on a Mailbox server or an Edge Transport server is under resource pressure, incoming connections are accepted, but incoming messages over those connections are either accepted at a slower rate or are rejected. When an SMTP host attempts to connect to an Exchange server that's under resurce pressure, the connection will succeed. However, when the host issues the MAIL FROM command to submit a message, depending on the resource that's under pressure, the Transport service either delays the acknowledgement of the MAIL FROM command or rejects the connection.

Contents

Resources monitored

Actions taken by Exchange Transport when under resource pressure

Back pressure configuration options in the EdgeTransport.exe.config file

Back pressure logging information

Resources monitored

The following system resources are monitored as part of the back pressure feature:

	•	Free space on the hard drive that stores the message queue database.


	•	Free space on the hard drive that stores the message queue database transaction logs.


	•	The number of uncommitted message queue database transactions that exist in memory.


	•	The memory that's used by the EdgeTransport.exe process.


	•	The memory that's used by all other processes.


	•	The number of messages in the Submission queue.


For each monitored system resource on a Mailbox server or Edge Transport server, the following three levels of resource utilization are applied:

	•	Normal  The resource isn't overused. The server accepts new connections and messages.


	•	Medium  The resource is slightly overused. Back pressure is applied to the server in a limited manner. Mail from senders in the authoritative domain can flow. However, depending on the specific resource under pressure, the server uses tarpitting to delay server response or rejects incoming MAIL FROM commands from other sources.


	•	High  The resource is severely overused. Full back pressure is applied. All message flow stops, and the server rejects all new incoming MAIL FROM commands.


The following sections explain how Exchange handles the situation when a specific resource is under pressure.

Free hard drive space for the message queue database

By default, the message queue database is stored at %ExchangeInstallPath%TransportRoles\data\Queue. Exchange monitors the hard drive space utilization for this location. The high level of hard drive space utilization is calculated by using the following formula:

100 * (hard disk size - fixed constant) / hard drive size

The value of fixed constant is 500 megabytes (MB).

The results of this formula are expressed as a percentage of the total hard drive space that's being used. The results of the formula are always rounded down to the nearest integer. By default, the medium level of hard drive utilization is 2 percent less than the high level. By default, the normal level of hard drive utilization is 4 percent less than the high level.

Return to top

Free hard drive space for the message queue database transaction logs

By default, the message queue database transaction logs are stored at %ExchangeInstallPath%TransportRoles\data\Queue. Exchange monitors the hard drive space utilization for this location. The %ExchangeInstallPath%Bin\EdgeTransport.exe.config application configuration file contains a DatabaseCheckPointDepthMax key that has a default value of 384 MB. This key controls the total allowed size of all uncommitted transaction logs that exist on the hard drive. This key is used in the formula that calculates hard drive utilization.



	[image: Note]

Note:





	The value of the DatabaseCheckPointDepthMax key applies to all transport-related Extensible Storage Engine (ESE) databases that exist on the Mailbox server or Edge Transport server. This would include the message queue database and the IP filter database.








By default, the high level of disk utilization is calculated by using the following formula:

100 * (hard drive size - Min(5 GB, 3*DatabaseCheckPointDepthMax)) / hard drive size

The results of the formula are always rounded down to the nearest integer. By default, the medium level of hard drive utilization is 2 percent less than the high level. The normal level of hard drive utilization is 4 percent less than the high level.
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Number of uncommitted message queue database transactions in memory

A list of changes that are made to the message queue database is kept in memory until those changes can be committed to a transaction log. Then the list is committed to the message queue database itself. These outstanding message queue database transactions that are kept in memory are known as version buckets. The number of version buckets may increase to unacceptably high levels because of an unexpectedly high volume of incoming messages, spam attacks, problems with the message queue database integrity, or hard drive performance.

When Exchange starts receiving messages, these messages are grouped together in batches and then prepared as version buckets. If an incoming message has a large attachment, it can be separated into multiple batches. These batches that are being processed are known as batch points. The number of outstanding batch points can exceed the set thresholds, especially when there's an unexpectedly high volume of incoming messages with large attachments.

When version buckets or batch points are under pressure, the Exchange server will start throttling incoming connections by delaying acknowledgement to incoming messages. Exchange will reduce the rate of inbound message flow by tarpitting, which introduces a delay to the MAIL FROM commands. If the resource pressure condition continues, Exchange will gradually increase the tarpitting delay. After the resource utilization returns to normal, Exchange will gradually start reducing the acknowledgement delay and ease into normal operation. By default, Exchange will start delaying message acknowledgements 10 seconds when under resource pressure. If the resources continue to be under pressure, the delay is increased in 5-second increments up to 55 seconds.

Exchange keeps a history of version bucket and batch point resource utilization. If the resource utilization doesn't go down to normal level for a specific number of polling intervals, known as the history depth, Exchange will stop the tarpitting delay and start rejecting incoming messages until the resource utilization goes back to normal. By default, the history depths for version buckets and batch points are in 10 and 300 polling intervals respectively.
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Memory used by the EdgeTransport.exe process

By default, the high level of memory utilization by the EdgeTransport.exe process is calculated by using the following formula:

75 percent of the total physical memory or 1 terabyte, whichever is less

This calculation doesn't include virtual memory that's available on the hard drive in the paging file, or the memory that's used by other processes. The results of this formula are expressed as a percentage of the total memory that's used by the EdgeTransport.exe process. The results of the formula are always rounded down to the nearest integer.

By default, the medium level of memory utilization by the EdgeTransport.exe file is calculated as 73 percent of the total physical memory or 2 percent less than the value of the high level, whichever is less. By default, the normal level of memory utilization by the EdgeTransport.exe file is calculated as 71 percent of the total physical memory or 4 percent less than the value of the high level, whichever is less.

If the memory utilization of the EdgeTransport.exe process is higher than the specified normal level, garbage collection is forced. Garbage collection is a process that checks for unused objects that exist in memory, and reclaims the memory that's used by those unused objects.

Exchange keeps a history of the memory utilization of the EdgeTransport.exe process. If the utilization doesn't go down to normal level for a specific number of polling intervals, known as the history depth, Exchange will start rejecting incoming messages until the resource utilization goes back to normal. By default, the history depth for EdgeTransport.exe memory utilization is 30 polling intervals.
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Memory used by all processes

By default, the high level of memory utilization by all processes is 94 percent of total physical memory. This value doesn't include virtual memory that's available on the hard drive in the paging file.

When the specified memory utilization level is reached, message dehydration occurs. Message dehydration is the act of removing unnecessary elements of queued messages that are cached in memory. Complete messages are cached in memory for enhanced performance. Removal of the MIME content of queued messages from memory reduces the memory that's used at the expense of higher latency because the messages are read directly from the message queue database. By default, message dehydration is enabled.
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Number of messages in the Submission queue

The Submission queue is associated with the Transport service on Exchange 2013 Mailbox servers and on Edge Transport servers. The categorizer processes each message in the Submission queue. This categorization results in the message being put in a delivery queue. For more information, see Mail flow and Queues. A large number of messages in the Submission queue indicates the categorizer is having difficulty processing messages.

When the Submission queue is under pressure, the Exchange server will start throttling incoming connections by delaying acknowledgement to incoming messages. Exchange will reduce the rate of inbound message flow by tarpitting, which introduces a delay to the MAIL FROM commands. If the Submission queue pressure condition continues, Exchange will gradually increase the tarpitting delay. After the Submission queue utilization returns to normal, Exchange will gradually start reducing the acknowledgement delay and ease into normal operation. By default, Exchange will start delaying message acknowledgements 10 seconds when under Submission queue pressure. If the Submission queue continues to be under pressure, the delay is increased in 5-second increments up to 55 seconds.

Exchange keeps a history of Submission queue utilization. If the Submission queue utilization doesn't go down to normal level for a specific number of polling intervals, known as the history depth, Exchange will stop the tarpitting delay and start rejecting incoming messages until the Submission utilization goes back to normal. By default, the history depth for the Submission queue is in 300 polling intervals.

Actions taken by Exchange Transport when under resource pressure

The following table summarizes the actions taken by Exchange transport when a specific resource is under pressure.

Back pressure actions taken by Mailbox and Edge Transport servers when responding to resource pressure



	Resource under pressure


	Utilization level


	Actions taken





	Hard drive space for message queue database


	Medium


		•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Hard drive space for message queue database


	High


		•	Reject incoming messages from other Exchange servers


	•	Reject message submissions from mailbox databases by the Mailbox Transport Submission service on Mailbox servers


	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Hard drive space for message queue database transaction logs


	Medium


		•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Hard drive space for message queue database transaction logs


	High


		•	Reject incoming messages from other Exchange servers


	•	Reject message submissions from mailbox databases by the Mailbox Transport Submission service on Mailbox servers


	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Version buckets


	Medium


	Introduce or increment the tarpitting delay to incoming messages. If normal level isn't reached for the entire version bucket history depth, take the following actions:

	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Version buckets


	High


	Introduce or increment the tarpitting delay to incoming messages. If normal level isn't reached for the entire version bucket history depth, take the following actions:

	•	Reject incoming messages from other Exchange servers


	•	Reject message submissions from mailbox databases by the Mailbox Transport Submission service on Mailbox servers


	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Batch point


	Medium


	Introduce or increment the tarpitting delay to incoming messages. If normal level isn't reached for the entire batch point history depth, take the following actions:

	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Batch point


	High


	Introduce or increment the tarpitting delay to incoming messages. If normal level isn't reached for the entire batch point history depth, take the following actions:

	•	Reject incoming messages from other Exchange servers


	•	Reject message submissions from mailbox databases by the Mailbox Transport Submission service on Mailbox servers


	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Memory used by EdgeTransport.exe process


	Medium


		•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories


	•	Force garbage collection






	Memory used by EdgeTransport.exe process


	High


		•	Reject incoming messages from other Exchange servers


	•	Reject message submissions from mailbox databases by the Mailbox Transport Submission service on Mailbox servers


	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories






	Memory used by all processes


	Medium


		•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories


	•	Force garbage collection






	Memory used by all processes


	High


		•	Reject incoming messages from other Exchange servers


	•	Reject message submissions from mailbox databases by the Mailbox Transport Submission service on Mailbox servers


	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories


	•	Flush enhanced DNS cache from memory


	•	Start message dehydration






	Number of messages in the Submission queue


	Medium


	Introduce or increment the tarpitting delay to incoming messages. If normal level isn't reached for the entire Submission queue history depth, take the following actions:

	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories


	•	Force garbage collection






	Number of messages in the Submission queue


	High


	Introduce or increment the tarpitting delay to incoming messages. If normal level isn't reached for the entire Submission queue history depth, take the following actions:

	•	Reject incoming messages from other Exchange servers


	•	Reject message submissions from mailbox databases by the Mailbox Transport Submissions service on Mailbox servers


	•	Reject incoming messages from non-Exchange servers


	•	Reject message submissions from Pickup and Replay directories


	•	Flush enhanced DNS cache from memory


	•	Start message dehydration
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Back pressure configuration options in the EdgeTransport.exe.config file

All configuration options for back pressure are available in the %ExchangeInstallPath%Bin\EdgeTransport.exe.config XML application configuration file.
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Caution:





	These settings are listed as a reference only. We strongly discourage any modifications to the back pressure settings in the EdgeTransport.exe.config file. Modifications to the back pressure settings may result in poor performance or data loss. We recommend that you investigate and correct the root cause of any back pressure events that you may encounter.








Back pressure configuration options



	Key name


	Default value





	EnableResourceMonitoring


	true





	ResourceMonitoringInterval


	00:00:02 (2 seconds)





	PercentageDatabaseDiskSpaceUsedHighThreshold


	0. This value indicates that the default formula will be used.





	PercentageDatabaseDiskSpaceUsedMediumThreshold


	0. This value indicates that the actual value is 2 percent less than the value of PercentageDatabaseDiskSpaceUsedHighThreshold.





	PercentageDatabaseDiskSpaceUsedNormalThreshold


	0. This value indicates that the actual value is 2 percent less than the value of PercentageDatabaseDiskSpaceUsedMediumThreshold.





	PercentageDatabaseLoggingDiskSpaceUsedHighThreshold


	0. This value indicates that the default formula will be used.





	PercentageDatabaseLoggingDiskSpaceUsedMediumThreshold


	0. This value indicates that the actual value is 2 percent less than the value of PercentageDatabaseLoggingDiskSpaceUsedHighThreshold.





	PercentageDatabaseLoggingDiskSpaceUsedNormalThreshold


	0. This value indicates that the actual value is 2 percent less than the value of PercentageDatabaseLoggingDiskSpaceUsedMediumThreshold.





	PercentagePrivateBytesUsedHighThreshold


	0. This value indicates that the default calculation will be used.





	PercentagePrivateBytesUsedMediumThreshold


	0. This value indicates that the actual value is 2 percent less than the value of PercentagePrivateBytesUsedHighThreshold.





	PercentagePrivateBytesUsedNormalThreshold


	0. This value indicates that the actual value is 2 percent less than the value of PercentagePrivateBytesUsedMediumThreshold.





	VersionBucketsHighThreshold


	200





	VersionBucketsMediumThreshold


	120





	VersionBucketsNormalThreshold


	80





	VersionBucketsHistoryDepth


	10





	BatchPointHighThreshold


	4000





	BatchPointMediumThreshold


	2000





	BatchPointNormalThreshold


	1000





	BatchPointHistoryDepth


	300





	BatchPointUseCostForPressure


	true





	BatchPointBatchSize


	40





	BatchPointBatchTimeout


	00:00:00.100 (0.1 seconds)





	BatchPointItemExpiryInterval


	00:05:00 (5 minutes)





	SMTPBaseThrottlingDelayInterval


	00:00:00





	SMTPMaxThrottlingDelayInterval


	00:00:55 (55 seconds)





	SMTPStepThrottlingDelayInterval


	00:00:05 (5 seconds)





	SMTPStartThrottlingDelayInterval


	00:00:10 (10 seconds)





	PercentagePhysicalMemoryUsedLimit


	94





	DehydrateMessagesUnderMemoryPressure


	true





	PrivateBytesHistoryDepth


	30





	SubmissionQueueHighThreshold


	10000





	SubmissionQueueMediumThreshold


	4000





	SubmissionQueueNormalThreshold


	2000





	SubmissionQueueHistoryDepth


	300
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Back pressure logging information

The following list describes the event log entries that are generated by specific back pressure events in Exchange:

	•	Event log entry for an increase in any resource utilization level


Event Type: Error

Event Source: MSExchangeTransport

Event Category: Resource Manager

Event ID: 15004

Description: Resource pressure increased from Previous Utilization Level to Current Utilization Level.

	•	Event log entry for a decrease in any resource utilization level


Event Type: Information

Event Source: MSExchangeTransport

Event Category: Resource Manager

Event ID: 15005

Description: Resource pressure decreased from Previous Utilization Level to Current Utilization Level.

	•	Event log entry for critically low available disk space


Event Type: Error

Event Source: MSExchangeTransport

Event Category: Resource Manager

Event ID: 15006

Description: The Microsoft Exchange Transport service is rejecting messages because available disk space is below the configured threshold. Administrative action may be required to free disk space for the service to continue operations.

	•	Event log entry for critically low available memory


Event Type: Error

Event Source: MSExchangeTransport

Event Category: Resource Manager

Event ID: 15007

Description: The Microsoft Exchange Transport service is rejecting message submissions because the service continues to consume more memory than the configured threshold. This may require that this service be restarted to continue normal operation.
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Set Queue Viewer options
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Applies to: Exchange Server 2013

Topic Last Modified: 2012-10-03

You can set options in Queue Viewer to adjust the number of items that are displayed on the page and adjust the auto-refresh interval. The auto-refresh interval determines how frequently the results in Queue Viewer are updated.

What do you need to know before you begin?

	•	Estimated time to complete: 10 minutes


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Queues" entry in the Mail flow permissions topic.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Warning:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.








Use the Exchange Toolbox to set Queue Viewer options

	1.	Click Start > All Programs > Microsoft Exchange Server 2013 > Exchange Toolbox.


	2.	In the Mail flow tools section, double-click Queue Viewer.


	3.	In Queue Viewer, click View > Options to configure the following settings in the Queue Viewer Options dialog box:


	a.	In the Refresh interval (seconds) field, enter the frequency at which Queue Viewer should update the display.
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Note:





	The default auto-refresh interval is 30 seconds and can't be set for a shorter time. If you disable auto-refresh functionality by clearing the Auto-refresh screen check box on the Queue Viewer Options page, you must manually update the results that are displayed in Queue Viewer by clicking Refresh.








	b.	In the Number of items to display on each page field, enter the maximum number of items to display in Queue Viewer. This number must be from 1 through 10,000. If you have more items than the limit, you will see the items in groups of the maximum number of items. For example, the following figure shows a queue with 14 messages with Queue Viewer configured to display 10 items on each page. The number of objects on the page is displayed on the upper right. At the bottom of the page, you can see the total number of items in the queue. You can use the navigation controls to see the additional items in the queue.


	4.	When you are finished, click OK.


Queue Viewer

[image: Queue Viewer with more items than item limit]

How do you know this worked?

You'll know this procedure worked if Queue Viewer uses the refresh interval and number of items per page settings.





Message retry, resubmit, and expiration intervals
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In Microsoft Exchange Server 2013, messages that can't be successfully delivered are subject to various retry, resubmit, and expiration deadlines based on the message's source and destination. Retry is a renewed connection attempt with the destination. Resubmit is the act of sending messages back to the Submission queue for the categorizer to reprocess. The message timeoutexpires after all delivery efforts have failed over a specified period of time. After a message expires, the sender is notified of the delivery failure. Then the message is deleted from the queue.

In all three cases of retry, resubmit, or expire, you can manually intervene before the automatic actions are performed on the messages.

For instructions on how to configure these intervals, see Configure message retry, resubmit, and expiration intervals.

Configuration options for message retry

When a transport server can't connect to the next hop, the queue is put in a status of Retry. Connection attempts continue until the queue expires or a connection is made.

Configuration Options for Automatic Message Retry

The configuration options that are available for message retry intervals are described in the following table.

Configuration options that are available for message retry intervals



	Parameter or key name


	Default value


	Where to configure


	Description





	QueueGlitchRetryCount


	4


	EdgeTransport.exe.config


	This key specifies the number of connection attempts that are immediately tried when a transport server has trouble connecting with the destination server. Such connection problems are typically caused by very brief network outages.

Valid input for this key is an integer from 0 through 15.

Typically, you don't have to modify this key unless the network is unreliable and continues to experience many accidentally dropped connections.





	QueueGlitchRetryInterval


	00:01:00 or 1 minute


	EdgeTransport.exe.config


	This key controls the connection interval between each connection attempt that's specified by the QueueGlitchRetryCount key.

Typically, you don't have to modify this parameter unless the network is unreliable and continues to experience many accidentally dropped connections.





	TransientFailureRetryCount


	6


	Set-TransportServicecmdlet or server properties in the Exchange Administration Center (EAC)


	This parameter specifies the number of connection attempts that are tried after the connection attempts that are controlled by the QueueGlitchRetryCount and QueueGlitchRetryInterval keys have failed. Connection problems that exhaust the QueueGlitchRetryCount and QueueGlitchRetryInterval keys can be caused by server restarts or cached DNS lookup failures.

Valid input for this parameter is an integer from 0 through 15. If you set this parameter to 0, the next connection attempt is controlled by the OutboundConnectionFailureRetryInterval parameter.





	TransientFailureRetryInterval


		•	Transport service on Mailbox servers: 00:05:00 or 5 minutes


	•	Edge Transport servers: 00:01:00 or 10 minutes



	Set-TransportServicecmdlet or server properties in the EAC


	This parameter controls the connection interval between each connection attempt that's specified by the TransientFailureRetryCount parameter.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.





	OutboundConnectionFailureRetryInterval


		•	Transport service on Mailbox servers: 00:10:00 or 10 minutes


	•	Edge Transport Servers: 00:30:00 or 30 minutes



	Set-TransportService cmdlet or server properties in the EAC


	This parameter specifies the retry interval for outbound connection attempts that have previously failed. The previously failed connection attempts are controlled by the TransientFailureRetryCount and TransientFailureRetryInterval parameters.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.





	MessageRetryInterval


	00:01:00 or 1 minute


	Set-TransportService cmdlet


	This parameter specifies the retry interval for individual messages that have a status of Retry. We recommend that you don't modify the default value unless Microsoft Customer Service and Support advises you to do this.





	MailboxDeliveryQueueRetryInterval


	00:05:00 or 5 minutes


	EdgeTransport.exe.config


	This key specifies how frequently the queues try to connect to the Mailbox Transport Delivery service for a destination mailbox database that can't be successfully reached.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.

Valid input for this key is from 00:00:01 through 1.00:00:00.
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Configuration options for manual message retry

When a delivery queue is in the status of Retry, you can manually force an immediate connection attempt by using Queue Viewer in the Exchange toolbox or the Retry-Queue cmdlet in the Shell. The manual retry attempt overrides the next scheduled retry time. If the connection isn't successful, the retry interval timer is reset. The delivery queue must be in a status of Retry for this action to have any effect.

For more information, see the "Retry queues" section in Manage queues.
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Configuration options for delay DSN messages

After each message delivery failure, the Edge Transport server or the Transport service on the Mailbox server generates a delay delivery status notification (DSN) message and queues it for delivery to the sender of the undeliverable message. This delay DSN message is sent only after a specified delay notification timeout interval, and only if the failed message wasn't successfully delivered during that time. By default, the delay notification timeout interval is 4 hours. This delay prevents the sending of unnecessary delay DSN messages that may be caused by temporary message transmission failures. The sending of delay DSN notification messages can be selectively enabled or disabled for messages that originate inside or outside the Exchange organization.

The configuration options that are available for delay DSN notification messages are described in the following table.

Configuration options that are available for delay DSN notification messages



	Parameter name


	Default value


	Location


	Description





	DelayNotificationTimeOut


	4:00:004 hours


	Set-TransportService or server properties in the EAC


	This parameter specifies how long the server waits before it sends a delay DSN message to the sender. The value of this parameter should always be greater than the value of the TransientFailureRetryCount parameter multiplied by the value of the TransientFailureRetryInterval parameter.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.





	ExternalDelayDSNEnabled


	$true


	Set-TransportConfig


	This parameter specifies whether delay DSN messages can be sent to message senders who are outside the Exchange organization.

Valid input for this parameter is $true or $false.





	InternalDelayDSNEnabled


	$true


	Set-TransportConfig


	This parameter specifies whether delay DSN messages can be sent to message senders who are inside the Exchange organization.

Valid input for this parameter is $true or $false.
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Note:





	On Exchange 2007 Hub Transport servers, all ExternalDSN* and InternalDSN* parameters are available on the Set-TransportServer cmdlet, not the Set-TransportConfig cmdlet. If you have any Exchange 2007 Hub Transport servers in your organization, you need to make changes to these values using the Set-TransportServer cmdlet on each Exchange 2007 Hub Transport server.
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Configuration options for message resubmission

Message resubmission sends undelivered messages back to the Submission queue to be reprocessed by the categorizer.

Automatic message resubmission

Undelivered messages are automatically resubmitted if the delivery queue is in the status of Retry and has been unable to successfully deliver any messages for a specified period of time. That period of time is controlled by the MaxIdleTimeBeforeResubmit key in the EdgeTransport.exe.config application configuration file. Only messages in delivery queues are candidates for automatic resubmission.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.

The default value is 12:00:00 or 12 hours.

Manual Message Resubmission

You can manually resubmit messages that have the following status on a Hub Transport server or an Edge Transport server:

	•	Delivery queues that have the status of Retry. The messages in the queues must not be in the Suspended state.


	•	Messages that are in the Unreachable queue and aren't in the Suspended state.


	•	Messages that are in the poison message queue.


For more information about the poison message queue and the Unreachable queue, see "About the Poison Message Queue and the Unreachable Queue" in the topic Queues.

If you want to manually resubmit messages that are located in delivery queues or the Unreachable queue without waiting for the time that's specified by the MaxIdleTimeBeforeResubmit parameter to pass, you need to use the Retry-Queue cmdlet with the Resubmit parameter. To manually resubmit messages that are located in the poison message queue, you can use Queue Viewer or the Resume-Message cmdlet to resume the message. For more information, see the "Resubmit messages in queues" section in Manage queues.

Another way that you can manually resubmit messages is to suspend the messages, export the messages to text files that have the .eml file name extension, and then copy the .eml files to the Replay directory on any Mailbox server or Edge Transport server. This resubmission method works for messages that are located in delivery queues or the Unreachable queue. Messages that are located in the poison message queue are already in the Suspended state. Messages that are located in the Submission queue can't be suspended or exported.
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Note:





	When you export messages from a queue, you don't remove the messages from the queue. After you export the messages and successfully resubmit them by using the Replay directory, you should remove the suspended messages to avoid duplicate message delivery.








For more information, see Export messages from queues.
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Configuration options for message expiration

The message expiration timeout interval specifies the maximum length of time that an Edge Transport server or a Hub Transport server tries to deliver a failed message. If the message can't be successfully delivered before the expiration timeout interval has passed, an NDR that contains the original message or the message headers is delivered to the sender.

Automatic message expiration

The message expiration timeout interval is controlled by the MessageExpirationTimeOut parameter in the Set-TransportService cmdlet or in the server properties in the EAC.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.

The default value is 2.00:00:00 or 2 days. The valid input range for this parameter is from 00:00:05 through 90.00:00:00.

Manual Message Expiration

Although you can't manually force messages to expire, you can manually remove messages from any queue, except the Submission queue, with or without an NDR.

For more information, see the "Remove messages from queues" section in Manage messages in queues.
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You may need to coordinate schedules with people in different organizations or with friends and family members so that you can work together on projects or plan social events. With Exchange 2013, administrators can set up different levels of calendar access to allow businesses to collaborate with other businesses and to let users share their schedules with others. Business-to-business calendar sharing is set up by creating organization relationships. User-to-user calendar sharing is set up by applying sharing policies.
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Important:





	This feature of Exchange Server 2013 isn’t fully compatible with Office 365 operated by 21Vianet in China and some feature limitations may apply. For more information, see Learn about Office 365 operated by 21Vianet.
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Sharing Scenarios in Exchange 2013

The following sharing scenarios are supported in Exchange 2013:



	Sharing goal


	Setting to use


	Requirements





	Share calendars with an Office 365 organization


	Organization relationships


	The Office 365 organization is ready to configure. The on-premises Exchange administrator has to set up an authentication relationship with the cloud (also known as “federation”) and must meet minimum software requirements. To learn more about setting up federation, see Federation.





	Share calendars with another on-premises Exchange organization


	Organization relationships


	Both on-premises Exchange organizations have to set up federation and must meet minimum software requirements





	Share an Exchange user’s calendar with an Internet user


	Sharing policies


	None, ready to configure





	Share an Exchange user’s calendar with another Exchange on-premises user


	Sharing policies


	Both on-premises Exchange organizations have to set up federation and must meet minimum software requirements.








The following table lists the differences between organization relationships and sharing policies.

Organization relationships vs. sharing policies



	Functionality


	Organization relationship


	Sharing policy





	Requires a federation trust for your organization


	Yes


	Yes when sharing with other federated domain organizations. Not required for Internet sharing policies.





	Recommends that the external domain be federated


	Yes


	Yes when sharing with other federated domain organizations. Not required for Internet sharing policies.





	Allows sharing of free/busy information (including subject and location) with external organizations for a set of many users.


	Yes


	No





	Allows sharing of Calendar folders with free/busy information


	No


	Yes





	Allows sharing of Calendar folders with free/busy information, including subject and body


	No


	Yes





	Requires users to send a sharing invitation to external recipients


	No


	Yes





	Provides an access method


	Your Client Access server accesses the Client Access server of the external organization and retrieves free/busy information for the external user when requested.


	Your Client Access server accesses the Client Access server of the external organization and subscribes to the external user's Calendar folder. For Internet sharing policies, external users access either a restricted or public URL on the Client Access server.





	Can be applied to all external domains


	No (a one-to-one relationship between two Exchange 2013 organizations)


	Yes





	Provides users with different sharing experiences with external recipients


	No


	Yes, based on the sharing policy that's applied





	Disables sharing for some users


	Yes, by specifying a security distribution group for the organization relationship


	Yes, by disabling the sharing policy that's applied





	Requires that the mailbox reside on an Exchange 2013 Mailbox server


	No


	Yes
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Limitations of free/busy sharing

The following limitations apply when sharing free/busy information between Exchange organizations:

	1.	Outlook Web Access 2003  When a user in an Exchange 2003 organization uses Outlook Web Access to access free/busy for users in a remote Exchange 2013 organization, the request will fail. Outlook Web Access connections from Exchange 2003 can’t make WebDAV (Web-based Distributed Authoring and Versioning) connections to a free/busy system folder to retrieve the free/busy information for remote users. Because Exchange 2013 doesn’t support WebDAV connections, the Exchange 2003 server can't connect to External (FYDIBOHF25SPDLT) on the Exchange 2013 CAS server for Outlook Web Access requests. Outlook clients don’t experience this limitation because they use MAPI instead of WebDAV when connecting to External (FYDIBOHF25SPDLT).


	2.	Wide Area Network (WAN) latency  In Exchange 2003 organizations, the replicas for all free/busy folders must reside on Exchange 2010 SP2 or higher Mailbox servers. In environments where Exchange 2003 public folder databases are located in multiple physical sites, there may be excessive latency and performance issues if internal free/busy queries have to traverse WAN links to access Exchange 2010 public folder databases not located in the same physical site.


	3.	Free/busy information period  Free/busy information requests to an Exchange 2007 organization from an Exchange 2013 organization may fail due to a mismatch in the requested free/busy information period. By default, Exchange 2007 accepts availability requests for 42 days of free/busy information and Exchange 2013 may request 62 days of free/busy information. If the request exceeds the default 42 limit imposed by Exchange 2007, the request will fail.


Follow the steps below to configure your Exchange 2007 CAS servers to accept longer period free/busy information requests:

	a.	On all your Exchange 2007 CAS servers, open the following file with a text editor such as Notepad: <Exchange Installation Path>\V14\ClientAccess\ExchWeb\EWS\web.config
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Caution:





	Before you make any changes to the web.config file, make a copy of the file and store it in a safe location.








	b.	Locate the appSettings section in the web.config file.


	c.	Add a new key “<add key="maximumQueryIntervalDays" value="62" />” and save the web.config file.
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Note:





	The maximumQueryIntervalDays value isn’t present by default. When this value isn’t present, Exchange 2007 uses the default interval of 42 days.








	d.	Stop and restart the Microsoft Internet Information Services (IIS) on all the Exchange 2007 CAS servers.


	4.	Exchange organizations that have both on-premises and cloud users  If you set up calendar sharing with another Exchange organization that is configured in a hybrid deployment with Microsoft Office 365, free/busy availability lookups for Office 365-based or remote users that have been moved to the cloud will fail. Because the organization relationship for your Exchange organization is with the remote on-premises Exchange organization, not the Office 365-based Exchange Online organization, the free/busy request can’t query the Office 365-based users. Exchange 2013 doesn’t support functionality to proxy these availability requests through the on-premises organization to the Office 365 service.


For details about how to configure free/busy sharing between common Exchange deployments, see Configuring federated sharing between Exchange organizations.

Firewall considerations for federated sharing

Federated sharing features require that the Client Access servers in your organization have outbound access to the Internet by using HTTPS. You must allow outbound HTTPS access (port 443 for TCP) to all Exchange 2013 Client Access servers in the organization.

For an external organization to access your organization's free/busy information, you must publish at least one Client Access server to the Internet. This requires inbound HTTPS access from the Internet to the Client Access server. Client Access servers in Active Directory sites that don't have a Client Access server published to the Internet can use Client Access servers in other Active Directory sites that are accessible from the Internet. The Client Access servers that aren't published to the Internet must have the external URL of the Web services virtual directory set with the URL that's visible to external organizations.
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Coexistence with Exchange 2010

In organizations that contain both Exchange 2010 and Exchange 2013 servers, users who have a mailbox on an Exchange 2010 Mailbox server can use organization relationships to share free/busy information with recipients in external Exchange 2013 federated domain organizations. The Exchange 2010 Client Access and Mailbox servers must be running SP2 or higher, and you must have at least one Exchange 2013 Client Access server in the Exchange 2010 organization.

Coexistence with Exchange 2007

In organizations that contain both Exchange 2013 and Exchange 2007 servers, users who have a mailbox on an Exchange 2007 Mailbox server can use organization relationships to share free/busy information with recipients in external federated domain organizations. The Mailbox server must be running Exchange 2007 SP2 or higher, and you must have at least one Exchange 2013 Client Access server in the Exchange organization. You can use organization relationships by introducing a single Exchange 2013 Client Access server in the organization, providing a more robust solution than solutions that synchronize free/busy information and require GAL synchronization.

When using Outlook 2010 or Outlook Web App to scheduling a meeting on an Exchange 2007 server, a user who has a mailbox on an Exchange 2007 server can see free/busy information for a user in the external organization. Free/busy information for Exchange 2007 mailboxes is visible to recipients in the external organization.

Sharing policies are assigned to Exchange 2013 mailbox users. To use sharing policies, a mailbox must be located on an Exchange 2013 Mailbox server. Only Outlook 2010 and Outlook Web App clients can be used to generate or respond to sharing invitations.
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Sharing documentation

The following table contains links to topics that will help you learn about and manage sharing in Exchange 2013.



	Topic


	Description





	Federation


	Learn more about the underlying trust infrastructure that supports sharing, an easy method for users to share calendar information with external recipients.





	Organization relationships


	Learn more about the one-to-one relationships between Exchange organizations that enable calendar free/busy sharing.





	Sharing policies


	Learn more about the person-to-person policies that enable sharing.












Federation







	Federation





	










	Exchange Server 2013 > Sharing >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-06-17

Information workers frequently need to collaborate with external recipients, vendors, partners, and customers and share their free/busy (also known as calendar availability) information. Federation in Microsoft Exchange Server 2013 helps with these collaboration efforts. Federation refers to the underlying trust infrastructure that supports federated sharing, an easy method for users to share calendar information with recipients in other external federated organizations. To learn more about federated sharing, see Sharing.
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Important:





	This feature of Exchange Server 2013 isn’t fully compatible with Office 365 operated by 21Vianet in China and some feature limitations may apply. For more information, see Learn about Office 365 operated by 21Vianet.
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Key terminology

The following table defines the core components associated with federation in Exchange 2013.

application identifier (AppID)

A unique number generated by the Windows Azure AD authentication system to identify Exchange organizations. The AppID is automatically generated when you create a federation trust with the Windows Azure AD authentication system.

delegation token

A Security Assertion Markup Language (SAML) token issued by the Windows Azure AD authentication system that allows users from one federated organization to be trusted by another federated organization. A delegation token contains the user's email address, an immutable identifier, and information associated with the offer for which the token is issued for action.

external federated organization

An external Exchange organization that's established a federation trust with the Windows Azure AD authentication system.

federated sharing

A group of Exchange features that leverage a federation trust with the Windows Azure AD authentication system to work across Exchange organizations, including cross-premises Exchange deployments. Together, these features are used to make authenticated requests between servers on behalf of users across multiple Exchange organizations.

federated domain

An accepted authoritative domain that's added to the organization identifier (OrgID) for an Exchange organization.

domain proof encryption string

A cryptographically secure string used by an Exchange organization to provide proof that the organization owns the domain used with the Windows Azure AD authentication system. The string is generated automatically when using the Enable federation trust wizard or can be generated by using the Get-FederatedDomainProof cmdlet.

federated sharing policy

An organization-level policy that enables and controls user-established, person-to-person sharing of calendar information.

federation

A trust-based agreement between two Exchange organizations to achieve a common purpose. With federation, both organizations want authentication assertions from one organization to be recognized by the other.

federation trust

A relationship with the Windows Azure AD authentication system that defines the following components for your Exchange organization:

	o	Account namespace


	o	Application identifier (AppID)


	o	Organization identifier (OrgID)


	o	Federated domains


To configure federated sharing with other federated Exchange organizations, a federation trust must be established with the Windows Azure AD authentication system.

non-federated organization

Organizations that don't have a federation trust established with the Windows Azure AD authentication system.

organization identifier (OrgID)

Defines which of the authoritative accepted domains configured in an organization are enabled for federation. Only recipients that have e-mail addresses with federated domains configured in the OrgID are recognized by the Windows Azure AD authentication system and are able to use federated sharing features. The OrgID is a combination of a pre-defined string and the first accepted domain selected for federation in the Enable federation trust wizard. For example, if you specify the federated domain contoso.com as your organization’s primary SMTP domain, the account namespace FYDIBOHF25SPDLT.contoso.com will be automatically created as the OrgID for the federation trust.

organization relationship

A one-to-one relationship between two federated Exchange organizations that allows recipients to share free/busy (calendar availability) information. An organization relationship requires a federation trust with the Windows Azure AD authentication system and replaces the need to use Active Directory forest or domain trusts between Exchange organizations.

Windows Azure AD authentication system

A free, cloud-based identity service that acts as the trust broker between federated Microsoft Exchange organizations. It's responsible for issuing delegation tokens to Exchange recipients when they request information from recipients in other federated Exchange organizations. To learn more, see Windows Azure Active Directory.

Windows Azure AD authentication system

The Windows Azure AD authentication system, a free cloud-based service offered by Microsoft, acts as the trust broker between your on-premises Exchange 2013 organization and other federated Exchange 2010 and Exchange 2013 organizations. If you want to configure federation in your Exchange organization, you must establish a one-time federation trust with the Windows Azure AD authentication system, so that it can become a federation partner with your organization. With this trust in place, users authenticated by Active Directory (known as identity providers) are issued Security Assertion Markup Language (SAML) delegation tokens by the Windows Azure AD authentication system. These delegation tokens allow users from one federated Exchange organization to be trusted by another federated Exchange organization. With the Windows Azure AD authentication system acting as the trust broker, organizations aren't required to establish multiple individual trust relationships with other organizations, and users can access external resources using a single sign-on (SSO) experience. For more information, see Windows Azure Active Directory.
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Federation trust

To use Exchange 2013 federated sharing features, you must establish a federation trust between your Exchange 2013 organization and the Windows Azure AD authentication system. Establishing a federation trust with the Windows Azure AD authentication system exchanges your organization's digital security certificate with the Windows Azure AD authentication system and retrieves the Windows Azure AD authentication system certificate and federation metadata. You can establish a federation trust by using the Enable federation trust wizard in the Exchange Administration Center (EAC) or the New-FederationTrust cmdlet in the Exchange Management Shell. A self-signed certificate is automatically created by the Enable federation trust wizard and is used for signing and encrypting delegation tokens from the Windows Azure AD authentication system that allow users to be trusted by external federated organizations. For details about certificate requirements, see Certificate Requirements for Federation later in this topic.

When you create a federation trust with the Windows Azure AD authentication system, an application identifier (AppID) is automatically generated for your Exchange organization and provided in the output of the Get-FederationTrust cmdlet. The AppID is used by the Windows Azure AD authentication system to uniquely identify your Exchange organization. It's also used by the Exchange organization to provide proof that your organization owns the domain for use with the Windows Azure AD authentication system. This is done by creating a text (TXT) record in the public Domain Name System (DNS) zone for each federated domain.
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Federated organization identifier

The federated organization identifier (OrgID) defines which of the authoritative accepted domains configured in your organization are enabled for federation. Only recipients that have e-mail addresses with accepted domains configured in the OrgID are recognized by the Windows Azure AD authentication system and are able to use federated sharing features. When you create a new federation trust, an OrgID is automatically created with the Windows Azure AD authentication system. This OrgID is a combination of a pre-defined string and the accepted domain selected as the primary shared domain in the wizard. For example, in the Edit Sharing-Enabled Domains wizard, if you specify the federated domain contoso.com as the primary shared domain in your organization, the FYDIBOHF25SPDLT.contoso.com account namespace will be automatically created as the OrgID for the federation trust for your Exchange organization.

Although typically the primary SMTP domain for the Exchange organization, this domain doesn’t have to be an accepted domain in your Exchange organization and doesn’t require a domain name system (DNS) proof of ownership TXT record. The only requirement is that accepted domains selected to be federated are limited to a maximum of 32 characters. The only purpose of this subdomain is to serve as the federated namespace for the Windows Azure AD authentication system to maintain unique identifiers for recipients that request SAML delegation tokens. For more information about SAML tokens, see SAML Tokens and Claims

You can add or remove accepted domains from the federation trust at any time. If you want to enable or disable all federation sharing features in your organization, all you have to do is enable or disable the OrgID for the federation trust.



	[image: Important]

Important:





	If you change the OrgID, accepted domains, or the AppID used for the federation trust, all federation sharing features are affected in your organization. This also affects any external federated Exchange organizations, including Exchange Online and hybrid deployment configurations. We recommend that you notify all external federated partners of any changes to these federation trust configuration settings.
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Federation example

Two Exchange organizations, Contoso, Ltd. and Fabrikam, Inc., want their users to be able to share calendar free/busy information with each other. Each organization creates a federation trust with the Windows Azure AD authentication system and configures its account namespace to include the domain used for its user's e-mail address domain.

Contoso employees use one of the following e-mail address domains: contoso.com, contoso.co.uk, or contoso.ca. Fabrikam employees use one of the following e-mail address domains: fabrikam.com, fabrikam.org, or fabrikam.net. Both organizations make sure that all accepted e-mail domains are included in the account namespace for their federation trust with the Windows Azure AD authentication system. Rather than requiring a complex Active Directory forest or domain trust configuration between the two organizations, both organizations configure an organization relationship with each other to enable calendar free/busy sharing.

The following figure illustrates the federation configuration between Contoso, Ltd. and Fabrikam, Inc.

Federated sharing example

[image: Federation Trusts and Federated Sharing]

Certificate requirements for Federation

To establish a federation trust with the Windows Azure AD authentication system, either a self-signed certificate or an X.509 certificate signed by a certification authority (CA) must be created and installed on the Exchange 2013 server used to create the trust. We strongly recommend using a self-signed certificate, which is automatically created and installed using the Enable federation trust wizard in the EAC. This certificate is used only to sign and encrypt delegation tokens used for federated sharing and only one certificate is required for the federation trust. Exchange 2013 automatically distributes the certificate to all other Exchange 2013 servers in the organization.

If you want to use an X.509 certificate signed by an external CA, the certificate must meet the following requirements:

	•	Trusted CA  If possible, the X.509 Secure Sockets Layer (SSL) certificate should be issued from a CA trusted by Windows Live. However, you can use certificates issued by CAs that aren't currently certified by Microsoft. For a current list of trusted CAs, see Trusted root certification authorities for federation trusts.


	•	Subject key identifier  The certificate must have a subject key identifier field. Most X.509 certificates issued by commercial CAs have this identifier.


	•	CryptoAPI cryptographic service provider (CSP)  The certificate must use a CryptoAPI CSP. Certificates that use Cryptography API: Next Generation (CNG) providers aren't supported for federation. If you use Exchange to create a certificate request, a CryptoAPI provider is used. For more information, see Cryptography API: Next Generation.


	•	RSA signature algorithm  The certificate must use RSA as the signature algorithm.


	•	Exportable private key  The private key used to generate the certificate must be exportable. You can specify that the private key be exportable when you create the certificate request using the New Exchange certificate wizard in the EAC or the New-ExchangeCertificate cmdlet in the Shell.


	•	Current certificate  The certificate must be current. You can't use an expired or revoked certificate to create a federation trust.


	•	Enhanced key usage  The certificate must include the enhanced key usage (EKU) type Client Authentication (1.3.6.1.5.5.7.3.2). This usage type is used to prove your identity to a remote computer. If you use the EAC or the Shell to generate a certificate request, this usage type is included by default.




	[image: Note]

Note:





	Because the certificate isn't used for authentication, it doesn't have any subject name or subject alternative name requirements. You can use a certificate with a subject name that's the same as the host name, the domain name, or any other name.
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Transitioning to a new certificate

The certificate used to create the federation trust is designated as the current certificate. However, you may need to install and use a new certificate for the federation trust periodically. For example, you may need to use a new certificate if the current certificate expires or to meet a new business or security requirement. To ensure a seamless transition to a new certificate, you must install the new certificate on your Exchange 2013 server and configure the federation trust to designate it as the new certificate. Exchange 2013 automatically distributes the new certificate to all other Exchange 2013 servers in the organization. Depending on your Active Directory topology, distribution of the certificate may take a while. You can verify the certificate status using the Test-FederationTrustCertificate cmdlet in the Shell.

After you verify the certificate's distribution status, you can configure the trust to use the new certificate. After switching certificates, the current certificate is designated as the previous certificate, and the new certificate is designated as the current certificate. The new certificate is published to the Windows Azure AD authentication system, and all new tokens exchanged with the Windows Azure AD authentication system are encrypted using the new certificate.



	[image: Note]

Note:





	This certificate transition process is used only by federation. If you use the same certificate for other Exchange 2013 features that require certificates, you must take the feature requirements into consideration when planning to procure, install, or transition to a new certificate.
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Firewall Considerations for Federation

Federation features require that the Mailbox and Client Access servers in your organization have outbound access to the Internet by using HTTPS. You must allow outbound HTTPS access (port 443 for TCP) from all Exchange 2013 Mailbox and Client Access servers in the organization.

For an external organization to access your organization's free/busy information, you must publish one Client Access server to the Internet. This requires inbound HTTPS access from the Internet to the Client Access server. Client Access servers in Active Directory sites that don't have a Client Access server published to the Internet can use Client Access servers in other Active Directory sites that are accessible from the Internet. The Client Access servers that aren't published to the Internet must have the external URL of the Web services virtual directory set with the URL that's visible to external organizations.
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Manage a federation trust







	Manage a federation trust





	










	Sharing > Federation > Federation procedures >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-02-15

A federation trust establishes a trust relationship between a Microsoft Exchange 2013 organization and the Windows Azure Active Directory authentication system and supports federated sharing with other federated Exchange organizations. Normally, you shouldn’t have to manage or modify the federation trust after it’s created. However, there may be circumstances that require adding or removing federated domains or resetting the domain used to configure the organization identifier (OrgID) for the federation trust.



	[image: Note]

Note:





	Modifying an existing federation trust, especially the primary shared domain used to define the OrgID, can disrupt federated sharing between federated Exchange organizations or for hybrid deployments with Office 365 organizations.








For additional management tasks related to Federation, see Federation procedures.
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Important:





	This feature of Exchange Server 2013 isn’t fully compatible with Office 365 operated by 21Vianet in China and some feature limitations may apply. For more information, see Learn about Office 365 operated by 21Vianet.








What do you need to know before you begin?

	•	Estimated time to complete: 30 minutes.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the Federation and certificates permissions entry in the Exchange and Shell infrastructure permissions topic.


	•	You will need to add a TXT record to your public DNS for each new federated domain added to the federation trust. Review the requirements for adding a TXT record with the organization that hosts your public DNS records.


	•	For the purposes of this topic, an existing federation trust was configured with the following settings:


	o	Contoso.com is the primary shared domain for the federation trust. (This domain will not be changed.)


	o	The federated domains service.contoso.com and sales.contoso.com are included in the existing federation trust.


	o	Marketing.contoso.com is an accepted domain in the Exchange organization.


	•	This topic also covers other federation management tasks, such as viewing and managing certificates used for the federation trust and viewing federation trust parameter information in the Shell.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.


What do you want to do?

Use the EAC to manage a federation trust

	1.	On an Exchange 2013 server in your on-premises organization, navigate to the Organization > Sharing.


	2.	In the Federation Trust section, click Modify.


	3.	In Sharing-Enabled Domains, skip Step 1 because the primary sharing domain isn’t changing.


	4.	In Step 2, select the service.contoso.com domain and then click Remove [image: Remove] to remove the domain from the federated trust.


	5.	In Step 2, click Add [image: Add Icon].


	6.	In Select Accepted Domains, select marketing.contoso.com from the list of accepted domains, and then click OK to add the domain to the federated trust.
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Important:





	A federated domain proof string will be created for the marketing.contoso.com domain. You must create separate TXT record on your public DNS for this domain.








	7.	Using the federated domain proof string created for the marketing.contoso.com domain, create a TXT record on your public DNS server. Depending on the update schedule of your public DNS host, replication of DNS changes may take 15 minutes or longer.


	8.	After the TXT record is created and replicated, click Update.


Use the Shell to manage a federation trust

	1.	This example removes the service.contoso.com domain from the federation trust.




	


	





	Remove-FederatedDomain -DomainName service.contoso.com








	2.	This example adds the marketing.contoso.com domain to the federation trust.




	


	





	Add-FederatedDomain -DomainName marketing.contoso.com








For detailed syntax and parameter information, see Remove-FederatedDomain and Add-FederatedDomain.

Run the following Shell commands to manage other aspects of a federation trust:

	1.	View the federated OrgID and federated domains


This example displays the Exchange organization's federated OrgID and related information, including federated domains and status.



	


	





	Get-FederatedOrganizationIdentifier








	2.	View federation trust certificates


This example displays the previous, current, and next certificates used by the federation trust ”Azure AD authentication”.



	


	





	Get-FederationTrust "Azure AD authentication" | Select Org*certificate








	3.	Check federation certificates status


This example displays the state of federation certificates on all Mailbox and Client Access servers in the organization.



	


	





	Test-FederationTrustCertificate








	4.	Configure the federation trust to use a certificate as the next certificate


This example configures the federation trust ”Azure AD authentication” to use the certificate with the provided thumbprint as the next certificate. After the certificate is deployed to all Exchange servers in the organization, you can use the PublishCertificate switch to configure the federation trust to use this certificate as the current certificate.



	


	





	Set-FederationTrust "Azure AD authentication" -Thumbprint AC00F35CBA8359953F4126E0984B5CCAFA2F4F17








	5.	Configure the federation trust to use the next certificate as the current certificate


This example configures the federation trust Azure AD authentication to use the next certificate as the current certificate and publishes it to the Windows Azure AD authentication system.



	


	





	Set-FederationTrust "Azure AD authentication" -PublishFederationCertificate










	[image: Caution]

Caution:





	Before configuring the federation trust to use the next certificate as the current federation certificate, make sure that the certificate is deployed on all Exchange servers in your organization. Use the Test-FederationTrustCertificate cmdlet to check the deployment status of the certificate.








	6.	Refresh federation metadata and certificate from the Windows Azure AD authentication system


This example refreshes the federation metadata and certificate of the Windows Azure AD authentication system for the federation trust Azure AD authentication.



	


	





	Set-FederationTrust "Azure AD authentication" -RefreshMetadata








For detailed syntax and parameter information, see the following topics:

	•	Get-FederatedOrganizationIdentifier


	•	Get-FederationTrust


	•	Test-FederationTrustCertificate


	•	Set-FederationTrust


How do you know this worked?

The successful completion of the Sharing-enabled domains wizard is your first indication that you configured the federation trust as expected.

To further verify success, do the following:

	1.	Run the following Shell command to verify the federation trust information.




	


	





	Get-FederationTrust | format-list








	2.	Run the following Shell command to verify that federation information can be retrieved from your organization. For example, verify that the sales.contoso.com and marketing.contoso.com domains are returned in the DomainNames parameter.




	


	





	Get-FederationInformation -DomainName <your primary sharing domain>
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.












Unified Messaging







	Unified Messaging





	










	Exchange Server 2013 >








Applies to: Exchange Server 2013

Topic Last Modified: 2013-02-23

Unified Messaging (UM) enables users to use voice mail and other features, including Outlook Voice Access and Call Answering Rules. UM combines voice messaging and email messaging into one mailbox that can be accessed from many different devices. Users can listen to their messages from their email Inbox or by using Outlook Voice Access from any telephone. You have control over how users place outgoing calls from UM, and the experience people have when they call in to your organization.

Today, IT administrators frequently manage the voice mail or telephony networks and the email systems or data networks for their organizations as separate systems. Voice mail and email are located in separate inboxes that are hosted on separate servers accessed through the desktop for email and through the telephone for voice mail.

Unified Messaging makes it possible for Exchange administrators to combine voice messaging and email messaging into one mailbox so their users can listen to their voice mail messages in their Inbox or by using Outlook Voice Access from any telephone. It uses the Exchange store for both email and voice messages.
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New features

Unified Messaging (UM) was first introduced in Microsoft Exchange Server 2007 and was also available in Exchange 2010. The Unified Messaging feature set in Exchange 2013 is similar to previous versions of Exchange. However, new features have been added and there have been architectural changes. Unified Messaging is now considered a component or sub feature of the voice-related features that are offered in Exchange 2013. The term Unified Messaging is still widely used in Exchange Management Shell cmdlets and UM-related services, and all Unified Messaging components—including dial plans, auto attendants, UM mailbox policies, and UM IP gateways—along with the ability to manage those UM components, are located within the Unified Messaging node in the navigation pane of the Exchange Administration Center (EAC).

The following topics are gateways to information about new or enhanced features found in Exchange 2013 Unified Messaging:

	•	Voice architecture changes


	•	IPv6 support in Unified Messaging


	•	Voice mail preview enhancements


	•	Unified Messaging cmdlet updates
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Unified Messaging features

The voice mail features found in Unified Messaging offer benefits for both end users and IT administrators.

Features for end users

When you deploy Unified Messaging, users can access voice mail, email, and calendar information that's located in their mailbox from an email client, for example, Outlook or Microsoft Outlook Web App, from a mobile phone with Microsoft Exchange ActiveSync set up, such as a Windows Phone, or from a telephone. Additionally, users can use the following features:

	•	Access to Exchange information  UM-enabled users can access a full set of voice mail features from Internet-capable mobile phones, Microsoft Office Outlook 2007 or later versions, and Outlook Web App. These features include many voice mail configuration options and the ability to play a voice message from either the Reading Pane, using an integrated Windows Media Player, or the message list, using computer speakers.


	•	Play on Phone  The Play on Phone feature lets UM-enabled users play voice messages over a telephone. If the user works in an office cubicle, is using a public computer or a computer that isn't enabled for multimedia, or is listening to a voice message that's confidential, they might not want to or be able to listen to a voice message through computer speakers. They can play the voice message using any telephone, including a home, office, or mobile telephone.


	•	Voice mail form  The voice mail form resembles the default email form. It gives users an interface for performing actions such as playing, stopping, or pausing voice messages, playing voice messages on a telephone, and adding and editing notes.


The voice mail form includes the embedded Windows Media Player and an Audio notes field. The embedded Windows Media Player and notes field are displayed in either the Reading Pane when users preview a voice message or in a separate window when they open the voice message. If users aren't enabled for Unified Messaging, or if a supported email client hasn't been installed on the client computer, they view voice messages as email attachments, and the voice mail form isn't available.

	•	User configuration  A user who's enabled for Unified Messaging can configure several voice mail options for Unified Messaging using Outlook Web App. For example, the user can configure telephone access numbers and the voice mail Play on Phone number, and can then reset a voice mail access PIN.


	•	Call answering  Call answering includes answering incoming calls on behalf of users, playing their personal greetings, recording messages, and submitting them for delivery to their Inbox as an email message.


	•	Call Answering Rules  Call Answering Rules lets users who are enabled for voice mail determine how their incoming call answering calls should be handled. The way call answering rules are applied to incoming calls is similar to the way Inbox rules are applied to incoming email messages. By default, no call answering rules are configured. If an incoming call is answered by the Mailbox server, the caller is prompted to leave a voice message for the called party. Using call answering rules, a caller can:


	o	Leave a voice message for the UM-enabled user.


	o	Transfer to an alternate contact of the UM-enabled user.


	o	Transfer to the alternate contact's voice mail.


	o	Transfer to other phone numbers that the UM-enabled user has configured.


	o	Use the Find Me feature or locate the UM-enabled user via a transfer from an operator.


	•	Voice Mail Preview  The Mailbox server uses Automatic Speech Recognition (ASR) on newly created voice mail messages. When users receive voice messages, the messages contain both a recording and text that's been created from the voice recording. Users see the voice message text displayed in an email message from within Outlook Web App or another supported email client.


	•	Message Waiting Indicator  Message Waiting Indicator is a feature found in most legacy voice mail systems and can refer to any mechanism that indicates the existence of a new message. In Exchange 2007, this functionality was provided by a third-party application, which indicated receipt of a new voice message by lighting the lamp on the desk phone. This feature was added to Exchange 2010, and third-party software is no longer needed. Enabling or disabling Message Waiting Indicator is done on the user's mailbox or on a UM mailbox policy.


	•	Missed call and voice mail notifications using SMS  When users are part of a hybrid or Office 365 deployment, and they configure their voice mail settings with their mobile phone number and configure call forwarding, they can receive notifications about missed calls and new voice messages on their cell phones in a text message via the Short Messaging Service (SMS). However, to receive these types of notifications, the users must first configure text messaging and also enable notifications on their account.


	•	Protected Voice Mail  Protected Voice Mail is Unified Messaging functionality that enables users to send private mail. This mail is protected by Active Directory Rights Management Services (AD RMS), and users are restricted from forwarding, copying, or extracting the voice file from email. Protected Voice Mail increases the confidentiality of Unified Messaging, and lets users limit the audience for voice messages. This functionality is similar to the way private email messages were handled in Exchange 2007 but now it also applies to voice mail messages.


	•	Outlook Voice Access  There are two Unified Messaging user interfaces available to UM-enabled users: the telephone user interface (TUI) and the voice user interface (VUI). These two interfaces together are called Outlook Voice Access. Outlook Voice Access users can use Outlook Voice Access when they access the voice mail system from an external or internal telephone. UM-enabled users who dial in to the voice mail system can access their mailbox using Outlook Voice Access. Using a telephone, a UM-enabled user can:


	o	Access voice mail


	o	Listen to, forward, or reply to email messages


	o	Listen to calendar information


	o	Access or dial contacts who are stored in the organization’s directory or a single contact or contact group located in their personal Contacts.


	o	Accept or cancel meeting requests


	o	Set a voice message to let callers know the called party is away


	o	Set user security preferences and personal options


	•	Group addressing using Outlook Voice Access  In Exchange 2007, users could use either the telephone user interface (TUI) or voice user interface (VUI) in Outlook Voice Access to send email and voice messages when they signed in to their mailbox. However, users could only send a single email message to a single user in their personal Contacts, to multiple recipients from the directory by adding each recipient individually, or by adding the name of a distribution list from the directory for your organization. In Exchange 2013, when a user signs in to their mailbox using Outlook Voice Access, they can also send email and voice messages to users in a group stored in their personal Contacts.
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Administrative features

Currently, most users and IT departments manage their voice mail separately from their email. Voice mail and email exist as separate inboxes hosted on separate servers accessed through the desktop for email and through the telephone for voice mail. Unified Messaging offers an integrated store for all messages and access to content through the computer and the telephone.

Exchange administrators can manage Unified Messaging using the same interface they use to manage the rest of Exchange, using the Exchange Administration Center (EAC) and the Exchange Management Shell. They can:

	•	Manage voice mail and email from a single platform


	•	Manage Unified Messaging using scriptable commands


	•	Build highly available and reliable Unified Messaging infrastructures


Exchange 2013 Unified Messaging offers administrators:

	•	A complete voice mail system  Unified Messaging offers a complete voice mail solution using a single store, transport, and directory infrastructure. The store is provided by a Mailbox server and forwarding of incoming calls from a VoIP gateway or IP PBX is handled by a Client Access server. All email and voice mail messages can be managed from a single management point, using a single administration interface and tool set.


	•	An Exchange security model  The Microsoft Exchange Unified Messaging service on a Mailbox server and the Microsoft Exchange Unified Messaging Call Router service on a Client Access server run as a single Exchange server account.


	•	Consolidation of voice mail systems  Currently, most voice messaging systems require that all the voice messaging components be installed in every physical office location in an organization. In this kind of arrangement, the voice messaging systems in branch offices are located outside the central office and must be administered onsite. This frequently results in increased administration costs and complexity. Unified Messaging lets you manage your voice mail system from a central location. To create a centralized management system for Unified Messaging, you can place some of your Exchange servers in a datacenter or other location, and the remainder of your Exchange servers on-premises and then deploy VoIP gateways, IP PBXs, or Session Border Controllers (SBCs) in each of your branch offices to replace the voice messaging system for each branch office. Deploying a centralized voice messaging system this way can result in a significant savings in hardware and administrative costs.


	•	Built-in Unified Messaging administrative roles  The set of UM-specific administrative roles for managing Unified Messaging and voice mail features includes the following:


	o	UM Mailboxes


	o	UM Prompts


	o	Unified Messaging


	•	Incoming fax support  Exchange 2013 provides built-in incoming fax support for users who have a UM-enabled mailbox. They can receive fax messages via calls placed to their extension number.


Customers who require a fax solution will have to deploy a fax partner solution. Fax partner solutions are available from several fax partners. The fax partner solutions are designed to be tightly integrated with Exchange and enable UM-enabled users to receive incoming fax messages. You can find a fax partner solution by visiting Microsoft Pinpoint for Fax Partners.

	•	Support for multiple languages    All available language packs contain the Text-to-Speech (TTS) engine and the prerecorded prompts for a specified language and ASR support. However, only some language packs contain support for Voice Mail Preview. The US English (en-US) language pack is included on the installation media and additional UM language packs can be downloaded from the Microsoft Download Center.


	•	Auto attendant  An auto attendant is a set of voice prompts that gives external and internal users access to the voice mail system. Users can use the telephone keypad or speech inputs to move through the auto attendant menu, place a call to a user, or locate a user in your organization and then place a call to them. An auto attendant gives the administrator the ability to:


	o	Create a customized menu for external users.


	o	Define informational greetings, business hours greetings, and non-business hours greetings.


	o	Define holiday schedules.


	o	Describe how to search the organization's directory.


	o	Describe how to connect to a user's extension so that external callers can call users by specifying their extension.


	o	Describe how to search the organization's directory so that external callers can search the organization's directory and call a specific user.


	o	Enable external users to call the operator.
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Planning and deploying UM

Unified Messaging requires that you integrate your Exchange Server deployment with the existing telephony system for your organization. A successful deployment requires you to make a careful analysis of your existing telephony infrastructure and to perform the correct planning steps to deploy and manage voice mail in Unified Messaging.

When you plan your Unified Messaging deployment, you must consider design and other issues that may affect your ability to reach your organizational goals when you deploy Unified Messaging. Generally, the simpler the Unified Messaging topology, the easier Unified Messaging is to deploy and maintain. Install as few Client Access and Mailbox servers and create as few Unified Messaging components like UM dial plans, auto attendants and UM mailbox policies as you need to support your business and organizational goals. Large enterprises with complex network and telephony environments, multiple business units, or other complexities will require more planning than smaller organizations with relatively straightforward Unified Messaging needs.

There are many areas that you must consider and evaluate to be able to successfully deploy Unified Messaging. You must understand the different aspects of Unified Messaging and each component and feature so that you can plan your Unified Messaging infrastructure and deployment appropriately. Allocating time to plan and work through these issues will help prevent problems when you deploy Unified Messaging in your organization.The following are some of the areas that you should consider and evaluate when planning for Unified Messaging in your organization:

	•	The needs of your organization.


	•	The security requirements in your organization.


	•	Your existing telephony, circuit-switched network, and your current voice mail system.


	•	Your current packet-switched IP network design. This includes your local area network (LAN) and WAN connectivity points and devices.


	•	Your current Active Directory environment.


	•	The number of users that you’ll have to support.


	•	The number of Client Access and Mailbox servers you’ll need.


	•	Whether you’ll be integrating UM with Microsoft Lync Server to enable Enterprise Voice.


	•	The placement of VoIP gateways, telephony equipment, and Client Access and Mailbox servers.


	•	The type of UM deployment: on-premises or hybrid.


	•	The storage requirements for voice mail users.


Return to top

Managing UM with the EAC and the Shell

EAC management

Exchange 2013 provides a single unified management console for your organization that includes all UM components and features. The Exchange Administration Center (EAC) provides a streamlined, optimized interface for management of on-premises, online, or hybrid deployments. The EAC in Exchange 2013 replaces the Exchange Management Console (EMC) and the Exchange Control Panel (ECP) in Exchange 2010. Some of the EAC features include:

	•	List view  The list view in EAC has been designed to remove limitations that existed in ECP. ECP was limited to displaying up to 500 objects and, if you wanted to view objects that weren’t listed in the details pane, you needed to use searching and filtering to find those specific objects. In Exchange 2013, the viewable limit from within the EAC list view is approximately 20,000 objects. In addition, paging has been added so that you can page to the results. You can also configure page size and export to a CSV file.


	•	Add/Remove columns to the Recipient list view  You can choose which columns to view, and you can save your custom list views.


	•	Secure the ECP virtual directory  You can partition access from the Internet and Intranets from within the ECP IIS virtual directory to allow or disallow management features. With this feature, you can permit or deny access to users trying to access the EAC from the Internet outside of your organizational environment, while still allowing access to an end user’s Outlook Web App Options.


	•	Public Folder management  In Exchange 2010 and Exchange 2007, public folders were managed through the Public Folder administration console. Public folders are now in the EAC, and you don't need a separate tool to manage them.


	•	Notifications  In Exchange 2013, the EAC now has a Notification viewer so that you can view the status of long-running processes and, if you choose, receive notification via an email message when the process completes.


	•	Role Based Access Control (RBAC) user editor  In Exchange 2010 you could use the RBAC User Editor to add users to management role groups. In Exchange 2013, the RBAC User Editor functionality is now in the EAC, and you don't need a separate tool to manage RBAC.


	•	Unified Messaging tools  In Exchange 2010 you could use the Call Statistics and User Call Logs tools to help provide UM statistics and information about specific calls for a UM-enabled user. In Exchange 2013, the Call Statistics and User Call Logs tools are now in the EAC, and you don't need a separate tool to manage them.


Shell management

The Exchange Management Shell, built on Windows PowerShell technology, is a powerful command-line interface that enables automation of administrative tasks. With the Shell, you can manage every aspect of Exchange. You can enable new email accounts, create Send and Receive connectors, configure database properties, manage all aspects of Unified Messaging, and more. The Shell can perform every task that can be performed by the EAC plus tasks that can't be done in the EAC. In fact, when you do something in the EAC, it's the Shell that's doing the work behind the scenes.
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Unified Messaging documentation

The following table contains links to topics that will help you learn about and manage Exchange Unified Messaging.



	Topic


	Description





	New voice mail features


	Learn about new features in Microsoft Exchange 2013.





	Planning for Unified Messaging


	Learn about the concepts and information you need to plan a Unified Messaging deployment.





	Deploying voice mail and UM


	Learn about the requirements and steps involved in deploying voice mail and UM.





	UM languages, prompts, and greetings


	Learn about UM language packs and language settings.





	Telephone system integration with UM


	Learn about integrating your telephony network with UM.





	Connect your voice mail system to your telephone network


	Learn how to use and configure UM components to connect your telephony network to Exchange UM.





	Automatically answer and route incoming calls


	Learn how to create UM auto attendants and manage settings for navigation menus, greetings, and business and non-business hours.





	Set up voice mail for users


	Learn how to create and manage UM mailbox policies and how to enable users for UM.





	Set up client voice mail features


	Learn how to set up client features to enable users to access and manage their voice mail messages.





	Set Outlook Voice Access PIN security


	Learn how to set PIN requirements for Outlook Voice Access users.





	Protect voice mail


	Learn how to use UM to protect voice messages.





	Run reports for voice mail calls


	Learn about UM call reports.












Upgrade Exchange 2010 UM to Exchange 2013 UM







	Upgrade Exchange 2010 UM to Exchange 2013 UM





	










	Exchange Server 2013 > Unified Messaging > Deploying voice mail and UM >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-04-04

When you’re upgrading a Microsoft Exchange 2010 organization with Unified Messaging (UM) to Exchange 2013 Unified Messaging, there are steps that are required and other steps that were already completed as part of your Exchange 2010 UM deployment. Depending on your telephony environment and the UM components that were created and configured to support Unified Messaging in Exchange 2010, you may need to deploy additional telephony equipment including Voice over IP (VoIP) gateways, IP Private Branch eXchanges (PBXs), or traditional or SIP-enabled PBXs and then create and configure any additional UM components that will be required for Exchange 2013 UM.

What do you need to know before you begin?

	•	Estimated time to complete this task: 45-90 minutes.


	•	Verify that you have the appropriate permissions in the Exchange 2010 and Exchange 2013 organization to create and configure all the required components.


	•	Verify that you've deployed and correctly configured your telephony components, including VoIP gateways and PBXs, IP PBXs, or Session Initiation Protocol (SIP)-enabled PBXs.


	•	Verify that you've correctly installed and configured the Client Access servers running the Microsoft Exchange Unified Messaging Call Router (UM Call Router) service and Mailbox servers running the Microsoft Exchange Unified Messaging (UM) service. To learn more about UM services, see UM services.




	[image: Warning]

Warning:





	You must deploy at least one Exchange 2013 Mailbox server in your organization before you configure the VoIP gateways or IP PBXs to send UM SIP and RTP traffic to the Exchange 2013 Client Access servers.








	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.




	[image: Tip]

Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








How do you do this?

Step 1: Download and install the required UM language packs

UM language packs enable callers and Outlook Voice Access users to interact with the voice mail system in multiple languages. After you install an additional language on an Exchange 2013 Mailbox server, callers and Outlook Voice Access users can hear email messages and interact with the voice mail system in that language. However, to make the language available for all incoming calls, you must install the required UM language packs on all Exchange 2013 Mailbox servers. This is because every Exchange 2013 Mailbox server can answer incoming calls for Unified Messaging.

By default, when you install an Exchange 2013 Mailbox server, the U.S. English (en-US) language pack is installed. It's the only available language option for your dial plan unless you install another UM language pack. (U. S. English can't be removed unless you remove the Mailbox server from the computer.) After you install a UM language pack on an Exchange 2013 Mailbox server, the language associated with the language pack will be listed as an available option when you configure the default language for the dial plan. By default, because a UM auto attendant is linked to a UM dial plan when the auto attendant is created, it uses the default language setting of the linked UM dial plan. However, this setting can be changed after the UM auto attendant is created.



	[image: Note]

Note:





	If U.S. English is the only language that you want to provide for your dial plan, you can skip this step and go to step 2.








You can add UM language packs by using the setup.exe command or by running the <UMLanguagePack>.exe installation program after you've downloaded the UM language pack from Exchange Server 2013 UM Language Packs. For more information, see Install a UM language pack.

This example uses setup.exe to install the Japanese (ja-JP) UM language pack.



	


	





	setup.exe /AddUmLanguagePack:ja-JP /s:d:\Exchange\UMLanguagePacks /IAcceptExchangeServerLicenseTerms








Step 2: Move the Exchange 2010 system mailbox used for UM custom greetings, announcements, menus, and prompts to Exchange 2013

Custom greetings, announcements, menus, and prompts are used by Unified Messaging dial plans and auto attendants. The system mailbox named {e0dc1c29-89c3-4034-b678-e6c29d823ed9} is created when you install Exchange 2010 or Exchange 2013 and is used to support features such as Message Approval and Multi-Mailbox Search. This system mailbox is also used to store dial plan and auto attendant custom greetings, announcements, menus, and prompts. If the system mailbox doesn’t exist, you can use the Setup /PrepareAD command to create it.

By default, system mailboxes aren't visible in the Exchange admin center (EAC). You can get a list of the system mailboxes by running one the following:

This command returns a list of all the system mailboxes.



	


	





	Get-Mailbox -Arbitration








This command returns a list of system mailboxes and their individual properties or settings.



	


	





	Get-Mailbox -Arbitration |fl








By using this system mailbox, custom greetings, announcements, menus, and prompts can be backed up and restored along with other mailboxes in a database. This reduces the amount of resources that are needed. Storing custom greetings, announcements, menus, and prompts in a system mailbox removes any possible inconsistencies that may have occurred. To learn more about mailbox moves, see Mailbox moves in Exchange 2013.

Optional: Manually export and import dial plan and auto attendant custom greetings, announcements, menus, and prompts

There could be situations that the Exchange 2010 system mailbox has been moved and you still need to export and import the custom greetings, announcements, menus, and prompts that are used with UM dial plans and auto attendants from the Exchange 2010 system mailbox to the Exchange 2013 system mailbox. The system mailbox in both versions is named {e0dc1c29-89c3-4034-b678-e6c29d823ed9}.

Custom greetings, announcements, menus, and prompts are audio files (in .wav or .wma format) that are used by UM for the following purposes:

	•	On UM dial plans, the audio files are used for customized welcome greetings and informational announcements. They’re played when Outlook Voice Access users call in to an Outlook Voice Access number.


	•	On UM auto attendants, the audio files are used for customized non-business and business hours greetings, informational announcements, menu prompts, and navigation menus. They’re played when callers call in to a UM auto attendant.


When you’re exporting and importing custom greetings, announcements, menus, and prompts from Exchange 2010 to Exchange 2013, you must use the Export-UMPrompt and Import-UMPrompt cmdlets. You can’t use the EAC to export or import custom prompts. On an Exchange 2010 server, use the Export-UMPrompt cmdlet to export the Exchange 2010 dial plan and auto attendant prompts. After you’ve exported the prompts, you can import them to the Exchange 2013 Mailbox server. When you run the Export-UMPrompt cmdlet from your Exchange 2010 server, the command performs a GUID or object identifier lookup for the dial plan or auto attendant in Active Directory and queries it to determine if there are any custom greetings, announcements, menus, or prompts. If found, the custom greetings, announcements, menus, or prompts will be saved to the directory that you specify. After you’ve exported all custom greetings, announcements, menus, and prompts, use the Import-UMPrompt cmdlet to import the prompts into your Exchange 2013 system mailbox.

This example exports the welcome greeting for the UM dial plan MyUMDialPlan and saves it as the file welcomegreeting.wav.



	


	





	$prompt = Export-UMPrompt -PromptFileName "customgreeting.wav" -UMDialPlan MyUMDialPlan

set-content -Path "d:\DialPlanPrompts\welcomegreeting.wav" -Value $prompt.AudioData -Encoding Byte








This example imports the welcome greeting welcomegreeting.wav from d:\UMPrompts into the UM dial plan MyUMDialPlan.



	


	





	[byte[]]$c = Get-content -Path "d:\UMPrompts\welcomegreeting.wav" -Encoding Byte -ReadCount 0

Import-UMPrompt -UMDialPlan MyUMDialPlan -PromptFileName "welcomegreeting.wav" -PromptFileData $c








This example exports a custom greeting for the UM auto attendant MyUMAutoAttendant and saves it to the file welcomegreetingbackup.wav.



	


	





	Export-UMPrompt -PromptFileName "welcomegreeting.wav" -UMAutoAttendant MyUMAutoAttendant

set-content -Path "e:\UMPromptsBackup\welcomegreeting.wav" -Value $prompt.AudioData -Encoding Byte








This example imports the welcome greeting welcomegreeting.wav from d:\UMPrompts into the UM auto attendant MyUMAutoAttendant.



	


	





	[byte[]]$c = Get-content -Path "d:\UMPrompts\welcomegreeting.wav" -Encoding Byte -ReadCount 0

Import-UMPrompt -UMAutoAttendant MyUMAutoAttendant -PromptFileName "welcomegreeting.wav" -PromptFileData $c








To learn more about custom prompts for UM, see:

	•	Import and export custom greetings, announcements, menus, and prompts


	•	Import-UMPrompt


	•	Export-UMPrompt


	•	UM languages, prompts, and greetings


Step 4: Export and import certificates

If you’re using SIP secured or Secured dial plans in your Exchange 2010 organization, you’ll need to export and import the certificates that were used to your Exchange 2013 Client Access and Mailbox servers. Mutual Transport Layer Security (mutual TLS) is used to encrypt data sent between your Exchange 2013 servers and the VoIP gateways, IP PBXs, and SIP-enabled PBXs. Certificates bind the identity of the certificate owner to a pair of electronic keys (public and private) that are used to encrypt and sign information digitally. You can use one of the following certificates for the UM and UM Call Router services:

	•	A self-signed (Exchange) certificate


	•	An internal public key infrastructure (PKI) certificate


	•	A third-party commercial certificate


By default, when you install Exchange 2013, two self-signed certificates are created: Microsoft Exchange Server Auth Certificate and Microsoft Exchange. The Microsoft Exchange self-signed certificate can be used for UM to encrypt data, but you must assign the certificate to the UM and UM Call Router services. This self-signed certificate can be copied and then imported on the VoIP gateways, IP PBXs, and SIP-enabled PBXs. However, it can’t be used when you’re integrating UM with Microsoft Lync Server.

To enable UM to encrypt data that's sent between your Exchange 2013 servers and VoIP gateways, IP PBXs, and SIP-enabled PBXs, you need to do the following:

	•	Use an existing self-signed UM certificate, create a new self-signed Exchange certificate, submit a certificate request to an internal certification authority for a PKI certificate, or purchase a third-party commercial certificate that you can use for mutual TLS between your Exchange 2013 Mailbox and Client Access servers and VoIP gateways, IP PBXs, and SIP-enabled PBXs.


Create an Exchange self-signed certificate by using the EAC, as follows:

	1.	In the EAC, navigate to Servers > Certificates, and then click Add [image: Add Icon].


	2.	On the New Exchange certificate page, choose Create a self-signed certificate, and then select Next.


	3.	Enter a friendly name for the certificate, and then select Next.


	4.	Click Add [image: Add Icon] to select the Exchange servers that you want to apply this certificate to, and then select Next.


	5.	Specify the domains that you want to be included in your certificate, and then select Next. If you want to add a domain for a service, click Edit [image: Edit icon].


	6.	Verify that the domains you included are correct, and then select Finish.
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Important:





	When you use the EAC to create a certificate, you won’t be prompted to enable the services for the certificate. After the certificate has been created, you can use the EAC to enable the services. For more information about how to enable a certificate for services, see Assign a certificate to the UM and UM Call Router services.








Create an Exchange self-signed certificate by running the following command in the Shell.



	


	





	New-ExchangeCertificate -Services 'UM, UMCallRouter' -DomainName '*.northwindtraders.com' -FriendlyName 'UMSelfSigned' -SubjectName 'C=US,S=WA,L=Redmond,O=Northwindtraders,OU=Servers,CN= Northwindtraders.com' -PrivateKeyExportable $true










	[image: Note]

Note:





	If you specify the services you want to enable by using the Services parameter, you will be prompted to enable the services for the certificate you created. In this example, you will be prompted to enable the certificate for the Unified Messaging and Unified Messaging Call Router services. For more information about how to enable a certificate for services, see Assign a certificate to the UM and UM Call Router services.








	•	Import the certificate that will be used on all Exchange 2013 Client Access and Mailbox servers in your organization. If you use the Exchange 2013 self-signed certificate, you’ll need to copy the certificate, then import it on the VoIP gateways, IP PBXs, or SIP-enabled PBXs. If you use the self-signed certificate from Exchange 2010, the Subject Alternative Name (SAN) must contain the machine names of all the Exchange 2013 servers. If you have Exchange 2010 Unified Messaging servers in your organization, you can use the Exchange 2013 self-signed certificate, but you must add the machine names of the Exchange 2010 UM servers to the SAN in the Exchange 2013 certificate.


	•	Enable or assign the certificate to be used to the UM and UM Call Router services on the Client Access and Mailbox servers in your organization.


Enable the UM service and UM Call Router service on all Exchange 2013 servers to use the Exchange self-signed certificate by using the EAC, as follows:

	1.	In the EAC, navigate to Servers > Certificates, select the certificate you want to enable services on, and then click Edit [image: Edit icon].


	2.	On the Procedure page, select Services, select Unified Messaging, and then select Unified Messaging call router.


Enable an Exchange self-signed certificate by running the following command in the Shell.



	


	





	Enable-ExchangeCertificate -Thumbprint 5113ae0233a72fccb75b1d0198628675333d010e -Services 'UM, UMCallRouter'








	•	Configure any new or existing UM dial plans as SIP secured or Secured.


	•	Configure the UM startup mode to TLS or Dual on the Client Access and Mailbox servers in your organization.


	•	Create and configure new or existing UM IP gateways with a fully qualified domain name (FQDN).


	•	Configure the listening port on the UM IP gateways to use TLS port 5061.


	•	Restart the UM Call Router service on all Exchange 2013 Client Access servers and restart the UM service on all Exchange 2013 Mailbox servers. To learn more about UM services, see UM services.


Step 5: Configure the UM startup mode on all Exchange 2013 Client Access servers

If you’re using SIP secured or Secured dial plans, you must configure the UM startup mode on your Exchange 2013 Client Access servers. You can specify the UM startup mode for the UM Call Router service on an Exchange 2013 Client Access server by using the EAC or the Exchange Management Shell. By default, the Client Access server will start up in TCP mode, but if you’re using Transport Layer Security (TLS) to encrypt Voice over IP (VoIP) traffic, you must configure the Exchange 2013 Client Access server to use TLS or Dual mode. We recommend that all Exchange 2013 Client Access servers be configured to use Dual as the UM startup mode. This is because all Exchange 2013 Client Access servers can answer incoming calls for all UM dial plans, and those dial plans can have different security settings. If you change the UM startup mode, you must restart the UM Call Router service for the change to take effect. To learn more about UM services, see UM services.

Configure the UM startup mode on an Exchange 2013 Client Access server by using the EAC, as follows:

	1.	In the EAC, navigate to Servers > Servers.


	2.	In the list view, select the Exchange server that you want to modify, and then click Edit [image: Edit icon].


	3.	On the Exchange Server page, click Unified Messaging.


	4.	Under UM Call Router settings > UM startup mode, select one of the following from the drop-down list:


	o	TCP  Use this option if you aren’t using mTLS and are using only Unsecured dial plans.


	o	TLS  Use this option if you’re using mTLS and are using only SIP Secured or Secured dial plans.


	o	DUAL  Use this option if you’re using mTLS and are using Unsecured, SIP Secured, and Secured dial plans.


	5.	After you select the UM startup mode, click Save.


Configure the UM startup mode on an Exchange 2013 Client Access server by running the following command in the Shell.



	


	





	Set-UMCallRouterSettings -Server MyUMCallRouter.northwindtraders.com -UMStartupMode Dual








Step 6: Configure the UM startup mode on all Exchange 2013 Mailbox servers

If you’re using SIP secured or Secured dial plans, you must configure the UM startup mode on your Exchange 2013 Mailbox servers. You can specify the UM startup mode for the UM service on an Exchange 2013 Mailbox server by using the EAC or the Shell. By default, an Exchange 2013 Mailbox server will start up in TCP mode, but if you’re using Transport Layer Security (TLS) to encrypt Voice over IP (VoIP) traffic, you must configure the Exchange 2013 Mailbox server to use TLS or Dual mode. We recommend that all Exchange 2013 Mailbox servers be configured to use Dual as the UM startup mode. This is because all Exchange 2013 Mailbox servers can answer incoming calls for all UM dial plans, and those dial plans can have different security settings. If you change the UM startup mode, you must restart the UM service for the change to take effect. To learn more about UM services, see UM services.

Configure the UM startup mode on an Exchange 2013 Mailbox server by using the EAC, as follows:

	1.	In the EAC, navigate to Servers > Servers.


	2.	In the list view, select the Exchange server that you want to modify, and then click Edit [image: Edit icon].


	3.	On the Exchange Server page, click Unified Messaging.


	4.	Under UM Service settings > UM startup mode, select one of the following from the drop-down list:


	o	TCP  Use this option if you aren’t using mTLS and are using only Unsecured dial plans.


	o	TLS  Use this option if you’re using mTLS and are using only SIP Secured or Secured dial plans.


	o	DUAL  Use this option if you’re using mTLS and are using Unsecured, SIP Secured, and Secured dial plans.


	5.	After you select the UM startup mode, click Save.


Configure the UM startup mode on an Exchange 2013 Mailbox server by running the following command in the Shell.



	


	





	Set-UMService -Identity MyUMServer -ExternalHostFqdn host.external.contoso.com -IPAddressFamily Any -UMStartupMode Dual








Step 7: Create or configure existing UM dial plans

Depending on your existing Exchange 2010 deployment, you may be required to create new UM dial plans or configure your existing dial plans. A UM dial plan represents a set of traditional or SIP-enabled Private Branch eXchanges (PBXs) or IP PBXs that share common user extension numbers. All users' extensions hosted on traditional or SIP-enabled PBXs or IP PBXs within a dial plan contain the same number of digits. Users can dial one another’s telephone extensions without appending a special number to the extension or dialing a full telephone number.

UM dial plans are used in Unified Messaging to make sure that user telephone extensions are unique. In some telephony networks, multiple PBXs or IP PBXs exist. In these telephony networks, there could be two users who have the same telephone extension number. UM dial plans resolve this situation. Putting the two users into two separate UM dial plans makes their extensions unique. For more information, see UM dial plans.

If required, you can create a UM dial plan by using the EAC:

	1.	In the EAC, navigate to Unified Messaging > UM dial plans, and then click New [image: Add Icon].


	2.	On the New UM Dial Plan page, complete the following boxes:


	o	Name  Type the name of the dial plan. A UM dial plan name is required and must be unique. However, the name you type is used only for display purposes in the EAC and the Shell. The maximum length of a UM dial plan name is 64 characters, and it can include spaces. However, it can't include any of the following characters: " / \ [ ] : ; | = , + * ? < >.


Although the box for the name of the dial plan can accept 64 characters, the name of the dial plan can't be longer than 49 characters. If you try to create a dial plan name that contains more than 49 characters, you’ll receive an error message. The message will say that the UM mailbox policy couldn't be generated because the UM dial plan name is too long. This happens because, when you create a dial plan a default UM mailbox policy named <DialPlanName> Default Policy is also created. When the 15 characters in the default policy are added to the name of the dial plan, the total characters exceed the limit. The name parameter for both the UM dial plan and UM mailbox policy can be 64 characters. However, if the name of the dial plan is longer than 49 characters, the name of the default UM mailbox policy will be longer than 64 characters, and this isn't allowed by the system.

	o	Extension length (digits)  Enter the number of digits for extension numbers in the dial plan. The number of digits for extension numbers is based on the telephony dial plan created on a PBX. For example, if a user associated with a telephony dial plan dials a four-digit extension to call another user in the same telephony dial plan, you select 4 as the number of digits in the extension.


This is a required box that has a value range from 1 through 20. The typical extension length is from 3 through 7 numbers. If your existing telephony environment includes extension numbers, you must specify a number of digits that matches the number of digits in those extensions.

When you create a Telephone extension dial plan, you’re required to enter an extension number for the user if they’re linked to a Telephone extension dial plan. An extension number is also required with Session Initiation Protocol (SIP) dial plans or E.164 dial plans when a UM-enabled user is linked to a SIP URI or E.164 dial plan. The extension number is used by Outlook Voice Access users when they access their Exchange mailbox.

	o	Dial plan type  A Uniform Resource Identifier (URI) is a string of characters that identifies or names a resource. The main purpose of this identification is to enable VoIP devices to communicate with other devices over a network using specific protocols. URIs are defined in schemes that define a specific syntax and format and the protocols for the call. In simple terms, this format is passed from the IP PBX or PBX. After you create a UM dial plan, you won't be able to change the URI type without deleting the dial plan, and then re-creating the dial plan to include the correct URI type. You can select one of the following URI types for the dial plan:


	▪	Telephone extension  This is the most common URI type. The calling and called party information from the VoIP gateway or IP Private Branch eXchange (PBX) is listed in one of the following formats: Tel:512345 or 512345@<IP address>. This is the default URI type for dial plans.


	▪	SIP URI  Use this URI type if you must have a Session Initiation Protocol (SIP) URI dial plan such as an IP PBX that supports SIP routing or if you're integrating Microsoft Office Communications Server 2007 R2 or Microsoft Lync Server and Unified Messaging. The calling and called party information from the VoIP gateway. IP PBX, or Communications Server 2007 R2 or Lync Server is listed as a SIP address in the following format: sip:<username>@<domain or IP address>:Port.


	▪	E.164  E.164 is an international numbering plan for public telephone systems in which each assigned number contains a country code, a national destination code, and a subscriber number. The calling and called party information sent from the VoIP gateway or IP PBX is listed in the following format: Tel:+14255550123.




	[image: Warning]

Warning:





	After you create a dial plan, you will be unable to change the URI type without deleting the dial plan, and then re-creating the dial plan to include the correct URI type.








	o	VoIP security mode  Use this drop-down list to select the VoIP security setting for the UM dial plan. You can select one of the following security settings for the dial plan:


	▪	Unsecured  By default, when you create a UM dial plan, it is set to not encrypt the SIP signaling or RTP traffic. In unsecured mode, the Client Access and Mailbox servers associated the UM dial plan send and receive data from VoIP gateways, IP PBXs, SBCs and other Client Access and Mailbox servers using no encryption. In unsecured mode, neither the Realtime Transport Protocol (RTP) media channel nor the SIP signaling information is encrypted.


	▪	SIP secured When you select SIP secured, only the SIP signaling traffic is encrypted, and the RTP media channels still use TCP, which isn't encrypted. With SIP secured, Mutual Transport Layer Security (TLS) is used to encrypt the SIP signaling traffic and VoIP data.


	▪	Secured  When you select Secured, both the SIP signaling traffic and the RTP media channels are encrypted. Both the secure signaling media channel that uses Secure Realtime Transport Protocol (SRTP) and the SIP signaling traffic use mutual TLS to encrypt the VoIP data.


	o	Country/Region code  Use this box to type the country/region code number to be used for outgoing calls. This number will automatically be prepended to the telephone number that's dialed. This box accepts from 1 through 4 digits. For example, in the United States, the country/region code is 1. In the United Kingdom, it's 44.


	3.	Click Save.


If required, you can create a UM dial plan by running the following command in the Shell.



	


	





	New-UMDialplan -Name MyUMDialPlan -URIType E164 -NumberOfDigitsInExtension 5 -VoIPSecurity Secured








If required, you can configure an existing UM dial plan by using the EAC, as follows:

	1.	In the EAC, navigate to Unified Messaging > UM dial plans.


	2.	In the list view, select the UM dial plan you want to view or modify, and then click Edit [image: Edit icon].


	3.	On the UM Dial Plan page, click Configure. Use the configuration options to view specific dial plan settings and to enable or disable features.


If required, you can configure an existing UM dial plan by using the Shell:



	


	





	Set-UMDialplan -Identity MyDialPlan -AccessTelephoneNumbers 4255551234 -AudioCodec Wma -CallAnsweringRulesEnabled $false -OutsideLineAccessCode 9 -VoIPSecurity SIPSecured








When you deployed Exchange 2010 Unified Messaging, you were required to add a Unified Messaging server to a UM dial plan for it to answer incoming calls. This is no longer required. In Exchange 2013, Client Access and Mailbox servers can’t be linked with a Telephone extension or E.164 dial plan, but must be linked to SIP URI dial plans. Client Access and Mailbox servers will answer all incoming calls for all types of dial plans.

Step 8: Create or configure existing UM IP gateways

Depending on your existing Exchange 2010 deployment, you may be required to create new UM IP gateways or configure your existing ones. If you’re using SIP secured or Secured dial plans, you must create a UM IP gateway with an FQDN and use the Shell to configure it to listen on port 5061. For existing UM IP gateways, verify that they’re configured with an FQDN and are listening on port 5061. If the UM IP gateway doesn’t use an FQDN, use the EAC or the Shell to change the address. If the UM IP gateway doesn’t use port 5061, use the Shell to change the port. You can view the settings of a UM IP gateway by using the Get-UMIPGateway cmdlet.

A UM IP gateway represents a physical Voice over IP (VoIP) gateway, IP PBX, or SIP-enabled PBX. Before a VoIP gateway, IP PBX, or SIP-enabled PBX can be used to answer incoming calls and send outgoing calls for voice mail users, a UM IP gateway must be created in the directory service.

The combination of the UM IP gateway and a UM hunt group establishes a link between a VoIP gateway, IP PBX, or SIP-enabled PBX and a UM dial plan. By creating multiple UM hunt groups, you can associate a single UM IP gateway with multiple UM dial plans. For more information, see UM IP gateways.

If required, you can create a UM IP gateway by using the EAC, as follows:

	1.	In the EAC, navigate to Unified Messaging > UM IP gateways, and then click Add [image: Add Icon].


	2.	On the New UM IP Gateway page, enter the following information:


	o	Name  Use this box to specify a unique name for the UM IP gateway. This is a display name that appears in the EAC. If you have to change the display name of the UM IP gateway after it's been created, you must first delete the existing UM IP gateway, and then create another UM IP gateway that has the appropriate name. The UM IP gateway name is required, but it's used for display purposes only. Because your organization may use multiple UM IP gateways, we recommend that you use meaningful names for your UM IP gateways. The maximum length of a UM IP gateway name is 64 characters, and it can include spaces. However, it can't include any of the following characters: " / \ [ ] : ; | = , + * ? < >.


	o	Address  You can configure a UM IP gateway with either an IPv4 or IPv6 address or an FQDN. Use this box to specify the IP address or FQDN configured on the VoIP gateway, IP PBX, or SIP-enabled PBX. This box accepts only FQDNs that are valid and formatted correctly.


You can enter alphabetical and numeric characters. IPv4 addresses, IPv6 addresses, and FQDNs are supported. If you want to use mutual TLS between a UM IP gateway and a dial plan operating in either SIP secured or Secured mode, you must configure the UM IP gateway with an FQDN. You must also configure it to listen on port 5061 and verify that any VoIP gateways or IP PBXs have also been configured to listen for mutual TLS requests on port 5061. To configure a UM IP gateway, run the following command in the Shell: Set-UMIPGateway -identity MyUMIPGateway -Port 5061

If you use an FQDN, you must also make sure that you’ve correctly configured a DNS host record for the VoIP gateway, IP PBX, or SIP-enabled PBX so that the host name will be correctly resolved to an IP address. Also, if you use an FQDN instead of an IP address, and the DNS configuration for the UM IP gateway is changed, you must disable and then enable the UM IP gateway to make sure that configuration information for the UM IP gateway is updated correctly.

	o	UM Dial Plan  Click Browse to select the UM dial plan that you want to associate with the UM IP gateway. When you select a UM dial plan to associate with a UM IP gateway, a default UM hunt group is also created and associated with the UM dial plan that you selected. If you don't select a UM dial plan, you must manually create a UM hunt group and then associate that UM hunt group with a UM IP gateway that you have created.


	3.	Click Save.


If required, you can create a UM IP gateway by run the following command.



	


	





	New-UMIPGateway -Identity MyUMIPGateway -Address "MyUMIPGateway.contoso.com"








To configure an existing UM IP gateway by using the EAC:

	1.	In the EAC, navigate to Unified Messaging > UM IP gateways, and then click Edit [image: Edit icon].


	2.	On the UM IP gateway page, click Configure. Use the configure options to view specific UM IP gateway settings and to enable or disable features.


To configure an existing UM IP gateway in the Shell, running the following command in the Shell.



	


	





	Set-UMIPGateway -Identity MyUMIPGateway -Address fe80::39bd:88f7:6969:d223%11 -IPAddressFamily Any -Status Disabled -OutcallsAllowed $false








Step 9: Create a UM hunt group

Depending on your existing Exchange 2010 deployment, you may be required to create new UM hunt groups. A telephony hunt group provides a way to distribute telephone calls from a single number to multiple extensions or telephone numbers. In Unified Messaging, a UM hunt group is a logical representation of a telephony hunt group, and it links a UM IP gateway to a UM dial plan.

You need to have at least one UM hunt group for every IP PBX or PBX hunt group. When you complete the following procedure, one UM hunt group is created by default. If you have more than one IP PBX or PBX hunt group, you need to create additional UM hunt groups. To learn more about UM hunt groups, see UM hunt groups.

If required, you can To create a UM hunt group by using the EAC, as follows:

	1.	In the EAC, navigate to Unified Messaging > UM dial plans. In the list view, select the UM dial plan you want to modify, and then click Edit [image: Edit icon].


	2.	On the UM Dial Plan page, under UM Hunt Groups, click New [image: Add Icon].


	3.	On the New UM Hunt Group page, enter the following information:


	o	Name  Use this box to create the display name for the UM hunt group. A UM hunt group name is required and must be unique, but it's used only for display purposes in the EAC and the Shell. If you have to change the display name of the hunt group after it’s been created, you must first delete the existing hunt group and then create another hunt group that has the appropriate name. If your organization uses multiple hunt groups, we recommend that you use meaningful names for your hunt groups. The maximum length of a UM hunt group name is 64 characters, and it can include spaces. However, it can't include any of the following characters: " / \ [ ] : ; | = , + * ? < >.


	o	UM IP Gateway  Use this box to select a UM IP gateway. This box shows the name of the UM IP gateway that will be linked with the UM hunt group. To link a UM IP gateway to the UM hunt group, click Browse.


	o	Pilot Identifier  Use this box to specify a string that uniquely identifies the pilot identifier configured on the PBX or IP PBX. An extension number or a SIP Uniform Resource Identifier (URI) can be used in this box. Alphanumeric characters are accepted in this box. For legacy PBXs, a numeric value is used as a pilot identifier. However, some IP PBXs and SIP-enabled PBXs can use SIP URIs.


	4.	Click Save.


If required, you can create a UM hunt group by running the following command in the Shell.



	


	





	New-UMHuntGroup -Name MyUMHuntGroup -PilotIdentifier 5551234,55555 -UMDialPlan MyUMDialPlan -UMIPGateway MyUMIPGateway










	[image: Tip]

Tip:





	You can’t configure or change settings for a UM hunt group. If you want to change the configuration settings for a UM hunt group, you must delete it and add a new UM hunt group with the correct settings.








Step 10: Create or configure UM auto attendants

Depending on your existing Exchange 2010 deployment, you may be required to create new UM auto attendants. You can use UM auto attendants to create a voice menu system that lets external and internal callers use the UM auto attendant menu system to locate people and place or transfer calls to company users or departments in an organization. For more information, see Automatically answer and route incoming calls.

In smaller deployments you may only want to deploy UM so that callers can leave voice mail for users. In these deployments, creating an auto attendant isn’t required. However, in most cases, using auto attendants is very useful for external callers when they call in to your organization.

If required, you can create a UM auto attendant by using the EAC, as follows:

	1.	In the EAC, navigate to Unified Messaging > UM dial plans. Select the UM dial plan for which you want to add an auto attendant, and then click Edit [image: Edit icon].


	2.	On the UM dial plan page, under UM Auto Attendants, click Add [image: Add Icon].


	3.	On the New UM Auto Attendant page, complete the following boxes:


	o	Name  Use this box to create the display name for the UM auto attendant. A UM auto attendant name is required and must be unique. However, it's used only for display purposes in the EAC and the Shell. If you have to change the display name of the auto attendant after it's created, you must first delete the existing UM auto attendant and then create another auto attendant that has the appropriate name. If your organization uses multiple UM auto attendants, we recommend that you use meaningful names for your UM auto attendants. The maximum length of a UM auto attendant name is 64 characters, and it can include spaces.


Although you can name a new UM auto attendant to include spaces, if you integrate Unified Messaging with Lync Server, the name of the auto attendant can’t include spaces. Therefore, if you created an auto attendant that has spaces in the display name and you’re integrating with Lync Server, you must first delete that auto attendant and then create another auto attendant that doesn't include spaces in the display name.

	o	Create this auto attendant as enabled  Select this check box to enable the auto attendant to answer incoming calls when you finish creating the UM auto attendant. By default, a new auto attendant is created as disabled. If you decide to create the UM auto attendant as disabled, you can use the EAC or the Shell to enable the auto attendant after you finish creating it.


	o	Set the auto attendant to respond to voice commands  Select this check box to speech-enable the UM auto attendant. If the auto attendant is speech-enabled, callers can respond to the system or custom prompts used by the UM auto attendant using touchtone or voice inputs. By default, the auto attendant isn't speech-enabled when it's created. For callers to use a speech-enabled auto attendant in a language other than U.S. English (en-US), you must install the appropriate UM language pack and configure the properties of the auto attendant to use this language. The en-US UM language pack is installed by default when you install an Exchange 2013 Mailbox server.


	o	Access numbers  Enter the extension or telephone numbers that callers will use to reach the auto attendant. Type an extension number or telephone number in the box, and then click Add  to add the number to the list. The number of digits in the extension number or telephone number that you provide doesn't have to match the number of digits for an extension number configured on the associated UM dial plan. This is because direct calls are allowed to UM auto attendants.


The number of extension or access numbers you can enter is unlimited. However, you may create a new auto attendant without listing an extension number or telephone number. An extension number or telephone number isn't required. You can edit or remove an existing extension number or pilot identifier. To edit an existing extension number or telephone number, click Edit. To remove an existing extension number or telephone number from the list, click Remove.

	4.	Click Save.


If required, you can create a UM auto attendant by running the following command in the Shell.



	


	





	New-UMAutoAttendant -Name MyUMAutoAttendant -UMDialPlan MyUMDialPlan -PilotIdentifierList 56000,56100 -SpeechEnabled $true -Status Enabled








If required, you can configure an existing auto attendant by using the EAC, as follows:

	1.	In the EAC, navigate to Unified Messaging > UM dial plans, and then click Edit [image: Edit icon].


	2.	On the UM dial plan page, under UM Auto Attendants, select the UM auto attendant that you want to view or configure, and then click Edit [image: Edit icon]. Use the configuration options to view specific auto attendant settings and to enable or disable features.


If required, you can configure an existing auto attendant by running the following command in the Shell.



	


	





	Set-UMAutoAttendant -Identity MySpeechEnabledAA -DTMFFallbackAutoAttendant MyDTMFAA -OperatorExtension 50100 -AfterHoursTransferToOperatorEnabled $true -StaroutToDialPlanEnabled $true








Step 11: Create or configure UM mailbox policies

Depending on your existing Exchange 2010 deployment, you may be required to create new UM mailbox policies or configure existing UM mailbox policies. UM mailbox policies are required when you enable users for Unified Messaging. The mailbox of each UM-enabled user must be linked to a single UM mailbox policy. After you create a UM mailbox policy, you link one or more UM-enabled mailboxes to the UM mailbox policy. This lets you control PIN security settings such as the minimum number of digits in a PIN or the maximum number of logon attempts for the UM-enabled users who are linked to the UM mailbox policy. For more information, see UM mailbox policies.

If required, you can create a UM mailbox policy by using the EAC:

	1.	In the EAC, navigate to Unified Messaging > UM dial plans. In the list view, select the UM dial plan that you want to modify, and then click Edit [image: Edit icon].


	2.	On the UM dial plan page, under UM Mailbox Policies, click Add [image: Edit icon].


	3.	On the New UM Mailbox Policy page, in the Name box, enter the name of the new UM mailbox policy.




	[image: Note]

Note:





	Use this box to specify a unique name for the UM mailbox policy. This is a display name that appears in the EAC. If you must change the display name of the UM mailbox policy after it's been created, you must first delete the existing UM mailbox policy, and then create another UM mailbox policy that has the appropriate name. You can’t delete a UM mailbox policy if any UM-enabled users are associated with it.The UM mailbox policy name is required, but it's used for display purposes only. Because your organization may use multiple UM mailbox policies, we recommend that you use meaningful names for your UM mailbox policies. The maximum length of a UM mailbox policy name is 64 characters, and it can include spaces. However, it can’t include any of the following characters: " / \ [ ] : ; | = , + * ? < >.








	4.	Click Save.




	[image: Note]

Note:





	When you save the UM mailbox policy, all the default settings including PIN policies, voice mail features, and Protected Voice Mail settings are enabled. If you want to customize or change any default settings for the UM mailbox policy you just created, use the Set-UMMailbox cmdlet or the EAC.








If required, you can create a UM mailbox policy by running for following command in the Shell.



	


	





	New-UMMailboxPolicy -Name MyUMMailboxPolicy -UMDialPlan MyUMDialPlan








If required, you can configure an existing UM mailbox policy by using the EAC:

	1.	In the EAC, navigate to Unified Messaging > UM dial plans, and then click Edit [image: Edit icon].


	2.	On the UM dial plan page, under UM Mailbox Policies, select the UM mailbox policy you want to view or configure, and then click Edit [image: Edit icon]. Use the configuration options to view specific UM mailbox policy settings and to enable or disable features.


If required, you can configure an existing UM mailbox policy by running the following command in the Shell.



	


	





	Set-UMMailboxPolicy -Identity MyUMMailboxPolicy -LogonFailuresBeforePINReset 8 -MaxLogonAttempts 12 -MinPINLength 8 -PINHistoryCount 10 -PINLifetime 60 -ResetPINText "The PIN used to allow you access to your mailbox using Outlook Voice Access has been reset."








Step 12: Move existing UM-enabled mailboxes to Exchange 2013

In Exchange 2010 Unified Messaging, after you’ve enabled users within the organization to use voice mail, a default set of UM properties is applied to the user so they can use UM features. Learn more at Voice mail for users.

During the process of upgrading, there will be a period of time during which you’ll have mailboxes that are UM enabled both on Exchange 2010 Mailbox servers and on Exchange 2013 Mailbox servers. However, if you’re moving all UM-enabled users over to Exchange 2013 Mailbox servers, you must use the EAC or the New-MoveRequest cmdlet in the Shell from an Exchange 2013 server to retain all of the properties and settings, including the user’s PIN.

A move request is the process of moving a mailbox from one mailbox database to another. A local move request is a mailbox move that occurs within a single forest. For more information about mailbox moves, see:

	•	Mailbox moves in Exchange 2013


	•	New-MoveRequest


	•	New-MigrationBatch


	•	Managing Move Requests


To move an Exchange 2010 mailbox to an Exchange 2013 Mailbox server by using the EAC:

	1.	In the EAC, click Recipients > Migration, and then click Add [image: Edit icon].


	2.	In the New local mailbox move wizard, select the user you want to move, click OK, and then click Next.


	3.	On the Move configuration page, specify a name for the new batch. Select which options you want for the archive mailbox and the mailbox database location, and then click New.


To move an Exchange 2010 mailbox to an Exchange 2013 Mailbox server by using the Shell, run the following command.



	


	





	New-MoveRequest -Identity 'tony@alpineskihouse.com' -TargetDatabase "DB01"








Step 13: Enable new users for UM or configure settings for an existing UM-enabled user

A user must have a mailbox before they can be enabled for Unified Messaging. But, by default, a user who has a mailbox isn't enabled for UM. After the user is UM-enabled, you can manage, modify, and configure the UM properties and voice mail features for them. You can enable a user for UM by using the EAC or the Shell. Learn more at Voice mail for users.

When you enable a user for UM, you must define at least one extension number that UM will use when voice mail is submitted to the user's mailbox and to allow the user to use Outlook Voice Access. After you enable the user for UM, you can add secondary extension numbers to the user's mailbox, modify or remove them by configuring the Exchange Unified Messaging (EUM) proxy address on the user's mailbox, or add or remove additional or secondary extensions for the user in the EAC. To add, modify, or remove extension numbers, E.164 numbers, or SIP addresses, see Voice mail-enabled user procedures.

To enable a user for Unified Messaging by using the EAC:

	1.	In the EAC, click Recipients.


	2.	In the list view, select the user whose mailbox you want to enable for Unified Messaging.


	3.	In the Details pane, under Phone and Voice Features, click Enable.


	4.	On the Enable UM mailbox page, click the Browse button next to UM mailbox policy, locate the UM mailbox policy to assign the user from the list, and then click OK.


	5.	On the Enable UM mailbox page, complete the following boxes:


	o	SIP address or E.164 number  Enter the SIP address or E.164 number for the user. These options are available if the user that you enable for Unified Messaging is assigned to a UM mailbox policy that’s linked to either a SIP URI or an E.164 dial plan. Adding a SIP address or E.164 number for a user isn't available if the user is associated with a telephone extension dial plan. When you assign the user to a UM mailbox policy that’s linked to a SIP URI or E.164 dial plan, you must still also enter an extension number for the user. This extension number is used when users access their mailbox using Outlook Voice Access. The number of digits that you configure in this box must match the number of digits configured on the SIP URI or E.164 dial plan.


	o	Extension number  Enter the extension number for the user you’re enabling for UM.


You must provide a valid extension number for the user, and it must match the number of digits specified on the dial plan. You can only enter numeric characters or digits from 1 through 20. The typical extension number is 3 to 7 digits long. The number of digits in the extension is set on the dial plan that’s linked to the UM mailbox policy that’s assigned to the user.

	o	Under PIN settings, complete the following:


	▪	Automatically generate PIN  Click this button to automatically generate a PIN for the UM-enabled user to use for voice mail access via Outlook Voice Access. This is the default setting. When you click this button, a PIN is automatically generated based on the PIN policies configured on the UM mailbox policy assigned to the user. We recommend that you use this setting to help protect the user's PIN. The PIN is sent to the user in the welcome message they receive after they’re enabled for UM. By default, they’ll have to change this PIN when they first sign in to their mailbox to get their voice mail.


	▪	Type a PIN  Click this button to manually specify a PIN that the user will use to access the voice mail system.The PIN must comply with the PIN policy settings configured on the UM mailbox policy associated with this UM-enabled user. For example, if the UM mailbox policy is configured to accept only PINs that contain seven or more digits, the PIN you enter in this box must be at least seven digits long.


	▪	Require the user to reset their PIN the first time they sign in  Select this check box to force the user to reset their voice mail PIN when they access the voice mail system from a telephone using Outlook Voice Access for the first time. They will be prompted to enter a PIN that’s more familiar to them.It's a security best practice to force UM-enabled users to change their PIN when they first sign in to help protect against unauthorized access to their data and Inbox. This check box is selected by default.


	6.	On the Enable UM mailbox page, review your settings. Click Finish to enable the user for Unified Messaging. Click Back to make configuration changes.


To enable a user for Unified Messaging by using the Shell, run the following command.



	


	





	Enable-UMMailbox -Identity tonysmith@contoso.com -UMMailboxPolicy MyUMMailboxPolicy -Extensions 51234 -PIN 5643892 -NotifyEmail administrator@contoso.com -PINExpired $true








If required, you can configure a user that’s been enabled for UM by using the EAC:

	1.	In the EAC, navigate to Recipients > Mailboxes.


	2.	In the list view, select the mailbox for which you want to change the UM mailbox policy.


	3.	In the details pane, under Phone and Voice Features > Unified Messaging, click View details.


	4.	On the UM Mailbox page, click UM mailbox settings to view or change the following UM properties for an existing UM-enabled user:


	o	PIN Status  This display-only box shows the status of the user's mailbox. By default, when a user is UM-enabled, the PIN status is listed as Not locked out. However, if the user has input an incorrect Outlook Voice Access PIN multiple times, the status is listed as Locked Out.


	o	UM mailbox policy  This box shows the name of the UM mailbox policy associated with the UM-enabled user. You can click Browse to locate and specify the UM mailbox policy to be associated with this UM mailbox.


	o	Personal operator extension  Use this box to specify the operator extension number for the user. By default, an extension number isn't configured. The length of the extension number can be from 1 through 20 characters. This enables incoming calls for the UM-enabled user to be forwarded to the extension number that you specify in this box.


You can configure other types of operator extension numbers on dial plans and auto attendants. However, those extensions are generally meant for company-wide receptionists or operators. The personal operator extension setting could be used when an administrative assistant or personal assistant answers incoming calls for a specific user.

	5.	On the UM Mailbox page, under Other extensions, you can add, change, and view extension numbers for the user.


	o	To add an extension number, click Add [image: Add Icon]. On the Add another extension page, use Browse to select the UM dial plan, and then enter the extension number in the Extension number box.


	o	To remove an extension number, select the extension number you want to remove, and then click Remove [image: Remove].


	6.	If you make any changes, click Save.


If required, you can configure a user that’s been enabled for UM in the Shell by running the following command.



	


	





	Set-UMMailbox -Identity tony@contoso.com -CallAnsweringAudioCodec Wma -CallAnsweringRulesEnabled $false -FaxEnabled $false -UMSMSNotificationOption VoiceMail








Step 14: Configure your VoIP gateways, IP PBXs, and SIP-enabled PBXs to send all incoming calls to the Exchange 2013 Client Access servers

When Exchange 2013 Client Access and Mailbox servers are installed, they’re automatically enabled so they can answer incoming and outgoing voice calls and route voice mail messages to the intended recipients. When you’re installing your Exchange 2013 Client Access and Mailbox servers and deploying Unified Messaging, you don’t have to link or add Exchange 2013 Client Access or Mailbox servers to UM dial plans. Exchange 2013 Client Access and Mailbox servers answer all incoming calls and then use the UM dial plans to locate users.

The Exchange 2013 Client Access server is the entry point for any inbound calls or Session Initiation Protocol (SIP) requests for Unified Messaging. The service that handles the SIP requests on an Exchange 2013 Client Access server is the UM Call Router service and it runs on each Exchange 2013 Client Access server in your organization.

When you’re upgrading to Exchange 2013 UM, you should have already installed and configured single or multiple VoIP gateways to connect to the PBXs in your telephony network, or installed and configured Session Initiation Protocol (SIP)-enabled PBXs or IP PBXs.

The last step in the process of upgrading to Exchange 2013 UM is to configure the VoIP gateways, IP PBXs, or SIP-enabled PBXs to send incoming calls—including callers who want to leave voice mail for a user, calls from UM-enabled users calling in to Outlook Voice Access, and calls from callers that dial in to a UM auto attendant—to your Exchange 2013 Client Access servers. All these calls are received first by a VoIP gateway, IP PBX, or SIP-enabled PBX and then forwarded on to the Exchange 2013 Client Access servers in your Exchange 2013 organization. For more information, see the following resources:



UM services



Configuration notes for supported VoIP gateways, IP PBXs, and PBXs



Telephony advisor for Exchange 2013

Step 15: Disable call answering on an Exchange 2010 Unified Messaging server

You can disable call answering by disabling UM on an Exchange 2010 Unified Messaging server or by removing the UM server from a dial plan. When you disable UM, you prevent the UM server from answering incoming calls. You can choose to disconnect all calls immediately or wait for existing calls to be processed before disabling the Unified Messaging server. You’ll want to disable call answering before removing the server from a dial plan so that it will finish processing any incoming calls.

To disable Unified Messaging on an Exchange 2010 UM server by using the Exchange Management Console:

	1.	In the console tree of the EMC, navigate to Server Configuration > Unified Messaging.


	2.	In the result pane, select the Unified Messaging server to disable.


	3.	In the action pane, click one of the following:


	o	When you select the Disable Immediately option, the Unified Messaging server disconnects all calls connected to the Unified Messaging server.


	o	When you select the Disable After Completing Calls option, the Unified Messaging server won't accept new calls and won't be disabled until all calls have been processed.


	4.	In the confirmation dialog box, click Yes to continue.


To disable Unified Messaging on an Exchange 2010 UM server by using the Shell, run the following command.:



	


	





	Disable-UMServer -Identity MyUMServer -Immediate $true
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Tip:





	You can use the Disable-UMServer cmdlet from an Exchange 2010 UM server or the Disable-UMService cmdlet from an Exchange 2013 Mailbox server to disable call answering.








Step 16: Remove an Exchange 2010 Unified Messaging server from a dial plan

To process calls, an Exchange 2010 UM server must be added to at least one UM dial plan. A UM server can be added to multiple UM dial plans. You can remove an Exchange 2010 UM server from a UM dial plan. When you remove a UM server from a dial plan, the UM server will no longer answer calls or process UM calls for UM-enabled users.

To remove an Exchange 2010 UM server from a dial plan by using the Exchange Management Console:

	1.	In the console tree of the EMC, navigate to Server Configuration > Unified Messaging.


	2.	In the result pane, select the Unified Messaging server.


	3.	In the action pane, click Properties.


	4.	On the UM Settings tab, in the Associated Dial Plans section, click Remove.


	5.	In the confirmation dialog box, click Yes to confirm the deletion of the Exchange 2010 server from the UM dial plan.


	6.	Click OK to close the properties window.


To remove an Exchange 2010 UM server from a dial plan using the Shell, run the following command.



	


	





	$dp= Get-UMDialPlan "MySIPDialPlan"

$s=Get-UMServer -id MyUMServer

$s.dialplans-=$dp.identity

Set-UMServer -id MyUMServer -dialplans:$s.dialplans








In this example, there are three SIP URI dial plans: SipDP1, SipDP2 and SipDP3. This example removes the UM server named MyUMServer from the SipDP3 dial plan.



	


	





	Set-UMServer -id MyUMServer -DialPlans SipDP1,SipDP2








In this example, there are two SIP URI dial plans: SipDP1 and SipDP2. This example removes the UM server named MyUMServer from the SipDP2 dial plan.



	


	





	Set-UMServer -id MyUMServer -DialPlans SipDP1
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Tip:





	You can use the Set-UMServer cmdlet in the Shell on an Exchange 2010 Unified Messaging server or the Set-UMService cmdlet on an Exchange 2013 Mailbox server to remove an Exchange 2010 UM server from a single or multiple dial plans. For example, to remove a UM server from all dial plans, run the following command: Set-UMServer -identity MyUMServer -DialPlans $null








How do you know this worked?

After you’ve set up Unified Messaging, verify the following to ensure it’s working correctly:

	•	A user you’ve enabled for voice mail can sign in to Outlook Web App or Outlook and see a Welcome Message for Unified Messaging.


	•	UM users can receive voice messages.


	•	UM users can call in to an Outlook Voice Access number to listen to email, calendar items, and voice mail.


	•	UM is routing calls from outside of your organization, and you can place a call.






Configure the maximum call duration







	Configure the maximum call duration





	










	Connect your voice mail system to your telephone network > UM dial plans > UM dial plan procedures >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2012-11-09

You can specify the maximum number of minutes that an incoming call can be connected to the system without being transferred to a valid extension number before the call is ended. For most organizations, this value should be set to the default: 30 minutes. This setting applies to all calls, including incoming Outlook Voice Access calls, voice calls internal to your organization, voice calls into Unified Messaging (UM) auto attendants, and fax calls placed from outside your organization.

This value can be set to a number from 10 through 120. Setting this value too low can cause incoming calls to be disconnected before they're completed. For example, if your organization receives many large fax messages, you may want to consider increasing this value from the default so that all the pages of fax messages are received.

For additional tasks related to UM dial plans, see UM dial plan procedures.

What do you need to know before you begin?

	•	Estimated time to complete: Less than 1 minute.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "UM dial plans" entry in the Unified Messaging permissions topic.


	•	Before you perform these procedures, confirm that a UM dial plan has been created. For detailed steps, see Create a UM dial plan.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








What do you want to do?

Use the EAC to configure the maximum call duration

	1.	In the EAC, navigate to Unified Messaging > UM dial plans.


	2.	In the list view, select the UM dial plan you want to modify, and then click Edit [image: Edit icon].


	3.	On the UM dial plan page, click Configure.


	4.	In Settings, under Maximum call duration (minutes), enter the number in minutes.


	5.	Click Save.


Use the Shell to configure the maximum call duration

This example sets the maximum call duration to 10 minutes on a UM dial plan named MyUMDialPlan.



	


	





	Set-UMDialPlan -identity MyUMDialPlan -MaxCallDuration 10












UM hunt groups







	UM hunt groups





	










	Exchange Server 2013 > Unified Messaging > Connect your voice mail system to your telephone network >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2013-02-18

A telephony hunt group provides a way to distribute telephone calls from a single number to multiple extensions or telephone numbers. In Unified Messaging (UM), a UM hunt group is a logical representation of a telephony hunt group, and it links a UM IP gateway to a UM dial plan.

Looking for management tasks related to Unified Messaging hunt groups? See UM hunt group procedures.
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What is a hunt group? 

Hunt group is a term used to describe a group of Private Branch eXchange (PBX) or IP PBX extension numbers that are shared by users. Hunt groups are used to efficiently distribute calls into or out of a specific business unit. Creating and defining a hunt group minimizes the chance that a caller who places an incoming call will receive a busy signal when the call is received.

Hunt groups are used to locate an open line, extension, or channel when an incoming call is received. Calls are "rolled over" to the next available line when a primary phone line is busy or isn’t answered. The calling party gets a busy signal or is sent to voice mail only if no extensions in the group are open. For example, a PBX or IP PBX might be configured to have 10 extension numbers for the sales department. The 10 sales extension numbers would be configured as one hunt group.

The settings for a simple hunt group include a name, an extension number, a list of available group members, and a hunt group selection method. The hunt group selection method determines the order in which incoming calls are presented to the members of the hunt group.

There are multiple algorithms or methods that a PBX or IP PBX can use to locate an open line, extension, or channel. These include:

	•	Group hunt or ring all extensions  When an incoming call is received on the hunt group extension number, the PBX or IP PBX rings all extension numbers in the group.


	•	Start with lowest number or linear hunting  This is the default setting on most PBXs and IP PBXs. With this method, calls are routed to the first idle line in sequential order, starting with the first line in the group. This configuration is most often found on multiline phones at small businesses.


	•	Round-robin or circular hunting  With this method, calls are routed to the first idle line, starting with the line after the one that last handled a call. When calls are distributed using the "round-robin" method, if a call is delivered to line 1, the next call goes to line 2, the next to line 3, and so on. This process continues even if one of the previous lines becomes free. When the end of the hunt group is reached, the hunting starts over at the first line. Lines are skipped only if they are still busy on a previous call. Circular or round-robin hunting spreads call disruption evenly throughout all the calls, minimizing the possibility for a major disruption in service.


	•	Most-idle or uniform-distribution hunting  With this method, the call is routed to the first available line in the group that has been idle the longest. This method uses the length of time that the person taking the call has been busy instead of whether the line is available. This method is typically used in large call centers where the incoming calls are being answered by people and the load is distributed evenly across the group of extension numbers.


You can configure one or more hunt groups. Each hunt group must include a minimum of two lines. If a number is already being used in one hunt group, it won’t be available in another.

Following are examples of simple telephony hunt groups and how they work.

Example 1

Extension 300 (pilot number) is programmed so that when a call comes in, it rings extension 301, then 302, then 303, then 304.

	1.	Extension 301 is busy.


	2.	Extension 302 rings and isn’t answered.


	3.	Extension 303 answers the call.


	4.	Extension 304 is free and waiting for an incoming call.


Example 2

Extension 1000 (pilot number) is programmed so that when a call comes in, it rings all the extensions 2000 through 2003 at the same time:

	1.	Extension 2000 is free.


	2.	Extension 2001 is free.


	3.	Extension 2002 is free.


	4.	Extension 2003 answers the incoming call.


Return to top

What is a pilot number?

In a telephony network, a PBX or an IP PBX can be configured to have a single hunt group or multiple hunt groups. Each hunt group created on a PBX or IP PBX must have an associated pilot number. Using a pilot number helps to eliminate busy signals and to route incoming calls to the extension numbers that are available. The PBX or IP PBX uses the pilot number to locate the hunt group and in turn to locate the telephone extension number on which the incoming call was received and the extensions that are assigned to the hunt group. Without a defined pilot number, the PBX or IP PBX can't locate where the incoming call was received.

A pilot number is the address, extension, or location of the hunt group inside the PBX or IP PBX. It’s generally a blank extension number or one extension number from a hunt group of extension numbers that doesn't have a person or telephone associated with it. For example, you might configure a hunt group on a PBX or IP PBX to contain extension numbers 4100, 4101, 4102, 4103, 4104, and 4105. The pilot number for the hunt group is configured as extension 4100. When a call is received on extension number 4100, the PBX or IP PBX looks for the next available extension number to determine where to deliver the call. In this example, the PBX or IP PBX will use its programmed search algorithm to look at extension numbers 4101, 4102, 4103, 4104, and 4105.

Using a pilot number helps eliminate busy signals and helps route incoming calls to the extension numbers that are available. In Unified Messaging, the PBX or IP PBX pilot number is used as the target. If none of the extension numbers in the hunt group answer an incoming call, the call is routed to a Mailbox server running the Microsoft Exchange Unified Messaging service.

Return to top

What is a UM hunt group?

Unified Messaging hunt groups are critical to the operation of the UM system. A UM hunt group is a logical representation of an existing PBX or IP PBX hunt group. It’s used to link a UM IP gateway with a UM dial plan. A single UM hunt group can also link multiple UM IP gateways with a UM dial plan. By default, when you create a UM IP gateway and associate it with a UM dial plan, a UM hunt group is created, and you can also create other hunt groups. You must create at least one UM hunt group.

UM hunt groups are used to locate the PBX or IP PBX hunt group from which an incoming call is received. A pilot number defined for a hunt group on the PBX or IP PBX must also be defined for the UM hunt group. The pilot number is used to match the information presented for incoming calls using the Session Initiation Protocol (SIP) signaling information on the voice message. The pilot number enables Exchange servers to interpret the call together with the correct dial plan so that the call can be routed correctly. The absence of a hunt group prevents Exchange servers from knowing the location of the incoming call. Knowing the location of incoming calls enables the Exchange servers to accept the call header information that’s passed from the VoIP gateway, IP PBX, or SIP-enabled PBX. It’s very important that you configure your UM hunt groups correctly, because incoming calls that don't match the pilot number defined on the UM hunt group won’t be answered, and routing of incoming calls will fail.

In on-premises and hybrid deployments when you create a UM hunt group, you’re enabling all Client Access and Mailbox servers, regardless of whether they’ve been added to a UM dial plan, to communicate with a VoIP gateway, IP PBX, or SIP-enabled PBX. This is because all Client Access and Mailbox servers answer incoming calls for all dial plans, instead of for a specific UM dial plan like the UM server did in previous versions of Exchange. If you delete the UM hunt group, the associated UM IP gateway won’t be able to answer incoming calls from a VoIP gateway, IP PBX, or SIP-enabled PBX or place outgoing calls through the VoIP gateway, IP PBX or SIP-enabled PBX using the specified pilot number.

However, for on-premises and hybrid deployments if you’re integrating UM with Microsoft Office Communications Server 2007 R2 or Microsoft Lync Server, you must add all Client Access and Mailbox servers to all SIP URI dial plans that have been created to work with Communications Server 2007 R2 or Lync Server. This enables call routing and outdialing to work correctly.

For more information about UM IP gateways, see UM IP gateways.





Manage UM settings on a Client Access server







	Manage UM settings on a Client Access server





	










	Connect your voice mail system to your telephone network > UM services > UM services procedures >








Applies to: Exchange Server 2013

Topic Last Modified: 2013-04-09

After you install a Client Access server that is running the Microsoft Exchange Unified Messaging Call Router service, you can configure several options, including the number of concurrent calls, the TCP and Transport Layer Security (TLS) listening ports, the status, and the startup mode.
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Note:





	It’s not required that Client Access servers be added to a UM dial plan before it can process calls for Unified Messaging (UM), except when you’re integrating UM and Microsoft Office Communications Server 2007 R2 or Microsoft Lync Server. By default, all Client Access servers in an organization are available to answer incoming calls.








For additional tasks related to Unified Messaging and Client Access servers, see UM services procedures.

What do you need to know before you begin?

	•	Estimated time to complete: 5 minutes.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Client Access server (UM call router service)" entry in the Unified Messaging permissions topic.


	•	Verify that the Client Access server is installed, either on the same computer as the Mailbox server or on a separate computer.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








What do you want to do?

Use the Shell to configure Unified Messaging properties on a Client Access server

This example removes a Client Access server named MyClientAccessServer from all Session Initiation Protocol (SIP) dial plans.



	


	





	Set-UMCallRouterSettings -DialPlans $null - Server MyClientAccessServer








This example adds a Client Access server named MyClientAccessServer to a SIP dial plan named MySIPDialPlan and also sets the maximum number of incoming voice calls.



	


	





	Set-UMCallRouterSettings -DialPlans MySIPDialPlan -MaxCalls 150 -Server MyClientAccessServer








This example sets the SIP TCP listening port to 5077 and the startup mode to Dual mode on a Client Access server named MyClientAccessServer.



	


	





	Set-UMCallRouterSettings -Server MyClientAccessServer-SipTCPListeningPort 5077 -UMStartUpMode -Dual








Use the Shell to view Client Access server properties

This example displays a list of all the Client Access servers.



	


	





	Get-UMCallRouterSettings








This example displays a formatted list of properties for the Client Access server.



	


	





	Get-UMCallRouterSettings | Format-List












Set up a UM auto attendant







	Set up a UM auto attendant





	










	Unified Messaging > Automatically answer and route incoming calls > UM auto attendant procedures >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2012-11-05

In addition to allowing users access to voice mail, Unified Messaging (UM) allows you to create one or more UM auto attendants depending on the needs of your organization. UM auto attendants can be used to create a voice menu system for an organization that lets external and internal callers locate, place, or transfer calls to company users or departments in an organization.

For additional management tasks related to UM auto attendants, see UM auto attendant procedures.

Auto attendants

In telephony or Unified Messaging environments, an automated attendant or auto attendant menu system transfers callers to the extension of a user or department without the intervention of a receptionist or an operator. In many auto attendant systems, a receptionist or operator can be reached by pressing or saying zero. Some auto attendant systems use message-only information menus and voice menus so an organization can provide business hours, directions to the premises, information about job opportunities, and answers to other frequently asked questions. After the message plays, callers are forwarded to the receptionist or operator, or they can return to the main menu.

Although auto attendants can be very useful, if they aren't designed and configured correctly, they can confuse and frustrate callers. For example, especially in large organizations, when auto attendants aren't designed correctly, callers can be led through a lengthy series of questions and menu prompts before they’re finally transferred to a person to answer their questions.

How do I set up an auto attendant?

In the Exchange Administration Center (EAC), you set up and manage UM auto attendants to automatically answer calls to your organization and allow callers to self-select different options using the keys on their telephone. You can have just one UM auto attendant that provides basic menu navigation for callers to your organization, or you can have multiple nested and branching auto attendants that provide a richer experience for your callers. However, in both cases, you must plan and set up your auto attendants carefully.

To plan and create a new UM auto attendant structure, you need to do the following:

	1.	Decide whether you want to allow users to interact with the auto attendant using speech inputs.


	2.	Decide which language you want to use for your main auto attendant and whether you need to create other auto attendants to support more languages.


	3.	Decide on the business and non-business hours for the auto attendant and set the business hours using Business hours. Though it’s not required, you can also decide on the holiday schedule for this auto attendant.
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Note:





	You should also set the time zone on the attendant.








	4.	Decide whether you want standard system-generated business and non-business hours greetings or to create custom recordings for them.


If you want to use custom greetings, plan and record your business and non-business hour greetings to play to callers during business and non-business hours. If you need to, you can also create a custom informational announcement greeting. For example, for your business hours greeting you could use “Welcome to Contoso. For English, press or say 1, for Spanish, press or say 2.” For your non-business hours greeting, you could record the following script: "Welcome to Contoso. Our office is currently closed. We will be open on Monday at 8:00 am."

	5.	Plan your auto attendant structure based on your business needs. For example, one organization may be a multinational business with offices in both Germany and the UK, and thus need an auto attendant structure based on multiple languages. Another organization might have its corporate office at one site, Sales located at another site, and Customer Service located at a third site, and thus need an auto attendant that directly relates to the structure of the organization.


	6.	Decide if you’ll need DTMF fallback auto attendants or other auto attendants to use when auto attendant voice commands don’t work.


	7.	Plan the menu navigation for business hours and non-business hours. For each auto attendant, including DTMF auto attendants, you’ll need to plan and configure menu prompts and menu navigation entries. You’ll need to do this for both business and non-business hours.


	8.	The following is an example of a worksheet you could use to plan non-business hours menu navigation.




	Key


	Prompt/Navigation menu entry name


	Response to record





	1


	Language selection to use English.


	“Press or say 1 to use English.”





	2


	Account balance


	“Press or say 2 to get your account balance.”





	3


	Transfer to Sales


	"Press or say 3 to be transferred to our sales department."





	4


	Transfer to customer service


	“Press or say 4 to be transferred to the next customer service representative.”





	5


	Business hours


	No response needed.





	6


	Business location


	No response needed.








	9.	Using your menu navigation plan, record prompts that inform callers what they can do. For example, depending on the auto attendant structure for the non-business hours menu navigation shown in the table, you might record the following script: "To leave a message for Sales, press one. For our business hours, press two. For our address, press three."


	10.	Determine how callers will access your organization. Consider how they will search for and contact users in your organization. Also consider how to transfer callers, including how they’ll get to a live person or organization representative, and whether callers will access an operator during business and non-business hours.


	11.	Determine what calls you’ll allow callers to make when they’re using a specific auto attendant. For example, whether you want to allow callers to make calls to users in a single dial plan, to any extension, or whether you’ll allow them to make calls outside your organization.


	12.	After you've planned your auto attendant settings, greetings and menu navigation, and created audio files that contain your recorded greetings, menu navigation prompts, and menu navigation responses, you're ready to create and configure your auto attendant. Here's how:


	o	Create a UM auto attendant


	o	Manage a UM auto attendant


	13.	If you’ve created the auto attendant structure and settings, enable the UM auto attendant so it can start accepting calls.






Enable a customized non-business hours menu prompt







	Enable a customized non-business hours menu prompt





	










	Automatically answer and route incoming calls > UM auto attendant procedures > Set up a UM auto attendant >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2013-03-22

You can customize the menu prompt to be used by a Unified Messaging (UM) auto attendant outside business hours. After you create a UM auto attendant, a default system prompt (“Welcome to Unified Messaging”) is used as the menu prompt that callers hear after the non-business hours welcome greeting is played. Although the system prompt mustn't be replaced or changed, you can customize the greetings and menu prompts that are used with UM auto attendants. After you create a customized non-business hours menu prompt audio file, you must enable menu navigation entries on the UM auto attendant for non-business hours.

If you only want to include the name of your organization or business as part of the default system prompt, you can enter the name in the Business name box on the UM auto attendant. For details, see Enter a business name.
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Important:





	You must configure business hours on the auto attendant. When you configure business hours, the non-business hours are set automatically. For details, see Configure business hours.








For additional management tasks related to UM auto attendants, see UM auto attendant procedures.

What do you need to know before you begin?

	•	Estimated time to complete: 5 minutes.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "UM auto attendants" entry in the Unified Messaging permissions topic.


	•	Before you perform these procedures, confirm that a UM dial plan has been created. For detailed steps, see Create a UM dial plan.


	•	Before you perform these procedures, confirm that a UM auto attendant has been created. For detailed steps, see Create a UM auto attendant.


	•	Create a .wav or .wma file to be used for the menu prompt.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








What do you want to do?

Use the EAC to enable a customized non-business hours menu prompt

	1.	In the EAC, navigate to Unified Messaging > UM dial plans. In the list view, select the UM dial plan that you want to change, and then click Edit [image: Edit icon].


	2.	On the UM Dial Plan page, under UM Auto Attendants, select the UM auto attendant for which you want to enable a customized non-business hours menu prompt, and then click Edit [image: Edit icon].


	3.	On the UM Auto Attendant page > Menu navigation, under Non-business hours menu navigation, click Change, and then click Browse to locate the customized non-business hours menu prompt file.
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Important:





	The file you use for the menu prompt must be a .wav or .wma file.








	4.	After you've located the file, click Open, and then click Save.


Use the Shell to enable a customized non-business hours menu prompt

This example enables a UM auto attendant named MyUMAutoAttendant that has business hours configured to be 10:45 to 13:15 (Sunday), 09:00 to 17:00 (Monday), and 09:00 to 16:30 (Saturday) and holiday times and their associated greetings configured to be "New Year" on January 1, 2013, and "Building Closed for Construction" from April 24, 2013 through April 28, 2013.



	


	





	Set-UMAutoAttendant -Identity MyUMAutoAttendant -BusinessHoursSchedule 0.10:45-0.13:15,1.09:00-1.17:00,6.09:00-6.16:30 -HolidaySchedule "New Year,newyrgrt.wav,1/2/2013","Building Closed for Construction,construction.wav,4/24/2013,4/28/2013"








This example configures a UM auto attendant named MyAutoAttendant and enables non-business hours navigation menus so that when callers press 1, they’re forwarded to another UM auto attendant named SalesAutoAttendant. When they press 2, they’re forwarded to extension number 12345 for Support, and when they press 3, they’re sent to another UM auto attendant that plays an audio file.



	


	





	Set-UMAutoAttendant -Identity MyAutoAttendant -

AfterHoursKeyMappingEnabled $true -

AfterHoursKeyMapping "1,Sales,,SalesAutoAttendant","2,Support,12345","3,Directions,,,directions.wav"












Enable an informational announcement







	Enable an informational announcement





	










	Automatically answer and route incoming calls > UM auto attendant procedures > Set up a UM auto attendant >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2013-04-19

You can enable an informational announcement for a Unified Messaging (UM) auto attendant. When an informational announcement is enabled, it will play immediately after the business or non-business hours greeting. By default, an informational announcement isn't configured. To enable an informational announcement, create a .wav or .wma file to be used as the informational announcement, and then configure the auto attendant to use this sound file.

For additional management tasks related to UM auto attendants, see UM auto attendant procedures.

What do you need to know before you begin?

	•	Estimated time to complete: Less than 1 minute.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "UM auto attendants" entry in the Unified Messaging permissions topic.


	•	Before you perform these procedures, confirm that a UM dial plan has been created. For detailed steps, see Create a UM dial plan.


	•	Before you perform these procedures, confirm that a UM auto attendant has been created. For detailed steps, see Create a UM auto attendant.


	•	Create a .wav or .wma file to be used for the informational announcement.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








What do you want to do?

Use the EAC to enable an informational announcement

	1.	In the EAC, navigate to Unified Messaging > UM dial plans. In the list view, select the UM dial plan that you want to change, and then click Edit [image: Edit icon].


	2.	On the UM Dial Plan page, under UM Auto Attendants, select the UM auto attendant for which you want to enable an informational announcement, and then click Edit [image: Edit icon].


	3.	On the UM Auto Attendant page, > Greetings, under Informational announcement click Change, and then click Browse to locate the informational announcement file you created before you started this procedure.
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Important:





	The file you use for the greeting must be a .wav or .wma file.








	4.	After you've located the file, click Open, and then click Save.


Use the Shell to enable an informational announcement

This example enables an informational announcement that uses the MyInfoAnnouncement.wav file for the UM auto attendant named MyUMAutoAttendant.



	


	





	Set-UMAutoAttendant -Identity MyUMAutoAttendant -InfoAnnouncementEnabled $true -InfoAnnouncementFilename MyInfoAnnouncement.wav












Configure the number of sign-in failures before Outlook Voice Access users are disconnected







	Configure the number of sign-in failures before Outlook Voice Access users are disconnected





	










	Set up client voice mail features > Setting up Outlook Voice Access > Outlook Voice Access procedures >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2012-11-09

You can specify the number of sequential unsuccessful sign-in attempts that are allowed before a caller is disconnected. The value of this setting can be from 1 through 20. Setting this value too low can frustrate users. For most organizations, this value should be set to the default of three attempts.

For additional management tasks related to UM dial plans, see UM dial plan procedures.

What do you need to know before you begin?

	•	Estimated time to complete: Less than 1 minute.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "UM dial plans" entry in the Unified Messaging permissions topic.


	•	Before you perform these procedures, confirm that a UM dial plan has been created. For detailed steps, see Create a UM dial plan.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








What do you want to do?

Use the EAC to configure the number of sign-in failures before users are disconnected

	1.	In the EAC, navigate to Unified Messaging > UM dial plans.


	2.	In the list view, select the UM dial plan you want to modify, and then click Edit [image: Edit icon].


	3.	On the UM dial plan page, click Configure.


	4.	In Settings, under Number of sign-in failures before disconnecting, enter the number of sign-in failures.


	5.	Click Save.


Use the Shell to configure the number of sign-in failures before users are disconnected

This example sets the number of sign-in failures before users are disconnected to 5 for a UM dial plan named MyUMDialPlan.



	


	





	Set-UMDialPlan -identity MyUMDialPlan -LogonFailuresBeforeDisconnect 5












Create a call answering rule







	Create a call answering rule





	










	Set up client voice mail features > Allow voice mail users to forward calls > Forwarding calls procedures >








Topic Last Modified: 2013-05-07

You can use the Shell to create one or more call answering rules for a user. You can also use the New-UMCallAnsweringRule cmdlet in an Exchange Management Shell script to create call answering rules for multiple users.

Call answering rules are applied to incoming calls similar to the way Inbox rules are applied to incoming email messages. By default, when a user is enabled for Unified Messaging (UM), no call answering rules are configured. Even so, incoming calls are answered by the mail system and callers are prompted to leave a voice message.



	[image: Note]

Note:





	Users that are UM-enabled can sign in to Outlook Web App to create, manage, and remove call answering rules.








For additional management tasks related to Call Answering Rules, see Forwarding calls procedures.

What do you need to know before you begin?

	•	Estimated time to complete: Less than 1 minute.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "UM call answering rules" entry in the Unified Messaging permissions topic.


	•	Before you perform this procedure, confirm that a UM dial plan has been created. For detailed steps, see Create a UM dial plan.


	•	Before you perform this procedure, confirm that a UM mailbox policy has been created. For detailed steps, see Create a UM mailbox policy.


	•	Before you perform this procedure, confirm that the user's mailbox has been UM-enabled. For detailed steps, see Enable a user for voice mail.


	•	You can only use the Shell to perform this procedure.To learn how to open the Shell in your on-premises Exchange organization, see Open the Shell.To learn how to use Windows PowerShell to connect to Exchange Online, see Connect to Exchange Online using remote PowerShell.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








Use the Shell to create a call answering rule

This example creates the call answering rule MyCallAnsweringRule in the mailbox for Tony Smith with the priority of 2.



	


	





	New-UMCallAnsweringRule -Name MyCallAnsweringRule -Priority 2 -Mailbox tonysmith








This example creates the call answering rule MyCallAnsweringRule in the mailbox for Tony Smith and performs the following actions:

	•	Sets the call answering rule to two caller IDs.


	•	Sets the priority of the call answering rule to 2.


	•	Sets the call answering rule to allow callers to interrupt the greeting.




	


	





	New-UMCallAnsweringRule -Name MyCallAnsweringRule -CallerIds "1,4255550100,,","1,4255550123,," -Priority 2 -CallersCanInterruptGreeting $true -Mailbox tonysmith








This example creates the call answering rule MyCallAnsweringRule in the mailbox for Tony Smith and performs the following actions:



Sets the priority of the call answering rule to 2.



Creates key mappings for the call answering rule.



If the caller reaches the voice mail for the user and the status of the user is set to Busy, the caller can:

	o	Press the 1 key and be transferred to a receptionist at extension 45678.


	o	Press the 2 key so the Find Me feature will be used for urgent issues, ring extension 23456 first, and then ring extension 45671.




	


	





	New-UMCallAnsweringRule -Name MyCallAnsweringRule -Priority 2 -Mailbox tonysmith -ScheduleStatus 0x4 - -KeyMappings "1,1,Receptionist,,,,,45678,","5,2,Urgent Issues,23456,23,45671,50,,"












Voice Mail Preview advisor







	Voice Mail Preview advisor





	










	Unified Messaging > Set up client voice mail features > Allow users to see a voice mail transcript >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2013-02-22

Microsoft Exchange Unified Messaging (UM) includes a feature called Voice Mail Preview, which uses automatic speech recognition (ASR) to add a text version of the voice mail audio file to voice mail messages. ASR isn't entirely accurate, especially when it's used to record audio over a phone that contains unknown voices and noises. Some organizations require consistently error-free (or near-error-free) transcripts of voice messages. The Voice Mail Preview Partner program can help such organizations meet those requirements.

Voice Mail Preview uses Microsoft speech technologies to provide a text version of audio recordings. The voice mail text is displayed in email messages within Microsoft Outlook Web App, Outlook 2010 or later versions, and other email programs.

By default, when you enable a user for UM in an on-premises or hybrid deployment, voice mail previews will be sent if a supported UM language pack is installed. When you enable a user for UM in Exchange Online, all the UM language packs are installed. However, Voice Mail Preview isn’t supported in all languages that are installed.

There are Voice Mail Preview partners that offer enhanced transcription support and services for the Voice Mail Preview feature. These partners employ people to correct voice mail transcriptions that were created using ASR. Each Voice Mail Preview partner must meet a set of requirements to be certified to interoperate with Exchange UM.

If you determine that the voice mail previews sent to your users aren't accurate enough, you can contact one of the certified Voice Mail Preview partners listed at Microsoft Pinpoint and sign up with them at an additional cost.
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Overview

When Unified Messaging records the audio for a voice message, it uses ASR to create voice mail preview text from the audio file, and then submits the whole voice message for delivery to the user. For each voice message that's created, Unified Messaging determines a confidence level for the voice mail preview included with the message. It measures how well the sounds in the recording match the words, numbers, and phrases in the message. If the system finds matches easily, the confidence level will be high. A higher level of confidence is generally associated with a higher accuracy.

The accuracy of voice mail preview text depends on many factors, and sometimes those factors can't be controlled. However, the text is likely to be more accurate when:

	•	A simple voice message is left, and the caller doesn't use slang terms, technical jargon, or unusual words or phrases.


	•	The caller uses a language that's easily recognized and translated by the voice mail system. Generally, voice messages left by callers who don't speak too quickly or too softly and who don't have strong accents will produce more accurate sentences and phrases.


	•	The voice message is free of background noise and echoes, and the audio doesn't drop out.


Most customers who use Unified Messaging find that the voice mail previews are accurate enough for their users. However, when ASR is applied to recordings made over the phone by unknown voices and background noises, the voice mail preview text usually isn't completely accurate. If the level of confidence is consistently low or the voice mail previews that are received aren't very accurate, you can increase the accuracy of the voice mail previews that users receive as follows:

	•	Sign up for a voice transcription service from a Voice Mail Preview partner.


	•	After you've signed up with a Voice Mail Preview partner, set the partner up to work with UM. For more information about how to configure UM for a Voice Mail Preview partner, see Configure Voice Mail Preview partner services for users.


When you've signed up with a Voice Mail Preview partner, the Exchange servers in your organization redirect voice messages with the audio file attached to the Voice Mail Preview partner instead of generating voice mail preview text for voice messages and submitting the voice messages to the user’s mailbox. The email message with the voice mail preview text produced by the Voice Mail Preview partner is then submitted to the Exchange servers in your organization for delivery to the recipient's mailbox.
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Important:





	We recommend that all customers who plan to deploy Unified Messaging obtain the assistance of a UM specialist. A UM specialist helps you ensure that there's a smooth transition to UM from a legacy voice mail system. Performing a new deployment or upgrading a legacy voice mail system requires significant knowledge about VoIP gateways, IP PBXs, PBXs, session border controllers (SBCs), and Unified Messaging. For more information about how to contact a UM specialist, see the Microsoft Exchange Server 2013 Unified Messaging (UM) Specialists or Microsoft Pinpoint for Unified Messaging.








Return to top

Exchange Unified Messaging Voice Mail Partner program

To become certified as a Voice Mail Preview partner that interoperates with Exchange UM, the partner must implement the requirements contained in the Voice Mail Preview Interoperability Specification, and the partner solution must be certified by an independent certification vendor. If you're interested in certifying your transcription service to work with Exchange UM, submit a request to Voice Mail Preview Partners for Exchange Unified Messaging.

Voice Mail Preview partners certified for Exchange Unified Messaging

If you've already deployed Unified Messaging in your organization and you're looking for a certified Voice Mail Preview partner to provide transcription support services, see Microsoft PinPoint. These software vendors have been certified as interoperable with Exchange UM.

Configuring Voice Mail Preview partners

After UM has been configured, it forwards voice messages with the audio to a dedicated Voice Mail Preview partner, which then takes the audio file and creates the voice mail preview text. However, to allow users to receive the voice mail preview with their voice message in their mailbox, you must configure a UM mailbox policy, associate users with the UM mailbox policy, and then have the users verify that they can receive voice mail previews in their voice messages in Outlook 2010 or a later version or Outlook Web App. For more information about how to configure UM for a Voice Mail Preview partner, see Configure Voice Mail Preview partner services for users.

VoIP or media gateways and IP PBX support

Configuring VoIP gateways and IP PBXs for your organization is a difficult deployment task that must be completed correctly to successfully deploy Unified Messaging with a Voice Mail Preview partner. For information that can help you configure your VoIP gateways and IP PBXs, and for the most up-to-date information about how to configure them, see Telephony advisor for Exchange 2013 or Configuration notes for supported VoIP gateways, IP PBXs, and PBXs.

Testing interoperability of Exchange UM with VoIP gateways has been integrated with the Microsoft Unified Communications Open Interoperability Program. For more information, see Microsoft Unified Communications Open Interoperability Program.

Return to top





Retrieve voice mail PIN information







	Retrieve voice mail PIN information





	










	Unified Messaging > Set Outlook Voice Access PIN security > PIN security procedures >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2013-04-03

You can retrieve PIN information for a user who is enabled for Unified Messaging (UM). After a user has been enabled for UM-enabled and a PIN is generated or created, the PIN is encrypted and stored in the user's mailbox.

When you retrieve PIN information for a UM-enabled user, the information returned to you is calculated by using the encrypted PIN data stored in the user's mailbox. This lets you view information from the user's mailbox and also indicates whether the user has been locked out of the mailbox.

For additional tasks related to PIN security, see PIN security procedures.

What do you need to know before you begin?

	•	Estimated time to complete: Less than 1 minute.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "UM dial plans" entry in the Unified Messaging permissions topic.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "UM mailboxes" entry in the Unified Messaging permissions topic.


	•	Before you perform these procedures, confirm that a UM dial plan has been created. For detailed steps, see Create a UM dial plan.


	•	Before you perform these procedures, confirm that a UM mailbox policy has been created. For detailed steps, see Create a UM mailbox policy.


	•	Before you perform these procedures, confirm that the user's mailbox has been UM-enabled. For detailed steps, see Enable a user for voice mail.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








What do you want to do?

Use the EAC to retrieve PIN information for a UM-enabled user

	1.	In the EAC, navigate to Recipients. In the list view, select the user mailbox that you want to view.


	2.	In the details pane, under Phone and Voice Features, click View details.


	3.	On the UM Mailbox page > UM mailbox settings, view the PIN status for the user. On this page, you can also reset the voice mail PIN for the user.


Use the Shell to retrieve PIN information for a UM-enabled user

This example displays the user ID, whether a PIN is expired, whether the UM mailbox is locked out, and whether Tony is a first-time user.



	


	





	Get-UMMailboxPIN -identity tony@contoso.com












Testing and troubleshooting with the Test-UMConnectivity cmdlet







	Testing and troubleshooting with the Test-UMConnectivity cmdlet





	










	Exchange Server 2013 > Unified Messaging > Test and troubleshoot voice mail >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2013-06-25

After you install the Client Access and Mailbox servers and configure Unified Messaging, you can use multiple diagnostic tests and a software-based telephone application to test telephony connectivity and the operation of the Unified Messaging services.

Test-UMConnectivity

The Test-UMConnectivity cmdlet can be used to check connectivity to Client Access and Mailbox servers in several ways, depending on the parameters used with the cmdlet. For testing Unified Messaging functionality, you can use these tests:

	•	Local  The Test-UMConnectivity cmdlet verifies Voice over IP (VoIP) communication with the Mailbox servers running on the same local computer.


	•	Local with TUILogon  The Test-UMConnectivity cmdlet tries to establish VoIP communication with the Mailbox server running on the same computer. If it connects, it tries to sign in to one or more UM-enabled mailboxes by sending the extension number and PIN of the mailbox. If the –TUILogon parameter is supplied, the following parameter values must also be supplied with the appropriate information for the test mailbox:


	o	–Phone  This parameter must contain the extension number for the test mailbox.


	o	–PIN  This parameter must contain the PIN of the UM-enabled mailbox.


	o	–UMDialPlan  This parameter must contain the dial plan linked with the test mailbox.


	•	Remote  The Test-UMConnectivity cmdlet tries to connect to a remote Client Access server by placing a call through a VoIP gateway. After it connects, it performs connectivity checks on the remote Client Access server and the media paths.
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Note:





	If you receive the following message, you should restart the Microsoft Exchange Unified Messaging service because it has stopped or is not responding: "The Test-UMConnectivity task encountered an error while trying to make a call. Details: Unable to establish a connection."












Test UM operation







	Test UM operation





	










	Unified Messaging > Test and troubleshoot voice mail > Testing and troubleshooting with the Test-UMConnectivity cmdlet >








Applies to: Exchange Server 2010 Service Pack 2 (SP2)

Topic Last Modified: 2013-06-25

This topic explains how to use the Shell to test the operation of your voice mail system. When you perform the following procedure, the Mailbox server running the Microsoft Exchange Unified Messaging service initiates a diagnostic Session Initiation Protocol (SIP) call, and then returns a health state variable of UM services.

This diagnostic test can be run only on a local Mailbox server, and you can't test the operation of the Mailbox server using the EAC.

For additional management tasks related to Client Access and Mailbox servers, see UM services procedures.

What do you need to know before you begin?

	•	Estimated time to complete: 3 minutes.


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Mailbox server (UM service)" and “Client Access Server (UM call router service)” entries in the Unified Messaging permissions topic.


	•	To perform the following procedures, you must log on to the Mailbox server by using an account that's a member of the local Administrators group.


	•	Verify that the Mailbox server is installed, either on the same computer as the Client Access server or on a separate computer.


	•	Verify that the Client Access server is installed, either on the same computer as the Mailbox server or on a separate computer.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








Use the Shell to test the operation of the Unified Messaging services

This example performs connectivity and operational tests on the local Mailbox server, and then displays the Voice over IP (VoIP) connectivity information.



	


	





	Test-UMConnectivity








This example tests the ability for a local Client Access server to listen for incoming unencrypted SIP requests on TCP port 5060.



	


	





	Test-UMConnectivity -ListenPort 5060








This example tests the ability for a local Client Access server to listen for incoming encrypted SIP requests on TCP port 5061.



	


	





	Test-UMConnectivity -ListenPort 5061
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Note:





	Use mode 1 when the -UMIPGateway parameter isn't specified.
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Note:





	You can set the -Timeout parameter with a value of less than 5 seconds. However, we recommend that you always configure this parameter with a value of 5 seconds or more.












Exchange 2013 Client Access server configuration







	Exchange 2013 Client Access server configuration





	










	Exchange Server 2013 > Mailbox and Client Access servers > Client Access server >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-05-29

After you’ve installed the Exchange 2013 Client Access server, there are a variety of configuration tasks that you can perform. Although the Client Access server in Exchange 2013 doesn’t handle processing for the client protocols, several settings need to be applied to the Client Access server, including virtual directory settings and certificate settings.

Configuring server certificates

In Exchange 2013, you can use the Certificate Wizard to request a digital certificate from a certification authority. After you’ve requested a digital certificate, you’ll need to install it on the Client Access server.

You don’t need to install digital certificates on the Mailbox servers in your organization. A self-signed certificate is installed by default on the Mailbox servers, and it doesn’t need to be replaced. The Client Access servers in your organization implicitly trust the self-signed certificate on the Mailbox servers. For more information, see Exchange 2013 certificate management UI.

Configuring virtual directories

There are several settings that you can configure on the virtual directories for the Offline Address Book (OAB), Exchange Web Services, Exchange ActiveSync, Outlook Web App, and the Exchange Administration Center. For additional information about virtual directory management, see Virtual directory management. You can configure the virtual directories using the following commands.

	•	Exchange 2013 provides two sets of HTTP connectivity settings for Outlook Anywhere configuration so that administrators may configure both an internal and external endpoint.


To configure Outlook Anywhere with a single URL for connectivity, you must provide the host name, indicate whether SSL is required, and specify an authpackage using the following command in the Exchange Management Shell:



	


	





	Get-OutlookAnywhere | Set-OutlookAnywhere -InternalHostname "internalServer.contoso.com" -InternalClientAuthenticationMethod Ntlm -InternalClientsRequireSsl $true -IISAuthenticationMethods Negotiate,NTLM,Basic








You may also specify an externally reachable endpoint by using the following command in the Exchange Management Shell:



	


	





	Get-OutlookAnywhere | Set-OutlookAnywhere -InternalHostname "internalServer.contoso.com" -InternalClientAuthenticationMethod Ntlm -InternalClientsRequireSsl $true -ExternalHostname "externalServer.company.com" -ExternalClientAuthenticationMethod Basic -ExternalClientsRequireSsl $true -IISAuthenticationMethods Negotiate,NTLM,Basic
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Tip:





	While Exchange 2013 supports Negotiate for Outlook Anywhere HTTP authentication, this should only be used when all servers in the environment are running Exchange 2013.








	•	To configure Exchange ActiveSync, run the following command.




	


	





	Set-ActiveSyncVirtualDirectory -Identity "<CAS2013>\Microsoft-Server-ActiveSync (Default Web Site)" -ExternalUrl "https://mail.contoso.com/Microsoft-Server-ActiveSync"








	•	To configure the Exchange Web Services virtual directory, run the following command.




	


	





	Set-WebServicesVirtualDirectory -Identity "<CAS2013>\EWS (Default Web Site)" -ExternalUrl https://mail.contoso.com/EWS/Exchange.asmx








	•	To configure the Offline Address Book, run the following command.




	


	





	Set-OABVirtualDirectory -Identity "<CAS2013>\OAB (Default Web Site)" -ExternalUrl "https://mail.contoso.com/OAB"








	•	To configure the Service Connection Point, run the following command.




	


	





	Set-ClientAccessServer -Identity <CAS2013> -AutoDiscoverServiceInternalURI https://autodiscover.contoso.com/AutoDiscover/AutoDiscover.xml








Upgrade from Exchange 2007 and 2010 Client Access

Use this section to help you configure external access to protocols on the Exchange 2013 Client Access server. Run the Exchange Management Shell commands in the configuring virtual directories section above, as well as the commands below.

You'll have to run the following commands to configure the virtual directories for Exchange 2013.

	1.	To configure an external URL for Outlook Web App, run the following command in Exchange Management Shell.




	


	





	Set-OwaVirtualDirectory "<CAS2013>\OWA (Default Web Site)" -ExternalUrl https://mail.contoso.com/OWA








Run the following commands at a command prompt after you set the Outlook Web App virtual directory.



	


	





	Net stop IISAdmin /y










	


	





	Net start W3SVC








	2.	To configure external EAC access, run the following command in Exchange Management Shell.




	


	





	Set-EcpVirtualDirectory "<CAS2013>\ECP (Default Web Site)" -ExternalUrl https://mail.contoso.com/ECP -InternalURL https://mail.contoso.com/ECP








	3.	To configure the Availability service, run the following command in Exchange Management Shell.




	


	





	Set-WebServicesVirtualDirectory -Identity "<CAS2013>\EWS (Default Web Site)" -ExternalURL https://mail.contoso.com/EWS/Exchange.asmx








To verify that the external URL has been configured correctly for Exchange ActiveSync or Outlook Web App, you can use the Exchange Remote Connectivity Analyzer (ExRCA), a free Web-based tool provided by Microsoft. You can find ExRCA at: https://www.testexchangeconnectivity.com

To verify that authentication has been configured correctly for Exchange ActiveSync or Outlook Web App, you can also use ExRCA.

To verify that direct file access has been configured correctly for Outlook Web App, log on as a user to Outlook Web App using the public computer option and then try to access and save a file attached to an email message.

Configure protocols on the Exchange 2007 Client Access servers

You'll have to run the following commands to configure the virtual directories for Exchange 2007.

	•	To configure the external URL on the Exchange ActiveSync virtual directory, run the following command in Exchange Management Shell.




	


	





	Set-ActiveSyncVirtualDirectory -Identity "<CAS2007>\Microsoft-Server-ActiveSync (Default Web Site)" -ExternalUrl https://mail.contoso.com/Microsoft-Server-ActiveSync








	•	To configure the external URL on the Outlook Web App virtual directory, run the following command in Exchange Management Shell.




	


	





	Set-OwaVirtualDirectory -Identity "<CAS2007>\owa (Default Web Site)" -ExternalUrl https://legacy.contoso.com/owa












Remove a database availability group
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	High availability and site resilience > Managing high availability and site resilience > Managing database availability groups >








Applies to: Exchange Server 2013

Topic Last Modified: 2012-11-16

Removing a database availability group (DAG) is a quick and easy task. You can use the EAC or the Shell to remove a DAG.

Looking for other management tasks related to DAGs? Check out Managing database availability groups.

What do you need to know before you begin?

	•	Estimated time to complete: 1 minute


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Database availability groups" entry in the High availability and site resilience permissions topic.


	•	Before you can remove a DAG, the DAG must be empty. If the DAG you want to remove contains any Mailbox servers, you must first remove the servers from the DAG. For detailed steps about how to remove a Mailbox server from a DAG, see Manage database availability group membership.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection..








What do you want to do?

Use the EAC to remove a database availability group

	1.	Navigate to Servers > Database availability groups.


	2.	Select the DAG you want to remove and click Delete [image: Delete icon].


	3.	Click Yes to confirm the warning and remove the DAG.


Use the Shell to remove a database availability group

This example removes the DAG DAG1.



	


	





	Remove-DatabaseAvailabilityGroup -Identity DAG1








How do you know this worked?

To verify that you've successfully removed the DAG, do one of the following:

	•	In the EAC, go to Servers > Database Availability Groups, and see if the DAG is still displayed.


	•	In the Shell, run the following command to see if the DAG still exists:




	


	





	Get-DatabaseAvailabilityGroup <DAGName>








If the DAG was successfully deleted, the preceding command will produce an error message indicating the object could not be found.





Manage Exchange Management Shell access







	Manage Exchange Management Shell access





	










	Exchange Server 2013 > Exchange Management Shell >








Applies to: Exchange Server 2013

Topic Last Modified: 2012-11-19

Remote Shell in Microsoft Exchange Server 2013 enables you to manage your server running Exchange Server 2013 from a remote computer, either on your network or from the Internet. You can enable or disable a user’s ability to connect to an Exchange server using remote Shell. For more information about remote Shell, see Exchange Management Shell.

For additional management tasks related to remote Shell, see Connect to Exchange using remote Shell.

What do you need to know before you begin?

	•	Estimated time to complete each procedure: less than 5 minutes


	•	You need to be assigned permissions before you can perform this procedure or procedures. To see what permissions you need, see the "Remote Shell" entry in the Exchange and Shell infrastructure permissions topic.


	•	To use remote Shell, users must be a member of a management role group or be directly assigned a management role that enables the user to run Exchange cmdlets. For more information about role groups and management roles, see Permissions.


	•	You must use the Shell to perform these procedures.


	•	For information about keyboard shortcuts that may apply to the procedures in this topic, see Keyboard shortcuts in the Exchange admin center.
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Tip:





	Having problems? Ask for help in the Exchange forums. Visit the forums at: Exchange Server, Exchange Online, or Exchange Online Protection.








What do you want to do?

Enable remote Shell for a user

To enable remote Shell for a user, set the RemotePowerShellEnabled parameter to $True on the Set-User cmdlet. This example enables remote Shell for the user David.



	


	





	Set-User David -RemotePowerShellEnabled $True








For detailed syntax and parameter information, see Set-User.

After you enable remote Shell for a user, you may also want to:

	•	Manage role group members


	•	Open the Shell


Disable remote Shell for a user

To disable remote Shell for a user, set the RemotePowerShellEnabled parameter to $False on the Set-User cmdlet. This example disables remote Shell for the user David.



	


	





	Set-User David -RemotePowerShellEnabled $False








For detailed syntax and parameter information, see Set-User.





Cmdlet extension agents
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	Exchange Server 2013 > Exchange Management Shell >








Applies to: Exchange Server 2013

Topic Last Modified: 2012-12-05

Cmdlet extension agents are components in Microsoft Exchange Server 2013 invoked by Exchange 2013 cmdlets when the cmdlets run. As the name implies, cmdlet extension agents extend the capabilities of the cmdlets that invoke them by assisting in processing data or performing additional actions based on the requirements of the cmdlet. Cmdlet extension agents are available on any server role.

Agents can modify, replace, or extend functionality of Exchange Management Shell cmdlets. An agent can provide a value for a required parameter that isn't provided on a command, override a value provided by a user, perform other actions outside of the cmdlet workflow while a cmdlet runs, and more.

For example, the New-Mailbox cmdlet accepts the Database parameter that specifies the mailbox database in which to create a new mailbox. In Microsoft Exchange Server 2007, if you don't specify the Database parameter when you run the New-Mailbox cmdlet, the command fails. However, in Exchange 2013, the New-Mailbox cmdlet invokes the Mailbox Resources Management agent when the cmdlet runs. If the Database parameter isn't specified, the Mailbox Resources Management agent automatically determines a suitable mailbox database on which to create the new mailbox and inserts that value into the Database parameter.

Cmdlet extension agents can only be invoked by Exchange 2013 and Microsoft Exchange Server 2010 cmdlets. Exchange 2007 cmdlets and cmdlets provided by other Microsoft and third-party products can't invoke cmdlet extension agents. Scripts also can't invoke cmdlet extension agents directly. However, if scripts contain Exchange 2013 cmdlets, those cmdlets continue to call the cmdlet extension agents.

Looking for management tasks related to cmdlet extension agents? See Manage cmdlet extension agents.

Agent priority

The priority of an agent determines the order in which the agent is invoked while a cmdlet runs. An agent that has a higher priority, closer to zero, is invoked first. The priority of an agent becomes important when two or more agents attempt to set the value of the same property. The highest priority agent that attempts to set a property value succeeds, and all subsequent attempts to set the same property by lower priority agents are ignored. For example, if the Name property on an object is modified by an agent with a priority of 3 and another agent with a priority of 6 modifies the same object, the modification made by the agent with a priority of 6 is ignored.

If you want to use the Scripting agent to set the value of properties that might be set by other, higher priority agents, you have the following options:

	•	Disable the agent that currently sets the property.


	•	Set the Scripting agent to a priority higher than the existing agent you want to replace.


	•	Keep the priorities of the agents the same and make sure that the script that runs under the Scripting agent respects the value provided by the other agents.




	[image: Caution]

Caution:





	Changing the priority or replacing the functionality of a built-in agent is an advanced operation. Be sure that you completely understand the changes you're making.








For more information about changing the priority of an agent, see Manage cmdlet extension agents.

Built-in agents

Exchange 2013 includes several agents that can be invoked when a cmdlet runs. The following table lists the agents, their order, and whether the agents are enabled by default. You can't add or remove agents to or from a server running Exchange 2013. However, you can use the Scripting agent to run Windows PowerShell scripts to extend the functionality of the cmdlets that use it. For more information about the Scripting agent, see the “Scripting agent” section later in this topic.

You can enable or disable most agents or change the priority of the agents if you want to replace the functionality of a specific agent with functionality you provide in a custom script that you call using the Scripting agent. However, some agents can’t be disabled. Agents that can’t be disabled are called system agents and have their IsSystem property set to $True. The following table provides information about Exchange 2013 cmdlet extension agents, including system agents.

The configuration for agents is stored at the organization level. When you enable or disable an agent, or set its priority, you set that agent configuration across every server in the organization. The exception is adding scripts to the Scripting agent. You must update the scripts on each server individually. For more information about configuring scripts for use with the Scripting agent, see the “Scripting agent” section later in this topic.
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Caution:





	Changing the priority of agents, or enabling or disabling agents, can cause unintended effects if you don't completely understand what each agent does and how they interact with Exchange cmdlets. Before you change the configuration of any agent, be sure you fully understand the changes and results you want and that you verify that your custom script will work as intended.








Exchange 2013 cmdlet extension agents



	Agent name


	Priority


	Enabled by default


	System agent





	Admin Audit Log agent


	255


	True


	Yes





	Scripting agent


	6


	False


	No





	Mailbox Resources Management agent


	5


	True


	No





	OAB Resources Management agent


	4


	True


	No





	Query Base DN agent


	3


	True


	No





	Provisioning Policy agent


	2


	True


	No





	Rus agent


	1


	True


	No





	Mailbox Creation Time agent


	0


	True


	No








Scripting agent

You can use the Scripting agent cmdlet extension agent in Exchange 2013 to insert your own scripting logic into the execution of Exchange cmdlets. Using the Scripting agent, you can add conditions, override values, and set up reporting.



	[image: Caution]

Caution:





	When you enable the Scripting agent cmdlet extension agent, the agent is invoked every time a cmdlet is run on a server running Exchange 2013. This includes not only cmdlets run directly by you in the Exchange Management Shell, but also cmdlets run by Exchange services, and the Exchange Administration Center (EAC). We strongly recommend that you test your scripts and any changes you make to the configuration file before you copy your updated configuration file to your Exchange 2013 servers and enable the Scripting agent cmdlet extension agent.








Every time an Exchange cmdlet is run, the cmdlet invokes the Scripting agent cmdlet extension agent. When this agent is invoked, the cmdlet checks whether any scripts are configured to be invoked by the cmdlet. If a script should be run for a cmdlet, the cmdlet tries to invoke any APIs defined in the script. The following APIs are available and are invoked in the following order:

	1.	ProvisionDefaultProperties  This API can be used to set values of properties on objects when they're created. When you set a value, that value is returned to the cmdlet and the cmdlet sets the value on the property. You can fill in values on properties if the user didn't specify a value, or you can override the value specified by the user. This API respects the values set by higher priority agents. The Scripting agent cmdlet extension agent won't overwrite the values set by higher priority agents.


	2.	UpdateAffectedIConfigurable  This API can be used to set values of properties on objects after all other processing has been completed, but the Validate API hasn't yet been invoked. This API respects the values set by higher priority agents. The Scripting agent cmdlet extension agent won't overwrite the values set by higher priority agents.


	3.	Validate  This API can be used to validate the values on an object's properties that are about to be set by the cmdlet. This API is called just before a cmdlet writes any data. You can configure validation checks that allow a cmdlet to either succeed or fail. If a cmdlet passes the validation checks in this API, the cmdlet is allowed to write the data. If the cmdlet fails the validation checks, it returns any errors defined in this API.


	4.	OnComplete  This API is used after all cmdlet processing is complete. It can be used to perform post-processing tasks, such as writing data to an external database.
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Note:





	The Scripting agent cmdlet extension agent isn't invoked when cmdlets with the Get verb are run.








Scripting agent configuration file

The Scripting agent configuration file contains all the scripts that you want the Scripting agent to run. Scripts in the configuration file are contained within XML tags that define the beginning and end of the script and various input parameters required to pass data to the script. Scripts are written using Windows PowerShell syntax. The configuration file is an XML file that uses the elements or attributes in the following table.

Attributes of Scripting agent configuration file



	Element


	Attribute


	Description





	Configuration


	Not applicable


	This element contains all the scripts that the Scripting agent cmdlet extension agent can run. The Feature tag is a child of this tag.

There is only one Configuration tag in the configuration file.





	Feature


	Not applicable


	This element contains a set of scripts that relate to a feature. Each script, defined in the ApiCall child tag, extends a specific part of the cmdlet execution pipeline. This tag contains the Name and Cmdlets attributes.

There can be multiple Feature tags under the Configuration tag.





	


	Name


	This attribute contains the name of the feature. Use this attribute to help identify which feature is extended by the scripts contained within the tag.





	


	Cmdlets


	This attribute contains a list of the Exchange cmdlets used by the set of scripts in this feature extension. You can specify multiple cmdlets by separating each cmdlet with a comma.





	ApiCall


	Not applicable


	This element contains scripts that can extend a part of the cmdlet execution pipeline. Each script is defined by the API call name in the cmdlet execution pipeline it's extending. The following are the API names that can be extended:

	•	ProvisionDefaultProperties


	•	UpdateAffectedIConfigurable


	•	Validate


	•	OnComplete






	


	Name


	This attribute includes the name of the API call that's extending the cmdlet execution pipeline.





	Common


	Not applicable


	This element contains functions that can be used by any script in the configuration file.








Every Exchange 2013 server includes the file ScriptingAgentConfig.xml.sample in the <installation path>\V15\Bin\CmdletExtensionAgents folder. This file must be renamed to ScriptingAgentConfig.xml on every Exchange 2013 server if you enable the Scripting Agent cmdlet extension agent. The sample configuration file contains sample scripts that you can use to help you understand how to add scripts to the configuration file.

After you add a script to the configuration file, or if you make a change to the configuration file, you must update the file on every Exchange 2013 server in your organization. This must be done to make sure that each server contains an up-to-date version of the scripts that the Scripting Agent cmdlet extension agent runs.

Some characters typically used in scripts also have a special meaning in XML. To use these characters in your script, use escape sequences. For example, the following characters use an escape sequence:

	•	Instead of a greater than sign ( > ), use &gt;


	•	Instead of a less than sign ( < ), use $lt;


	•	Instead of an ampersand ( & ), use &amp;


Enable the Scripting agent

The Scripting agent cmdlet extension agent is disabled by default. When you enable the Scripting agent, the agent is enabled for the entire Exchange 2013 organization. Before you enable the Scripting agent, verify that the Scripting agent configuration file has been correctly renamed and updated with your scripts on every Exchange 2013 server. You will receive an error message each time a cmdlet runs if you don't rename the configuration file correctly or copy a configuration file to this computer from another Exchange 2013 server.

To enable the Scripting agent, you must do the following:

	1.	Rename the ScriptingAgentConfig.xml.sample file in <installation path>\V15\Bin\CmdletExtensionAgents to ScriptingAgentConfig.xml on every Exchange 2013 server in your organization.




	[image: Note]

Note:





	You can copy the configuration file from one Exchange 2013 server to other Exchange 2013 servers. Be sure you update the configuration file you want to copy before you copy it.








	2.	Add your script to the renamed configuration file on every Exchange 2013 server in your organization.


	3.	Enable the Scripting agent cmdlet extension agent. For more information about enabling cmdlet extension agents, see Manage cmdlet extension agents.


Scripting Agent priority

By default, the Scripting agent cmdlet extension agent runs after every other agent, with the exception of the Scripting agent agent. If you want a script you created to replace an existing agent, you must either disable the other agent or change the priority of either agent so that the Scripting agent cmdlet extension agent runs first. For more information about how to disable or change the priority of agents, see Manage cmdlet extension agents.





Syntax







	Add-IPBlockListEntry





	










	Exchange Management Shell > Exchange 2013 cmdlets > Anti-spam and anti-malware cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-01-12

This cmdlet is available or effective only on Edge Transport servers in on-premises Exchange Server 2013.

Use the Add-IPBlockListEntry cmdlet to add IP Block list entries to the IP Block list that's used by the Connection Filtering agent on Edge Transport servers.



	





	Add-IPBlockListEntry -IPRange <IPRange> <COMMON PARAMETERS>










	





	Add-IPBlockListEntry -IPAddress <IPAddress> <COMMON PARAMETERS>










	





	COMMON PARAMETERS: [-Comment <String>] [-Confirm [<SwitchParameter>]] [-ExpirationTime <DateTime>] [-Server <ServerIdParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example adds the IP address 192.168.0.100 to the list of blocked IP addresses.



	


	





	Add-IPBlockListEntry -IPAddress 192.168.0.100








EXAMPLE 2

This example adds the IP address range 192.168.0.1/24 to the list of blocked IP addresses and configures the IP Block list entry to expire at 23:59 on January 3, 2013.



	


	





	Add-IPBlockListEntry -IPRange 192.168.0.1/24 -ExpirationTime "1/3/2013 23:59"








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Anti-spam features - Edge Transport" entry in the Anti-spam and anti-malware permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	IPAddress


	Required


	System.Net.IPAddress


	The IPAddress parameter specifies a single IP address to add to the IP Block list, for example, 192.168.0.1.





	IPRange


	Required


	Microsoft.Exchange.Data.IPRange


	The IPRange parameter specifies a range of IP addresses to add to the IP Block list. You can use the following formats:

	•	CIDR IP   192.168.0.1/24


	•	IP address range  192.168.0.1-192.168.0.254.






	Comment


	Optional


	System.String


	The Comment parameter specifies an optional comment. If you specify a value that contains spaces, enclose the value in quotation marks ("), for example: "This is an admin note".





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	ExpirationTime


	Optional


	System.DateTime


	The ExpirationTime parameter specifies a day and time when the IP Block list entry that you're creating will expire. If you specify a time only, and you don't specify a date, the current day is assumed.

Use the short date format defined in the Regional Options settings for the computer on which the command is run. For example, if the computer is configured to use the short date format mm/dd/yyyy, enter 03/01/2010 to specify March 1, 2010. You can enter the date only, or you can enter the date and time of day. If you enter the date and time of day, you must enclose the argument in quotation marks ("), for example, "10/05/2010 5:00 PM".





	Server


	Optional


	Microsoft.Exchange.Configuration.Tasks.ServerIdParameter


	The Server parameter specifies the Exchange server on which you want to run this command. You can use any value that uniquely identifies the server. For example:

	•	Name


	•	FQDN


	•	Distinguished name (DN)


	•	Exchange Legacy DN


If you don't use the Server parameter, the command is run on the local server.

You can't use this parameter to configure other Edge Transport servers remotely.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Set-MailboxJunkEmailConfiguration





	










	Exchange Management Shell > Exchange 2013 cmdlets > Anti-spam and anti-malware cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-13

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Set-MailboxJunkEmailConfiguration cmdlet to configure the junk email rule for specific mailboxes.



	





	Set-MailboxJunkEmailConfiguration -Identity <MailboxIdParameter> [-BlockedSendersAndDomains <MultiValuedProperty>] [-Confirm [<SwitchParameter>]] [-ContactsTrusted <$true | $false>] [-DomainController <Fqdn>] [-Enabled <$true | $false>] [-IgnoreDefaultScope <SwitchParameter>] [-TrustedListsOnly <$true | $false>] [-TrustedSendersAndDomains <MultiValuedProperty>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example disables the junk email rule configuration for the user named David Pelton.



	


	





	Set-MailboxJunkEmailConfiguration "David Pelton" -Enabled $false








EXAMPLE 2

This example makes the following configuration changes to the junk email rule for the user named Michele Martin:

	•	Adds contoso.com and fabrikam.com as trusted domains without affecting any existing trusted domain entries.


	•	Adds jane@fourthcoffee.com as a blocked sender without affecting any existing blocked sender entries.




	


	





	Set-MailboxJunkEmailConfiguration "Michele Martin" -TrustedSendersAndDomains @{Add="contoso.com","fabrikam.com"} -BlockedSendersAndDomains @{Add="jane@fourthcoffee.com"}








EXAMPLE 3

This example identifies any mailboxes for which the junk email rule is configured to treat contacts as trusted senders and then changes the junk email configuration to not treat contacts as trusted senders.



	


	





	Get-MailboxJunkEmailConfiguration * | Where {$_.ContactsTrusted -eq $true} | Set-MailboxJunkEmailConfiguration -ContactsTrusted $false








Detailed Description

The junk email rule helps Microsoft Outlook and Outlook Web App users to automatically remove any spam that gets past anti-spam filters and reaches the users' mailboxes. With this cmdlet, users and administrators can make changes to the junk email rule that's configured for a specific mailbox.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Mailbox junk email configuration" entry in the Mail flow permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Identity parameter identifies the mailbox.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	BlockedSendersAndDomains


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The BlockedSendersAndDomains parameter specifies a list of the individual senders and domains that are blocked by the junk email rule.

To enter multiple values and overwrite any existing entries, use the following syntax: <value1>,<value2>.... If the values contain spaces or otherwise require quotation marks, you need to use the following syntax: "<value1>","<value2>"....

To add or remove one or more values without affecting any existing entries, use the following syntax: @{Add="<value1>","<value2>"...; Remove="<value1>","<value2>"...}.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	ContactsTrusted


	Optional


	System.Boolean


	The ContactsTrusted parameter specifies whether the contacts in the Contacts folder are treated as trusted senders. Valid input for this parameter is $true or $false.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	Enabled


	Optional


	System.Boolean


	The Enabled parameter enables or disables the junk email rule on this mailbox. Valid input for this parameter is $true or $false.





	IgnoreDefaultScope


	Optional


	System.Management.Automation.SwitchParameter


	The IgnoreDefaultScope parameter instructs the command to ignore the default recipient scope setting for the Exchange Management Shell session and use the entire forest as the scope. This allows the command to access Active Directory objects that aren't currently in the default scope. Using the IgnoreDefaultScope parameter introduces the following restrictions:

	•	You can't use the DomainController parameter. The command uses an appropriate global catalog server automatically.


	•	You can only use the DN for the Identity parameter. Other forms of identification, such as alias or GUID, aren't accepted.






	TrustedListsOnly


	Optional


	System.Boolean


	The TrustedListsOnly parameter specifies that only messages from trusted senders and domains are allowed to be sent to the mailbox. All other messages are considered spam by the junk email rule. Valid input for this parameter is $true or $false.





	TrustedSendersAndDomains


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The TrustedSendersAndDomains parameter specifies a list of the individual senders and domains that are considered trusted senders. Messages from these senders and domains aren't processed by the junk email rule.

To enter multiple values and overwrite any existing entries, use the following syntax: <value1>,<value2>.... If the values contain spaces or otherwise require quotation marks, you need to use the following syntax: "<value1>","<value2>"....

To add or remove one or more values without affecting any existing entries, use the following syntax: @{Add="<value1>","<value2>"...; Remove="<value1>","<value2>"...}.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Clear-ActiveSyncDevice





	










	Exchange Management Shell > Exchange 2013 cmdlets > Client Access cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-11

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Clear-ActiveSyncDevice cmdlet to delete all data from a mobile phone.

For information about the parameter sets in the Syntax section below, see Syntax.



	[image: Warning]

Warning:





	The Clear-ActiveSyncDevice cmdlet will be removed in a future version of Exchange. Use the Clear-MobileDevice cmdlet instead. If you have any scripts that use the Clear-ActiveSyncDevice cmdlet, update them to use the Clear-MobileDevice cmdlet.










	





	Clear-ActiveSyncDevice -Identity <MobileDeviceIdParameter> [-Cancel <SwitchParameter>] [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-NotificationEmailAddresses <MultiValuedProperty>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example clears all data from the mobile device with the identity WM_JeffHay.



	


	





	Clear-ActiveSyncDevice -Identity WM_JeffHay








EXAMPLE 2

This example clears all data from the mobile device for Tony Smith and sends a confirmation email message to tony@contoso.com.



	


	





	Clear-ActiveSyncDevice -Identity WM_TonySmith -NotificationEmailAddresses "tony@contoso.com"








EXAMPLE 3

This example cancels a previously sent Clear-ActiveSyncDevice command request for Tony Smith's mobile device.



	


	





	Clear-ActiveSyncDevice -Identity WM_TonySmith -Cancel $true








Detailed Description

The Clear-ActiveSyncDevice cmdlet deletes all user data from a mobile device the next time the device receives data from the server running Microsoft Exchange Server 2013. This cmdlet sets the DeviceWipeStatus parameter to $true. The mobile device acknowledges the cmdlet and records the time stamp in the DeviceWipeAckTime parameter.

After you run this cmdlet, you receive a warning that states: "This command will force all the data on the device to be permanently deleted. Do you want to continue?" You must respond to the warning for the cmdlet to run on the mobile phone.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Exchange ActiveSync user settings" entry in the Clients and mobile devices permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MobileDeviceIdParameter


	The Identity parameter specifies the identity of the device that you want to reset.





	Cancel


	Optional


	System.Management.Automation.SwitchParameter


	The Cancel switch specifies whether the command should be canceled. If you use the Cancel switch, a cancellation request is issued for the remote device wipe.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	NotificationEmailAddresses


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The NotificationEmailAddresses parameter specifies the notification email address for the remote device wipe confirmation.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-ActiveSyncDevice





	










	Exchange Management Shell > Exchange 2013 cmdlets > Client Access cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-11

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Get-ActiveSyncDevice cmdlet to retrieve the list of devices in your organization that have active Microsoft Exchange ActiveSync partnerships.



	[image: Warning]

Warning:





	The Get-ActiveSyncDevice cmdlet will be removed in a future version of Exchange. Use the Get-MobileDevice cmdlet instead. If you have any scripts that use the Get-ActiveSyncDevice cmdlet, update them to use the Get-MobileDevice cmdlet.










	





	Get-ActiveSyncDevice [-Identity <ActiveSyncDeviceIdParameter>] <COMMON PARAMETERS>










	





	Get-ActiveSyncDevice -Mailbox <MailboxIdParameter> <COMMON PARAMETERS>










	





	COMMON PARAMETERS: [-DomainController <Fqdn>] [-Filter <String>] [-Monitoring <SwitchParameter>] [-Organization <OrganizationIdParameter>] [-OrganizationalUnit <OrganizationalUnitIdParameter>] [-ResultSize <Unlimited>] [-SortBy <String>]








Examples

EXAMPLE 1

This example returns all the Exchange ActiveSync mobile devices that Tony Smith has used that are associated with his mailbox.



	


	





	Get-ActiveSyncDevice -Identity "TonySmith"








EXAMPLE 2

This example returns all the Exchange ActiveSync mobile devices that Tony Smith has used that are associated with his mailbox.



	


	





	Get-ActiveSyncDevice -Mailbox "Redmond\TonySmith"








Detailed Description

The Get-ActiveSyncDevice cmdlet returns identification, configuration, and status information for each device.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Mobile devices user settings" entry in the Clients and mobile devices permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Mailbox


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Mailbox parameter specifies the user whose mobile devices you want to retrieve.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	Filter


	Optional


	System.String


	The Filter parameter specifies a set of attributes used to filter the list of returned mobile devices.





	Identity


	Optional


	Microsoft.Exchange.Configuration.Tasks.ActiveSyncDeviceIdParameter


	The Identity parameter specifies the device to retrieve. One of the following values is used to identify a mobile device in Active Directory:

	•	GUID


	•	DeviceIdentity


	•	Multi-TenantID






	Monitoring


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The Monitoring parameter specifies whether mobile devices created by monitoring accounts are included in the Get-ActiveSyncDevice cmdlet output. The default value is $false.





	Organization


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationIdParameter


	The Organization parameter is reserved for internal Microsoft use.





	OrganizationalUnit


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationalUnitIdParameter


	The OrganizationalUnit parameter specifies the organizational unit (OU) where the task is run.





	ResultSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	The ResultSize parameter specifies the maximum number of results to return.





	SortBy


	Optional


	System.String


	The SortBy parameter specifies the attribute to sort by.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Set-MailboxCalendarConfiguration





	










	Exchange Management Shell > Exchange 2013 cmdlets > Client Access cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-13

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Set-MailboxCalendarConfiguration cmdlet to apply calendar settings for users using Microsoft Office Outlook Web App calendars. This affects how the user's calendar looks and how reminders work in Outlook Web App. This also affects settings that define how meeting invitations, responses, and notifications are sent to the user.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Set-MailboxCalendarConfiguration -Identity <MailboxIdParameter> [-Confirm [<SwitchParameter>]] [-DefaultReminderTime <TimeSpan>] [-DomainController <Fqdn>] [-FirstWeekOfYear <LegacyNotSet | FirstDay | FirstFourDayWeek | FirstFullWeek>] [-RemindersEnabled <$true | $false>] [-ReminderSoundEnabled <$true | $false>] [-ShowWeekNumbers <$true | $false>] [-TimeIncrement <FifteenMinutes | ThirtyMinutes>] [-WeekStartDay <Sunday | Monday | Tuesday | Wednesday | Thursday | Friday | Saturday>] [-WhatIf [<SwitchParameter>]] [-WorkDays <None | Sunday | Monday | Tuesday | Wednesday | Thursday | Friday | Saturday | Weekdays | WeekendDays | AllDays>] [-WorkingHoursEndTime <TimeSpan>] [-WorkingHoursStartTime <TimeSpan>] [-WorkingHoursTimeZone <ExTimeZoneValue>]








Examples

EXAMPLE 1

This example disables the calendar reminders for the user Peter.



	


	





	Set-MailboxCalendarConfiguration -Identity Peter -RemindersEnabled $false








EXAMPLE 2

This example sets the time zone of the work hours' start and end times to Pacific Standard Time for the user Peter.



	


	





	Set-MailboxCalendarConfiguration -Identity Peter -WorkingHoursTimeZone "Pacific Standard Time"








EXAMPLE 3

This example sets the working day's starting hour in Tony's calendar to the specified time.



	


	





	Set-MailboxCalendarConfiguration -Identity tony -WorkingHoursStartTime 07:00:00








Detailed Description

The Set-MailboxCalendarConfiguration cmdlet was created primarily to allow users to manage their calendar settings. However, administrators who have the Organization Management or Recipient Management management roles may configure the calendar settings for users by using the Exchange Management Shell.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Calendar configuration" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Identity parameter specifies the user account to be set.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DefaultReminderTime


	Optional


	System.TimeSpan


	The DefaultReminderTime parameter specifies the length of time before each meeting or appointment that Outlook Web App should show the reminder. Values are expressed in "DD.HH:MM:SS" time span format within quotation marks, where DD refers to days, HH refers to hours, MM refers to minutes, and SS refers to seconds.

Valid values are as follows:

00:00:00, 00:05:00, 00:10:00, 00:15:00, 00:30:00, 01:00:00, 02:00:00, 03:00:00, 04:00:00, 08:00:00, 12:00:00, 1.00:00:00, 2.00:00:00, 3.00:00:00, 7.00:00:00, 14.00:00:00





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	FirstWeekOfYear


	Optional


	Microsoft.Exchange.Data.Storage.Management.FirstWeekRules


	The FirstWeekOfYear parameter specifies when the first week of the year will start when show week numbers has been turned on in Outlook Web App by the user, or by using the Shell to set the ShowWeekNumbers parameter to $true. The FirstWeekOfYear parameter can have the following values:

	•	LegacyNotSet  A null value that appears only when the mailbox has been moved from an earlier version of Exchange. It can't be set using the Shell.


	•	FirstDay  Causes the week numbers to start on the first day of the year.


	•	FirstFourDayWeek  Causes the week numbers to start on the first week that has at least four days.


	•	FirstFullWeek  Causes the week numbers to start on the first seven day week.




	[image: Note]

Note:





	The first day of the week can be set by using the WeekStartDay parameter.












	RemindersEnabled


	Optional


	System.Boolean


	The RemindersEnabled parameter specifies whether Outlook Web App provides a visual indicator when a calendar reminder is due. Reminders are enabled by default ($true).





	ReminderSoundEnabled


	Optional


	System.Boolean


	The ReminderSoundEnabled parameter specifies whether a sound is played when a reminder is due. The reminder sound is enabled by default ($true).





	ShowWeekNumbers


	Optional


	System.Boolean


	The ShowWeekNumbers parameter specifies whether the date picker in the Outlook Web App calendar shows the week number.





	TimeIncrement


	Optional


	Microsoft.Exchange.Data.Storage.Management.HourIncrement


	The TimeIncrement parameter specifies the minutes in which the Outlook Web App calendar shows time. For example, FifteenMinutes is mapped to 15 minutes.





	WeekStartDay


	Optional


	Microsoft.Exchange.Data.Storage.Management.DayOfWeek


	The WeekStartDay parameter specifies the first day of the work week. The valid values for this parameter are Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, and Saturday.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.





	WorkDays


	Optional


	Microsoft.Exchange.Data.DaysOfWeek


	The WorkDays parameter specifies the work days in the calendar.

Valid values for this parameter are Weekdays, AllDays, WeekEndDays, Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday and None. The default value is Weekdays.

You can specify multiple values separated by commas, but redundant values are ignored. For example, entering Weekdays,Monday results in the value Weekdays.





	WorkingHoursEndTime


	Optional


	System.TimeSpan


	The WorkingHoursEndTime parameter specifies the time in hours, minutes, and seconds (hh:mm:ss) that the work day ends.

For example, to state the time as 5:00 P.M., use 17:00:00.





	WorkingHoursStartTime


	Optional


	System.TimeSpan


	The WorkingHoursStartTime parameter specifies the time in hours, minutes, and seconds (hh:mm:ss) that the work day starts.

For example, to state the time as 8:00 A.M., use 08:00:00.





	WorkingHoursTimeZone


	Optional


	Microsoft.Exchange.Data.Storage.Management.ExTimeZoneValue


	The WorkingHoursTimeZone parameter specifies the time zone used by the user's working hour start and end times.

Two types of formats are supported as follows:

	•	GMT (Greenwich Mean Time), for example, GMT-08:00


	•	Time zone key name, for example, Pacific Standard Time (PST)









Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	New-MobileDeviceMailboxPolicy





	










	Exchange Management Shell > Exchange 2013 cmdlets > Client Access cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-05-16

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the New-MobileDeviceMailboxPolicy cmdlet to create Microsoft mobile device mailbox policies.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	New-MobileDeviceMailboxPolicy -Name <String> [-AllowApplePushNotifications <$true | $false>] [-AllowBluetooth <Disable | HandsfreeOnly | Allow>] [-AllowBrowser <$true | $false>] [-AllowCamera <$true | $false>] [-AllowConsumerEmail <$true | $false>] [-AllowDesktopSync <$true | $false>] [-AllowExternalDeviceManagement <$true | $false>] [-AllowGooglePushNotifications <$true | $false>] [-AllowHTMLEmail <$true | $false>] [-AllowInternetSharing <$true | $false>] [-AllowIrDA <$true | $false>] [-AllowMicrosoftPushNotifications <$true | $false>] [-AllowMobileOTAUpdate <$true | $false>] [-AllowNonProvisionableDevices <$true | $false>] [-AllowPOPIMAPEmail <$true | $false>] [-AllowRemoteDesktop <$true | $false>] [-AllowSimplePassword <$true | $false>] [-AllowSMIMEEncryptionAlgorithmNegotiation <BlockNegotiation | OnlyStrongAlgorithmNegotiation | AllowAnyAlgorithmNegotiation>] [-AllowSMIMESoftCerts <$true | $false>] [-AllowStorageCard <$true | $false>] [-AllowTextMessaging <$true | $false>] [-AllowUnsignedApplications <$true | $false>] [-AllowUnsignedInstallationPackages <$true | $false>] [-AllowWiFi <$true | $false>] [-AlphanumericPasswordRequired <$true | $false>] [-ApprovedApplicationList <ApprovedApplicationCollection>] [-AttachmentsEnabled <$true | $false>] [-Confirm [<SwitchParameter>]] [-DeviceEncryptionEnabled <$true | $false>] [-DevicePolicyRefreshInterval <Unlimited>] [-DomainController <Fqdn>] [-IrmEnabled <$true | $false>] [-IsDefault <$true | $false>] [-MaxAttachmentSize <Unlimited>] [-MaxCalendarAgeFilter <All | TwoWeeks | OneMonth | ThreeMonths | SixMonths>] [-MaxEmailAgeFilter <All | OneDay | ThreeDays | OneWeek | TwoWeeks | OneMonth>] [-MaxEmailBodyTruncationSize <Unlimited>] [-MaxEmailHTMLBodyTruncationSize <Unlimited>] [-MaxInactivityTimeLock <Unlimited>] [-MaxPasswordFailedAttempts <Unlimited>] [-MinPasswordComplexCharacters <Int32>] [-MinPasswordLength <Int32>] [-MobileOTAUpdateMode <MajorVersionUpdates | MinorVersionUpdates | BetaVersionUpdates>] [-Organization <OrganizationIdParameter>] [-PasswordEnabled <$true | $false>] [-PasswordExpiration <Unlimited>] [-PasswordHistory <Int32>] [-PasswordRecoveryEnabled <$true | $false>] [-RequireDeviceEncryption <$true | $false>] [-RequireEncryptedSMIMEMessages <$true | $false>] [-RequireEncryptionSMIMEAlgorithm <TripleDES | DES | RC2128bit | RC264bit | RC240bit>] [-RequireManualSyncWhenRoaming <$true | $false>] [-RequireSignedSMIMEAlgorithm <SHA1 | MD5>] [-RequireSignedSMIMEMessages <$true | $false>] [-RequireStorageCardEncryption <$true | $false>] [-UnapprovedInROMApplicationList <MultiValuedProperty>] [-UNCAccessEnabled <$true | $false>] [-WhatIf [<SwitchParameter>]] [-WSSAccessEnabled <$true | $false>]








Examples

EXAMPLE 1

This example creates the mobile device mailbox policy Sales Policy that has several preconfigured values.



	


	





	New-MobileDeviceMailboxPolicy -Name "Sales Policy" -PasswordEnabled $true -AlphanumericPasswordRequired $true -PasswordRecoveryEnabled $true -IsDefault $false -AttachmentsEnabled $false -AllowStorageCard $true








EXAMPLE 2

This example creates the mobile device mailbox policy Management that has several preconfigured values. Users assigned to this policy should have an Enterprise client access license (CAL) to use many of these features.



	


	





	New-MobileDeviceMailboxPolicy -Name Management -AllowBluetooth $true -AllowBrowser $true -AllowCamera $true -AllowPOPIMAPEmail $false -PasswordEnabled $true -AlphanumericPasswordRequired $true -PasswordRecoveryEnabled $true -MaxEmailAgeFilter TwoWeeks -AllowWiFi $true -AllowStorageCard $true








EXAMPLE 3

This example creates the mobile device mailbox policy Contoso Policy that has several preconfigured values. This policy is configured to be the default policy for the organization. The default policy is assigned to all new users.



	


	





	New-MobileDeviceMailboxPolicy -Name "Contoso Policy" -PasswordEnabled $true -AlphanumericPasswordRequired $true -PasswordRecoveryEnabled $true -MinPasswordComplexCharacters 3 -IsDefault $true -PasswordHistory 10








Detailed Description

Mobile device mailbox policies define settings for mobile devices that are used to access mailboxes in your organization. The default mobile device mailbox policy is applied to all new mailboxes that you create. You can assign a mobile device mailbox policy to existing mailboxes by using the Set-CASMailbox cmdlet, or by editing the mailbox properties in the Exchange admin center (EAC).



	[image: Note]

Note:





	Some mobile device mailbox policy settings require the mobile device to have certain built-in features that enforce these security and device management settings. If your organization allows all devices, you need to set the AllowNonProvisionableDevices parameter to $true. This allows devices that can't enforce all policy settings to synchronize with your server.








You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Mobile device mailbox policy settings" entry in the Clients and mobile devices permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Name


	Required


	System.String


	The Name parameter specifies the name of the mobile device mailbox policy. You can use any value that uniquely identifies the policy. For example:

	•	Name


	•	Distinguished name (DN)


	•	GUID


The name of the built-in mobile device mailbox policy is Default.





	AllowApplePushNotifications


	Optional


	System.Boolean


	This parameter is available only in the cloud-based service.

The AllowApplePushNotifications parameter specifies whether push notifications are allowed for Apple mobile devices. Valid input for this parameter is $true or $false. The default value is $true.





	AllowBluetooth


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.BluetoothType


	The AllowBluetooth parameter specifies whether the Bluetooth capabilities of the mobile device are allowed. The available options are Disable, HandsfreeOnly, and Allow. The default value is Allow.





	AllowBrowser


	Optional


	System.Boolean


	The AllowBrowser parameter specifies whether Microsoft Pocket Internet Explorer is allowed on the mobile device. Valid input for this parameter is $true or $false. The default value is $true. This parameter doesn't affect third-party browsers.





	AllowCamera


	Optional


	System.Boolean


	The AllowCamera parameter specifies whether the mobile device's camera is allowed. Valid input for this parameter is $true or $false. The default value is $true.





	AllowConsumerEmail


	Optional


	System.Boolean


	The AllowConsumerEmail parameter specifies whether the user can configure a personal email account on the mobile device. Valid input for this parameter is $true or $false. The default value is $true. This parameter doesn't control access to email accounts using third-party mobile device email programs.





	AllowDesktopSync


	Optional


	System.Boolean


	The AllowDesktopSync parameter specifies whether the mobile device can synchronize with a desktop computer through a cable. Valid input for this parameter is $true or $false. The default value is $true.





	AllowExternalDeviceManagement


	Optional


	System.Boolean


	The AllowExternalDeviceManagement parameter specifies whether an external device management program is allowed to manage the mobile device. Valid input for this parameter is $true or $false. The default value is $false.





	AllowGooglePushNotifications


	Optional


	System.Boolean


	This parameter is available only in the cloud-based service.

The AllowGooglePushNotifications parameter controls whether the user can receive push notifications from Google for OWA for Devices. Valid input for this parameter is $true or $false. The default value is $true.





	AllowHTMLEmail


	Optional


	System.Boolean


	The AllowHTMLEmail parameter specifies whether HTML-formatted email is enabled on the mobile device. Valid input for this parameter is $true or $false. The default value is $true. If set to $false, all email is converted to plain text before synchronization occurs.





	AllowInternetSharing


	Optional


	System.Boolean


	The AllowInternetSharing parameter specifies whether the mobile device can be used as a modem to connect a computer to the Internet. This process is also known as tethering. Valid input for this parameter is $true or $false. The default value is $true.





	AllowIrDA


	Optional


	System.Boolean


	The AllowIrDA parameter specifies whether infrared connections are allowed to the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	AllowMicrosoftPushNotifications


	Optional


	System.Boolean


	This parameter is available only in the cloud-based service.

The AllowMicrosoftPushNotifications parameter specifies whether push notifications are enabled on the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	AllowMobileOTAUpdate


	Optional


	System.Boolean


	The AllowMobileOTAUpdate parameter specifies whether the policy can be sent to the mobile device over a cellular data connection. Valid input for this parameter is $true or $false. The default value is $true.





	AllowNonProvisionableDevices


	Optional


	System.Boolean


	The AllowNonProvisionableDevices parameter specifies whether all mobile devices can synchronize with Exchange. Valid input for this parameter is $true or $false. The default value is $true.

When set to $true, this parameter enables all mobile devices to synchronize with Exchange, regardless of whether the device can enforce all settings that are defined by the policy. This also includes mobile devices managed by a separate device management system. When set to $false, this parameter blocks mobile devices that aren't provisioned from synchronizing with Exchange.





	AllowPOPIMAPEmail


	Optional


	System.Boolean


	The AllowPOPIMAPEmail parameter specifies whether the user can configure a POP3 or IMAP4 email account on the mobile device. Valid input for this parameter is $true or $false. The default value is $true. This parameter doesn't control access by third-party email programs.





	AllowRemoteDesktop


	Optional


	System.Boolean


	The AllowRemoteDesktop parameter specifies whether the mobile device can initiate a remote desktop connection. Valid input for this parameter is $true or $false. The default value is $true.





	AllowSimplePassword


	Optional


	System.Boolean


	The AllowSimplePassword parameter specifies whether a simple password is allowed on the mobile device. A simple password is a password that has a specific pattern, such as 1111 or 1234. Valid input for this parameter is $true or $false. The default value is $true.





	AllowSMIMEEncryptionAlgorithmNegotiation


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.SMIMEEncryptionAlgorithmNegotiationType


	The AllowSMIMEEncryptionAlgorithmNegotiation parameter specifies whether the messaging application on the mobile device can negotiate the encryption algorithm if a recipient's certificate doesn't support the specified encryption algorithm. Valid values for this parameter are:

	•	AllowAnyAlgorithmNegotiation


	•	BlockNegotiation


	•	OnlyStrongAlgorithmNegotiation


The default value is AllowAnyAlgorithmNegotiation.





	AllowSMIMESoftCerts


	Optional


	System.Boolean


	The AllowSMIMESoftCerts parameter specifies whether S/MIME software certificates are allowed on the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	AllowStorageCard


	Optional


	System.Boolean


	The AllowStorageCard parameter specifies whether the mobile device can access information stored on a storage card. Valid input for this parameter is $true or $false. The default value is $true.





	AllowTextMessaging


	Optional


	System.Boolean


	The AllowTextMessaging parameter specifies whether text messaging is allowed from the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	AllowUnsignedApplications


	Optional


	System.Boolean


	The AllowUnsignedApplications parameter specifies whether unsigned applications can be installed on the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	AllowUnsignedInstallationPackages


	Optional


	System.Boolean


	The AllowUnsignedInstallationPackages parameter specifies whether unsigned installation packages are allowed to run on the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	AllowWiFi


	Optional


	System.Boolean


	The AllowWiFi parameter specifies whether wireless Internet access is allowed on the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	AlphanumericPasswordRequired


	Optional


	System.Boolean


	The AlphanumericPasswordRequired parameter specifies whether the password for the mobile device must be alphanumeric. Valid input for this parameter is $true or $false. The default value is $false.





	ApprovedApplicationList


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.ApprovedApplicationCollection


	The ApprovedApplicationList parameter specifies a configured list of approved applications for the device.





	AttachmentsEnabled


	Optional


	System.Boolean


	The AttachmentsEnabled parameter specifies whether attachments can be downloaded on the mobile device. Valid input for this parameter is $true or $false. The default value is $true.

When set to $false, this parameter blocks the user from downloading attachments on the mobile device.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DeviceEncryptionEnabled


	Optional


	System.Boolean


	The DeviceEncryptionEnabled parameter specifies whether encryption is enabled on the mobile device. Valid input for this parameter is $true or $false. The default value is $false.

When this parameter is set to $true, device encryption is enabled on the mobile device.





	DevicePolicyRefreshInterval


	Optional


	Microsoft.Exchange.Data.Unlimited


	The DevicePolicyRefreshInterval parameter specifies how often the policy is sent to the mobile device.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.

The default value is Unlimited.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	IrmEnabled


	Optional


	System.Boolean


	The IrmEnabled parameter specifies whether Information Rights Management (IRM) is enabled for the mobile device. Valid input for this parameter is $true or $false. The default value is $true.





	IsDefault


	Optional


	System.Boolean


	The IsDefault parameter specifies whether this policy is the default mobile device mailbox policy. Valid input for this parameter is $true or $false. The default value for the built-in mobile device mailbox policy named Default is $true. The default value for new mobile device mailbox policies that you create is $false.

There can be only one default policy. If another policy is currently set as the default, and you set this parameter to $true, this policy becomes the default policy. The value of this parameter on the other policy is automatically changed to $false, and that policy is no longer the default policy.





	MaxAttachmentSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	The MaxAttachmentSize parameter specifies the maximum size of attachments that can be downloaded to the mobile device. Valid input for this parameter is a size value between 0 and 2147482624 bytes (approximately 2 GB), or the value Unlimited. The default value is Unlimited.

Unqualified values are treated as bytes. You can qualify the value with KB (kilobytes), MB (megabytes) or GB (gigabytes). For example, to set the limit to 4 kilobytes, enter the value 4096 or 4KB.

The maximum value is 1024 bytes (one kilobyte) less than two gigabytes (2*1024^3), so these are the maximum qualified values you can use with this parameter.

	•	2097151KB


	•	2047.999024MB


	•	1.999999047GB






	MaxCalendarAgeFilter


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.CalendarAgeFilterType


	The MaxCalendarAgeFilter parameter specifies the maximum range of calendar days that can be synchronized to the mobile device. Valid values for this parameter are:

	•	All


	•	TwoWeeks


	•	OneMonth


	•	ThreeMonths


	•	SixMonths


The default value is All.





	MaxEmailAgeFilter


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.EmailAgeFilterType


	The MaxEmailAgeFilter parameter specifies the maximum number of days of email items to synchronize to the mobile device. Valid values for this parameter are:

	•	All


	•	OneDay


	•	ThreeDays


	•	OneWeek


	•	TwoWeeks


	•	OneMonth


The default value is All.





	MaxEmailBodyTruncationSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	The MaxEmailBodyTruncationSize parameter specifies the maximum size at which email messages are truncated when synchronized to the mobile device. Valid input for this parameter is an integer between 0 and 2147483647 (Int32) or the value Unlimited. The default value is Unlimited.

Unqualified values are treated as bytes. You can qualify the value with KB (kilobytes), MB (megabytes) or GB (gigabytes). For example, to set the limit to 4 kilobytes, enter the value 4KB or 4096.





	MaxEmailHTMLBodyTruncationSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	The MaxEmailHTMLBodyTruncationSize parameter specifies the maximum size at which HTML-formatted email messages are truncated when synchronized to the mobile device. Valid input for this parameter is an integer between 0 and 2147483647 (Int32) or the value Unlimited. The default value is Unlimited.

Unqualified values are treated as bytes. You can qualify the value with KB (kilobytes), MB (megabytes) or GB (gigabytes). For example, to set the limit to 4 kilobytes, enter the value 4KB or 4096.





	MaxInactivityTimeLock


	Optional


	Microsoft.Exchange.Data.Unlimited


	The MaxInactivityTimeLock parameter specifies the length of time that the mobile device can be inactive before the password is required to reactivate it. This parameter accepts the following values:

	•	Timespan  hh:mm:ss, where hh = hours, mm = minutes and ss= seconds. The valid input range is 00:01:00 to 01:00:00 (one minute to one hour).


	•	The value Unlimited.


The default value is Unlimited.





	MaxPasswordFailedAttempts


	Optional


	Microsoft.Exchange.Data.Unlimited


	The MaxPasswordFailedAttempts parameter specifies the number of attempts a user can make to enter the correct password for the mobile device.

You can enter any number from 4 through 16 or the value Unlimited. The default value is Unlimited.





	MinPasswordComplexCharacters


	Optional


	System.Int32


	The MinPasswordComplexCharacters parameter specifies the minimum number of complex characters required in a mobile device password. A complex character isn't a letter.

You can enter any number from 1 through 4. The default value is 1.





	MinPasswordLength


	Optional


	System.Int32


	The MinPasswordLength parameter specifies the minimum number of characters in the mobile device password.

You can enter any number from 1 through 16 or the value $null. The default value is blank. The maximum password length is 16 characters.





	MobileOTAUpdateMode


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.MobileOTAUpdateModeType


	This parameter is reserved for internal Microsoft use.





	Organization


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationIdParameter


	This parameter is reserved for internal Microsoft use.





	PasswordEnabled


	Optional


	System.Boolean


	The PasswordEnabled parameter specifies whether a password is required on the mobile device. Valid input for this parameter is $true or $false. The default value is $false.

When set to $true, this parameter requires the user to set a password on the mobile device.





	PasswordExpiration


	Optional


	Microsoft.Exchange.Data.Unlimited


	The PasswordExpiration parameter specifies how long a password can be used on a mobile device before the user is forced to change the password. This parameter accepts the following values:

	•	Timespan  ddd.hh:mm:ss, where ddd = days, hh = hours, mm = minutes and ss= seconds. The valid input range is 1.00:00:00 to 730.00:00:00 (one day to two years).


	•	The value Unlimited.


The default value is Unlimited.





	PasswordHistory


	Optional


	System.Int32


	The PasswordHistory parameter specifies the number of unique new passwords that need to be created on the mobile device before an old password can be reused.

You can enter any number from 0 through 50. The default value is 0.





	PasswordRecoveryEnabled


	Optional


	System.Boolean


	The PasswordRecoveryEnabled parameter specifies whether the recovery password for the mobile device is stored in Exchange. Valid input for this parameter is $true or $false. The default value is $false.

When set to $true, this parameter enables you to store the recovery password for the mobile device in Exchange. The recovery password can be viewed from Microsoft Outlook Web App or the Exchange admin center.





	RequireDeviceEncryption


	Optional


	System.Boolean


	The RequireDeviceEncryption parameter specifies whether encryption is required on the mobile device. Valid input for this parameter is $true or $false. The default value is $false.





	RequireEncryptedSMIMEMessages


	Optional


	System.Boolean


	The RequireEncryptedSMIMEMessages parameter specifies whether the mobile device must send encrypted S/MIME messages. Valid input for this parameter is $true or $false. The default value is $false.





	RequireEncryptionSMIMEAlgorithm


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.EncryptionSMIMEAlgorithmType


	The RequireEncryptionSMIMEAlgorithm parameter specifies the algorithm that's required to encrypt S/MIME messages on a mobile device. The valid values for this parameter are:

	•	DES


	•	TripleDES


	•	RC240bit


	•	RC264bit


	•	RC2128bit


The default value is TripleDES.





	RequireManualSyncWhenRoaming


	Optional


	System.Boolean


	The RequireManualSyncWhenRoaming parameter specifies whether the mobile device must synchronize manually while roaming. Valid input for this parameter is $true or $false. The default value is $false.





	RequireSignedSMIMEAlgorithm


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.SignedSMIMEAlgorithmType


	The RequireSignedSMIMEAlgorithm parameter specifies the algorithm that's used to sign S/MIME messages on the mobile device.

Valid values for this parameter are SHA1 or MD5. The default value is SHA1.





	RequireSignedSMIMEMessages


	Optional


	System.Boolean


	The RequireSignedSMIMEMessages parameter specifies whether the mobile device must send signed S/MIME messages. Valid input for this parameter is $true or $false. The default value is $false.





	RequireStorageCardEncryption


	Optional


	System.Boolean


	The RequireStorageCardEncryption parameter specifies whether storage card encryption is required on the mobile device. Valid input for this parameter is $true or $false. The default value is $false.

Setting this parameter to $true also sets the DeviceEncryptionEnabled parameter to $true.





	UnapprovedInROMApplicationList


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The UnapprovedInROMApplicationList parameter specifies a list of applications that can't be run in ROM on the mobile device.





	UNCAccessEnabled


	Optional


	System.Boolean


	The UNCAccessEnabled parameter specifies whether access to Microsoft Windows file shares is enabled from the mobile device. In on-premises Exchange 2013 organizations, access to specific shares is configured on the Exchange ActiveSync virtual directory.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.





	WSSAccessEnabled


	Optional


	System.Boolean


	The WSSAccessEnabled parameter specifies whether access to Microsoft Windows SharePoint Services is enabled from the mobile device. In on-premises Exchange 2013 organizations, access to specific shares is configured on the Exchange ActiveSync virtual directory.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Test-OutlookConnectivity





	










	Exchange Management Shell > Exchange 2013 cmdlets > Client Access cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Test-OutlookConnectivity cmdlet to test end-to-end Microsoft Outlook client connectivity in the Microsoft Exchange Server 2013 organization. This includes testing for Outlook Anywhere (RPC/HTTP) connections.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Test-OutlookConnectivity -ProbeIdentity <String> [-Credential <PSCredential>] [-Hostname <String>] [-MailboxId <MailboxIdParameter>] [-RunFromServerId <ServerIdParameter>] [-TimeOutSeconds <String>]








Examples

EXAMPLE 1

This example runs a protocol test from the Mailbox server.



	


	





	Test-OutlookConnectivity -ProbeIdentity "OutlookSelfTestProbe"








EXAMPLE 2

This example runs a logon test from a Client Access server for the mailbox administrator@contoso.com.



	


	





	Test-OutlookConnectivity -ProbeIdentity "OutlookRpcCTPProbe" -MailboxID administrator@contoso.com








Detailed Description

Running the Test-OutlookConnectivity cmdlet validates a user's Outlook connection. The command has been simplified in Exchange Server 2013 to only support ad hoc validation of a single mailbox. If the cmdlet fails, the output notes the step that failed.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Test Outlook connectivity" entry in the Clients and mobile devices permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	ProbeIdentity


	Required


	System.String


	The ProbeIdentity parameter specifies the type of probe to call.





	Credential


	Optional


	System.Management.Automation.PSCredential


	The Credential parameter specifies the credential used by the probe. This parameter requires the creation and passing of a credential object. This credential object is created by using the Get-Credential cmdlet. For more information, see Get-Credential.





	Hostname


	Optional


	System.String


	The Hostname parameter specifies the protocol endpoint target of the probe.





	MailboxId


	Optional


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The MailboxID parameter specifies the mailbox that is the target of the probe.





	RunFromServerId


	Optional


	Microsoft.Exchange.Configuration.Tasks.ServerIdParameter


	The RunFromServerID parameter specifies the server on which the probe should be executed.





	TimeOutSeconds


	Optional


	System.String


	The TimeOutSeconds parameter specifies the timeout period in seconds before the probe is abandoned.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	New-PowerShellVirtualDirectory





	










	Exchange Management Shell > Exchange 2013 cmdlets > Client Access cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the New-PowerShellVirtualDirectory cmdlet to create a Windows PowerShell virtual directory in Internet Information Services (IIS).

For information about the parameter sets in the Syntax section below, see Syntax.



	





	New-PowerShellVirtualDirectory -Name <String> [-AppPoolId <String>] [-BasicAuthentication <$true | $false>] [-CertificateAuthentication <$true | $false>] [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-ExternalUrl <Uri>] [-InternalUrl <Uri>] [-LimitMaximumMemory <$true | $false>] [-Path <String>] [-RequireSSL <$true | $false>] [-Role <ClientAccess | Mailbox>] [-Server <ServerIdParameter>] [-WebSiteName <String>] [-WhatIf [<SwitchParameter>]] [-WindowsAuthentication <$true | $false>]








Examples

EXAMPLE 1

This example creates a Windows PowerShell virtual directory and configures it to accept only certificate authentication.



	


	





	New-PowerShellVirtualDirectory -Name "Contoso Certificates Required" -BasicAuthentication $false -WindowsAuthentication $false -CertificateAuthentication $true








Detailed Description

Although it's possible to create a Windows PowerShell virtual directory, we recommend that you only do so at the request of Microsoft Customer Service and Support.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "PowerShell virtual directories" entry in the Exchange and Shell infrastructure permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Name


	Required


	System.String


	The Name parameter specifies the name of the new Windows PowerShell virtual directory. The name you provide will have the name of the website it's created under appended to it. If the name you provide contains spaces, enclose the name in quotation marks (").





	AppPoolId


	Optional


	System.String


	The AppPoolId parameter specifies the pool of programs that can be used with the Windows PowerShell virtual directory.





	BasicAuthentication


	Optional


	System.Boolean


	The BasicAuthentication parameter specifies whether Basic authentication is enabled on the Windows PowerShell virtual directory. The valid values are $true and $false. The default value is $true.





	CertificateAuthentication


	Optional


	System.Boolean


	The CertificateAuthentication parameter specifies whether certificate authentication is enabled on the Windows PowerShell virtual directory. The valid values are $true and $false. The default value is $false.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	ExternalUrl


	Optional


	System.Uri


	The ExternalUrl parameter specifies the external URL that the Windows PowerShell virtual directory points to.





	InternalUrl


	Optional


	System.Uri


	The InternalUrl parameter specifies the internal URL that the Windows PowerShell virtual directory points to.





	LimitMaximumMemory


	Optional


	System.Boolean


	The LimitMaximumMemory parameter specifies whether to limit the amount of memory used by the application pool in the Windows PowerShell virtual directory. If this parameter is set to $true, the amount of memory made available to the application pool is limited to 70 percent of the total physical memory in the server. If this parameter is set to $false, the amount of memory isn't limited. The default value is $false.





	Path


	Optional


	System.String


	The Path parameter specifies the directory that contains the system files for the Windows PowerShell virtual directory.





	RequireSSL


	Optional


	System.Boolean


	The RequireSSL parameter specifies whether the Windows PowerShell virtual directory should require that the client connection be made using Secure Sockets Layer (SSL). The valid values are $true and $false. The default value is $true.





	Role


	Optional


	Microsoft.Exchange.Management.SystemConfigurationTasks.VirtualDirectoryRole


	The Role parameter species the configuration that should be used when the virtual directory is created. The following are the values that can be used with this parameter:

	•	FrontEnd  Configure the virtual directory for use on a Client Access server.


	•	BackEnd  Configure the virtual directory for use on a Mailbox server.






	Server


	Optional


	Microsoft.Exchange.Configuration.Tasks.ServerIdParameter


	The Server parameter specifies the Exchange server name on which the new Windows PowerShell virtual directory should be created.





	WebSiteName


	Optional


	System.String


	The WebSiteName parameter specifies the name of the IIS website under which the Windows PowerShell virtual directory is created.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.





	WindowsAuthentication


	Optional


	System.Boolean


	The WindowsAuthentication parameter specifies whether Integrated Windows authentication is enabled on the Windows PowerShell virtual directory. The valid values are $true and $false. The default value is $true.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	New-AddressBookPolicy





	










	Exchange Management Shell > Exchange 2013 cmdlets > Email address and address book cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the New-AddressBookPolicy cmdlet to create an address book policy. Address book policies define the global address list (GAL), offline address book (OAB), room list, and address lists that will be displayed to mailbox users who are assigned the policy.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	New-AddressBookPolicy -AddressLists <AddressListIdParameter[]> -GlobalAddressList <GlobalAddressListIdParameter> -Name <String> -OfflineAddressBook <OfflineAddressBookIdParameter> -RoomList <AddressListIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-Organization <OrganizationIdParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example creates an address book policy with the following settings:

	•	Name: All Fabrikam ABP


	•	Included address lists: All Fabrikam, All Fabrikam Mailboxes, All Fabrikam DLs, All Fabrikam Contacts


	•	Included room list: All Fabrikam-Rooms


	•	Included OAB: Fabrikam-All-OAB


	•	Included GAL: All Fabrikam




	


	





	New-AddressBookPolicy -Name "All Fabrikam ABP" -AddressLists "\All Fabrikam","\All Fabrikam Mailboxes","\All Fabrikam DLs","\All Fabrikam Contacts" -RoomList "\All Fabrikam-Rooms" -OfflineAddressBook "\Fabrikam-All-OAB" -GlobalAddressList "\All Fabrikam"








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Address book policies" entry in the Email address and address book permissions topic.

By default in Exchange Online, the Address List role isn’t assigned to any role groups. To use any cmdlets that require the Address List role, you need to add the role to a role group. For details, see the “Add a role to a role assignment policy” section of Manage role assignment policies.

Parameters



	Parameter


	Required


	Type


	Description





	AddressLists


	Required


	Microsoft.Exchange.Configuration.Tasks.AddressListIdParameter[]


	The AddressLists parameter specifies the address lists that will be used by mailbox users who are assigned this address book policy. This parameter accepts multiple values, which should be separated by a comma. For example, "\Mr. Munson's Class","Mrs. McKay's Class","Mrs. Count's Class".





	GlobalAddressList


	Required


	Microsoft.Exchange.Configuration.Tasks.GlobalAddressListIdParameter


	The GlobalAddressList parameter specifies the identity of the GAL that will be used by mailbox users who are assigned this address book policy. You can specify only one GAL for each address book policy.





	Name


	Required


	System.String


	The Name parameter specifies the name of the address book policy.





	OfflineAddressBook


	Required


	Microsoft.Exchange.Configuration.Tasks.OfflineAddressBookIdParameter


	The OfflineAddressBook parameter specifies the identity of the OAB that will be used by mailbox users who are assigned this address book policy. You can specify only one OAB for each address book policy.





	RoomList


	Required


	Microsoft.Exchange.Configuration.Tasks.AddressListIdParameter


	The RoomList parameter specifies the room address list that will be used by mailbox users who are assigned this address book policy. You can specify only one room list for each address book policy.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch can be used to suppress the confirmation prompt that appears by default when this cmdlet is run. To suppress the confirmation prompt, use the syntax -Confirm:$False. You must include a colon ( : ) in the syntax.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	Organization


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationIdParameter


	The Organization parameter is reserved for internal Microsoft use.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Remove-OabVirtualDirectory





	










	Exchange Management Shell > Exchange 2013 cmdlets > Email address and address book cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Remove-OabVirtualDirectory cmdlet to remove a server from the offline address book (OAB) distribution points list.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Remove-OabVirtualDirectory -Identity <VirtualDirectoryIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-Force <SwitchParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example removes the default OAB virtual directory from the local server.



	


	





	Remove-OabVirtualDirectory -Identity "OAB (Default Web Site)"








EXAMPLE 2

This example removes the default OAB virtual directory from Server1.



	


	





	Remove-OabVirtualDirectory -Identity "Server1\OAB (Default Web Site)"








Detailed Description

Some situations require the removal of an OAB virtual directory. For example, to uninstall a Client Access server that contains an OAB distribution points list, you must remove the OAB virtual directory and then re-create it on another Client Access server.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Offline address books" entry in the Email address and address book permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.VirtualDirectoryIdParameter


	The Identity parameter specifies the GUID, distinguished name (DN), or OAB virtual directory name that represents a specific OAB virtual directory. You can also include the path by using the format Server\OfflineAddressBookVirtualDirectoryName.

You can omit the parameter label so that only the OAB virtual directory name or GUID is supplied.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch can be used to suppress the confirmation prompt that appears by default when this cmdlet is run. To suppress the confirmation prompt, use the syntax -Confirm:$False. You must include a colon ( : ) in the syntax.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	Force


	Optional


	System.Management.Automation.SwitchParameter


	The Force switch specifies whether to suppress warning or confirmation messages. This switch can be used when the task is run programmatically and prompting for administrative input is inappropriate. If the Force switch isn't provided in the command, you're prompted for administrative input. You don't have to specify a value with this parameter.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Update-OfflineAddressBook





	










	Exchange Management Shell > Exchange 2013 cmdlets > Email address and address book cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Update-OfflineAddressBook cmdlet to update the offline address books (OABs) used by Microsoft Outlook clients.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Update-OfflineAddressBook -Identity <OfflineAddressBookIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example updates the OAB MyOAB.



	


	





	Update-OfflineAddressBook -Identity MyOAB








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Offline address books" entry in the Email address and address book permissions topic.

By default in Exchange Online, the Address List role isn’t assigned to any role groups. To use any cmdlets that require the Address List role, you need to add the role to a role group. For details, see the “Add a role to a role assignment policy” section of Manage role assignment policies.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.OfflineAddressBookIdParameter


	The Identity parameter specifies the GUID, distinguished name (DN), or OAB name that represents a specific OAB. You can also include the path by using the format Server\OfflineAddressBookName.

You can omit the parameter label Identity so that only the OAB name or GUID is supplied.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch can be used to suppress the confirmation prompt that appears by default when this cmdlet is run. To suppress the confirmation prompt, use the syntax -Confirm:$False. You must include a colon ( : ) in the syntax.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Start-DatabaseAvailabilityGroup





	










	Exchange Management Shell > Exchange 2013 cmdlets > High availability cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-04-15

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Start-DatabaseAvailabilityGroup cmdlet to reincorporate one or more previously failed members of a database availability group (DAG).

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Start-DatabaseAvailabilityGroup -ActiveDirectorySite <AdSiteIdParameter> -Identity <DatabaseAvailabilityGroupIdParameter> [-ConfigurationOnly <SwitchParameter>] [-QuorumOnly <SwitchParameter>] <COMMON PARAMETERS>










	





	Start-DatabaseAvailabilityGroup -Identity <DatabaseAvailabilityGroupIdParameter> -MailboxServer <MailboxServerIdParameter> [-ConfigurationOnly <SwitchParameter>] [-QuorumOnly <SwitchParameter>] <COMMON PARAMETERS>










	





	COMMON PARAMETERS: [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example starts the Mailbox server MBX2 in the DAG DAG1.



	


	





	Start-DatabaseAvailabilityGroup -Identity DAG1 -MailboxServer MBX2








EXAMPLE 2

This example starts the members of the DAG DAG1 in the Active Directory site Redmond.



	


	





	Start-DatabaseAvailabilityGroup -Identity DAG1 -ActiveDirectorySite Redmond








Detailed Description

The Start-DatabaseAvailabilityGroup cmdlet is used to activate DAG members in a recovered datacenter after a datacenter switchover, as part of the switchback process to the recovered datacenter. The Start-DatabaseAvailabilityGroup cmdlet manipulates configuration and state so that the servers are incorporated into the operating DAG, and joined to the DAG's underlying cluster. The Move-ActiveMailboxDatabase cmdlet is then used to activate databases in the primary datacenter.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Database availability groups" entry in the High availability and site resilience permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	ActiveDirectorySite


	Required


	Microsoft.Exchange.Configuration.Tasks.AdSiteIdParameter


	The ActiveDirectorySite parameter specifies whether to start all DAG members in the specified site.





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.DatabaseAvailabilityGroupIdParameter


	The Identity parameter specifies the name of the DAG being started.





	MailboxServer


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxServerIdParameter


	The MailboxServer parameter specifies whether to start a single DAG member.





	ConfigurationOnly


	Optional


	System.Management.Automation.SwitchParameter


	The ConfigurationOnly switch specifies whether to update the Active Directory properties with the start action, but doesn't perform a start of the DAG or any members.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	QuorumOnly


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	New-AcceptedDomain





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mail flow cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-04-14

This cmdlet is available only in on-premises Exchange Server 2013.

Use the New-AcceptedDomain cmdlet to create an accepted domain in your organization. An accepted domain is any SMTP namespace for which an Exchange organization sends and receives email.



	





	New-AcceptedDomain -DomainName <SmtpDomainWithSubdomains> -Name <String> [-AuthenticationType <Managed | Federated>] [-CatchAllRecipient <RecipientIdParameter>] [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-DomainType <Authoritative | ExternalRelay | InternalRelay>] [-InitialDomain <$true | $false>] [-LiveIdInstanceType <Consumer | Business>] [-MailFlowPartner <MailFlowPartnerIdParameter>] [-MatchSubDomains <$true | $false>] [-Organization <OrganizationIdParameter>] [-OutboundOnly <$true | $false>] [-SkipDnsProvisioning <SwitchParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example creates the new authoritative accepted domain Contoso.



	


	





	New-AcceptedDomain -DomainName Contoso.com -DomainType Authoritative -Name Contoso








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Accepted domains" entry in the Mail flow permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	DomainName


	Required


	Microsoft.Exchange.Data.SmtpDomainWithSubdomains


	The DomainName parameter specifies the SMTP domain that you want to establish as an accepted domain. Valid input for the DomainName parameter is an SMTP domain. You can use a wildcard character to specify all subdomains of a specified domain, as shown in the following example: *.contoso.com.

However, you can't embed a wildcard character, as shown in the following example: domain.*.contoso.com. The domain name string may not contain more than 256 characters.





	Name


	Required


	System.String


	The Name parameter specifies a unique name for the accepted domain object.





	AuthenticationType


	Optional


	Microsoft.Exchange.Data.Directory.AuthenticationType


	This parameter is reserved for internal Microsoft use.





	CatchAllRecipient


	Optional


	Microsoft.Exchange.Configuration.Tasks.RecipientIdParameter


	This parameter is reserved for internal Microsoft use.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.

The DomainController parameter isn't supported on Edge Transport servers. An Edge Transport server uses the local instance of Active Directory Lightweight Directory Services (AD LDS) to read and write data.





	DomainType


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.AcceptedDomainType


	The DomainType parameter specifies the type of accepted domain that you want to configure. Valid values are Authoritative, InternalRelay, or ExternalRelay. You must set at least one value.

In an authoritative domain, messages are delivered to a recipient that has a domain account in your Exchange organization. In an internal relay domain, messages are relayed to a server outside your Exchange organization, but still under the authority of your company or IT department. Use the internal relay domain if you want to treat the messages to this domain as internal messages. In an external relay domain, messages are relayed to an email server, outside your organization, which you don't control.

The default value is Authoritative.





	InitialDomain


	Optional


	System.Boolean


	This parameter is reserved for internal Microsoft use.





	LiveIdInstanceType


	Optional


	Microsoft.Exchange.Data.Directory.LiveIdInstanceType


	This parameter is reserved for internal Microsoft use.





	MailFlowPartner


	Optional


	Microsoft.Exchange.Configuration.Tasks.MailFlowPartnerIdParameter


	This parameter is reserved for internal Microsoft use.





	MatchSubDomains


	Optional


	System.Boolean


	This parameter is reserved for internal Microsoft use.





	Organization


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationIdParameter


	The Organization parameter is reserved for internal Microsoft use.





	OutboundOnly


	Optional


	System.Boolean


	The OutboundOnly parameter specifies whether this accepted domain is an internal relay domain for the on-premises deployment for organizations that have coexistence with a cloud-based organization.

The authoritative accepted domain for the on-premises deployment is configured as an internal relay accepted domain on the cloud side. If the on-premises deployment is using Microsoft Forefront Online Protection for Exchange, you must set this parameter to $true for the accepted domain that represents your on-premises deployment. This parameter is used only if the DomainType parameter is set to Authoritative or InternalRelay. The default value is $false.





	SkipDnsProvisioning


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-EdgeSyncServiceConfig





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mail flow cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Get-EdgeSyncServiceConfig cmdlet to retrieve the edge synchronization services settings that control the general synchronization behavior shared by all Microsoft Exchange EdgeSync services.



	





	Get-EdgeSyncServiceConfig [-Identity <EdgeSyncServiceConfigIdParameter>] [-DomainController <Fqdn>] [-Site <AdSiteIdParameter>]








Examples

EXAMPLE 1

This example reads the configuration of the Microsoft Exchange EdgeSync service settings named Primary EdgeSync Settings from Active Directory and displays all its properties in a list format.



	


	





	Get-EdgeSyncServiceConfig "Primary EdgeSync Settings" | Format-List








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "EdgeSync" entry in the Mail flow permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	Identity


	Optional


	Microsoft.Exchange.Configuration.Tasks.EdgeSyncServiceConfigIdParameter


	The Identity parameter specifies the name of the Microsoft Exchange EdgeSync service configuration you want to view.





	Site


	Optional


	Microsoft.Exchange.Configuration.Tasks.AdSiteIdParameter


	The Site parameter specifies the Active Directory site that EdgeSync connects to for synchronizing configuration and recipient data.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Test-Mailflow





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mail flow cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-05-09

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Test-Mailflow cmdlet to diagnose whether mail can be successfully sent from and delivered to the system mailbox on a Mailbox server. You can also use this cmdlet to verify that email is sent between Mailbox servers within a defined latency threshold.



	





	Test-Mailflow -AutoDiscoverTargetMailboxServer <SwitchParameter> [-Identity <ServerIdParameter>] <COMMON PARAMETERS>










	





	Test-Mailflow -TargetEmailAddress <String> [-Identity <ServerIdParameter>] [-TargetEmailAddressDisplayName <String>] <COMMON PARAMETERS>










	





	Test-Mailflow [-Identity <ServerIdParameter>] <COMMON PARAMETERS>










	





	Test-Mailflow -TargetDatabase <DatabaseIdParameter> [-Identity <ServerIdParameter>] <COMMON PARAMETERS>










	





	Test-Mailflow -TargetMailboxServer <ServerIdParameter> [-Identity <ServerIdParameter>] <COMMON PARAMETERS>










	





	Test-Mailflow -CrossPremises <$true | $false> [-CrossPremisesExpirationTimeout <EnhancedTimeSpan>] [-CrossPremisesPendingErrorCount <Int32>] <COMMON PARAMETERS>










	





	COMMON PARAMETERS: [-ActiveDirectoryTimeout <Int32>] [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-ErrorLatency <Int32>] [-ExecutionTimeout <Int32>] [-MonitoringContext <$true | $false>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example tests message flow from the server name Mailbox1 to the server named Mailbox2. Note that you need to run this command while connected to Mailbox1.



	


	





	Test-Mailflow Mailbox1 -TargetMailboxServer Mailbox2








EXAMPLE 2

This example tests message flow from the local Mailbox server where you're running this command to the email address john@contoso.com.



	


	





	Test-Mailflow -TargetEmailAddress john@contoso.com








Detailed Description

The Test-Mailflow cmdlet tests mail submission, transport, and delivery. The cmdlet verifies that each Mailbox server can successfully send itself a message. You can also use this cmdlet to verify that the system mailbox on one Mailbox server can successfully send a message to the system mailbox on another Mailbox server. A system mailbox is required on all servers that are involved in the test.

The test messages are available in the target user or system mailbox. The message subject is Test-Mailflow <GUID>, and the message body contains the text This is a Test-Mailflow probe message.

The Test-Mailflow results are displayed on-screen. The interesting values in the results are:

	•	TestMailflowResult  The values returned are typically Success or *FAILURE*.


	•	MessageLatencyTime  The time required to complete the test (deliver the test message). The value uses the syntax hh:mm:ss.ffff where hh = hours, mm = minutes, ss = seconds and ffff = fractions of a second.


You can write the Test-Mailflow results to a file by piping the output to ConvertTo-Html or ConvertTo-Csv and adding "> <filename>" to the command. For example:



	


	





	Test-Mailflow -AutoDiscoverTargetMailboxServer | ConvertTo-Csv > "C:\My Documents\test-mailflow 2014-05-01.csv"








You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Testing mail flow" entry in the Mail flow permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	AutoDiscoverTargetMailboxServer


	Required


	System.Management.Automation.SwitchParameter


	The AutoDiscoverTargetMailboxServer switch specifies whether to automatically populate a list of target Mailbox servers to which to send a test message. The task queries Active Directory to discover all Mailbox servers and then sends each server a test message.

When you use this switch, you can't use the CrossPremises, TargetDatabase, TargetEmailAddress or TargetMailboxServer parameters.





	CrossPremises


	Required


	System.Boolean


	The CrossPremises parameter specifies whether the mail flow test will be conducted in cross-premises mode.

Set this parameter to $true if your organization is using a cross-premises deployment and you want to verify cross-premises mail flow.

When you use this parameter, you can't use the AutoDiscoverTargetMailboxServer, TargetDatabase, TargetEmailAddress or TargetMailboxServer parameters.





	TargetDatabase


	Required


	Microsoft.Exchange.Configuration.Tasks.DatabaseIdParameter


	The TargetDatabase parameter specifies the mailbox database to which test messages are sent.

When you use this parameter, you can't use the AutoDiscoverTargetMailboxServer, CrossPremises, TargetEmailAddress or TargetMailboxServer parameters.





	TargetEmailAddress


	Required


	System.String


	The TargetEmailAddress parameter specifies the SMTP address of the mailbox to which test messages are sent. Use this parameter to send test messages to a Mailbox server in a remote forest. If this parameter is used, the test is always a remote test.

When you use this parameter, you can't use the AutoDiscoverTargetMailboxServer, CrossPremises, TargetDatabase or TargetMailboxServer parameters.





	TargetMailboxServer


	Required


	Microsoft.Exchange.Configuration.Tasks.ServerIdParameter


	The TargetMailboxServer parameter specifies one or more Mailbox servers in the local Exchange organization to which test messages are sent.

When you use this parameter, you can't use the AutoDiscoverTargetMailboxServer, CrossPremises, TargetDatabase or TargetEmailAddress parameters.





	ActiveDirectoryTimeout


	Optional


	System.Int32


	The ActiveDirectoryTimeout parameter specifies the number of seconds that elapse before the task provides an informational message about the delay. The default value is 15 seconds.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	CrossPremisesExpirationTimeout


	Optional


	Microsoft.Exchange.Data.EnhancedTimeSpan


	The CrossPremisesExpirationTimeout parameter is used when this cmdlet is run by Microsoft System Center Operations Manager 2007 agents for asynchronous monitoring. We don't recommend using this parameter when running this cmdlet manually.





	CrossPremisesPendingErrorCount


	Optional


	System.Int32


	The CrossPremisesPendingErrorCount parameter is used when this cmdlet is run by System Center Operations Manager 2007 agents for asynchronous monitoring. We don't recommend using this parameter when running this cmdlet manually.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	ErrorLatency


	Optional


	System.Int32


	The ErrorLatency parameter specifies how long to wait for a test message to be delivered before an error event is logged in Microsoft System Center Operations Manager 2007. The default value when a test message is sent to the local Mailbox server is 15 seconds and 180 seconds when a test message is sent to a remote Mailbox server.





	ExecutionTimeout


	Optional


	System.Int32


	The ExecutionTimeout parameter specifies the maximum time that this task can run before the test is determined to be a failure. If no test message or delivery report arrives before this time expires, the task ends and an error is reported. When the task is run in the Exchange Management Shell, the default setting is 240 seconds. When the MonitoringContext parameter is used, the default setting is 15 seconds.





	Identity


	Optional


	Microsoft.Exchange.Configuration.Tasks.ServerIdParameter


	The Identity parameter specifies the source Mailbox server name from which a test message is sent. If you don't use this parameter, the local Mailbox server is used.





	MonitoringContext


	Optional


	System.Boolean


	The MonitoringContext parameter includes or excludes the associated monitoring events and performance counters in the results. Valid input for this parameter is $true or $false. The default value is $false. If you specify the value $true, the monitoring events and performance counters are included in the command results. Typically, you include the monitoring events and performance counters in the results when the output is passed to Microsoft System Center Operations Manager 2007 or System Center 2012 - Operations Manager.





	TargetEmailAddressDisplayName


	Optional


	System.String


	The TargetEmailAddressDisplayName parameter specifies a custom display name that's used on events and reports in Microsoft System Center Operations Manager 2007 when the TargetEmailAddress parameter is used. If you don't use the TargetEmailAddressDisplayName parameter, the events and reports use the email address value specified by the TargetEmailAddress parameter.

This parameter is available only with the TargetEmailAddress parameter, and has no effect on the output of the cmdlet outside of Microsoft System Center Operations Manager.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Remove-ReceiveConnector





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mail flow cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-04-11

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Remove-ReceiveConnector cmdlet to delete a Receive connector.



	





	Remove-ReceiveConnector -Identity <ReceiveConnectorIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example deletes the Receive connector Contoso.com Receive Connector.



	


	





	Remove-ReceiveConnector "Contoso.com Receive Connector"








Detailed Description

The Remove-ReceiveConnector cmdlet deletes the object and the configuration information for a Receive connector.



	[image: Caution]

Caution:





	Deleting a Receive connector may affect mail flow throughout the organization.








You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Receive connectors" entry in the Mail flow permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.ReceiveConnectorIdParameter


	The Identity parameter specifies the GUID or connector name that represents a specific Receive connector. You can also include the server name by using the format ServerName\ConnectorName.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch can be used to suppress the confirmation prompt that appears by default when this cmdlet is run. To suppress the confirmation prompt, use the syntax -Confirm:$False. You must include a colon ( : ) in the syntax.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.

The DomainController parameter isn't supported on Edge Transport servers. An Edge Transport server uses the local instance of Active Directory Lightweight Directory Services (AD LDS) to read and write data.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-ResubmitRequest





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mail flow cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Get-ResubmitRequest cmdlet to view requests to replay redundant copies of messages from Safety Net after a mailbox database recovery.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Get-ResubmitRequest [-Identity <ResubmitRequestIdentityParameter>] [-Server <ServerIdParameter>]








Examples

Example 1

This example returns the details of all resubmit requests.



	


	





	Get-ResubmitRequest








Example 2

This example returns details about the resubmit request with the identity 1.



	


	





	Get-ResubmitRequest 1








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Queues" entry in the Mail flow permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Optional


	Microsoft.Exchange.Configuration.Tasks.ResubmitRequestIdentityParameter


	The Identity parameter specifies the resubmit request you want to view. Each resubmit request is identified by an incremented integer value.





	Server


	Optional


	Microsoft.Exchange.Configuration.Tasks.ServerIdParameter


	The Server parameter specifies the Exchange server on which you want to run this command. You can use any value that uniquely identifies the server. For example:

	•	Name


	•	FQDN


	•	Distinguished name (DN)


	•	Exchange Legacy DN


If you don't use the Server parameter, the command is run on the local server.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Set-CalendarProcessing





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mailbox cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-09-08

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Set-CalendarProcessing cmdlet to modify calendar processing options for resource mailboxes, which include the Calendar Attendant, resource booking assistant, and calendar configuration. Note that this cmdlet is effective only on resource mailboxes.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Set-CalendarProcessing -Identity <MailboxIdParameter> [-AddAdditionalResponse <$true | $false>] [-AdditionalResponse <String>] [-AddNewRequestsTentatively <$true | $false>] [-AddOrganizerToSubject <$true | $false>] [-AllBookInPolicy <$true | $false>] [-AllowConflicts <$true | $false>] [-AllowRecurringMeetings <$true | $false>] [-AllRequestInPolicy <$true | $false>] [-AllRequestOutOfPolicy <$true | $false>] [-AutomateProcessing <None | AutoUpdate | AutoAccept>] [-BookingWindowInDays <Int32>] [-BookInPolicy <RecipientIdParameter[]>] [-Confirm [<SwitchParameter>]] [-ConflictPercentageAllowed <Int32>] [-DeleteAttachments <$true | $false>] [-DeleteComments <$true | $false>] [-DeleteNonCalendarItems <$true | $false>] [-DeleteSubject <$true | $false>] [-DomainController <Fqdn>] [-EnableResponseDetails <$true | $false>] [-EnforceSchedulingHorizon <$true | $false>] [-ForwardRequestsToDelegates <$true | $false>] [-IgnoreDefaultScope <SwitchParameter>] [-MaximumConflictInstances <Int32>] [-MaximumDurationInMinutes <Int32>] [-OrganizerInfo <$true | $false>] [-ProcessExternalMeetingMessages <$true | $false>] [-RemoveForwardedMeetingNotifications <$true | $false>] [-RemoveOldMeetingMessages <$true | $false>] [-RemovePrivateProperty <$true | $false>] [-RequestInPolicy <RecipientIdParameter[]>] [-RequestOutOfPolicy <RecipientIdParameter[]>] [-ResourceDelegates <RecipientIdParameter[]>] [-ScheduleOnlyDuringWorkHours <$true | $false>] [-TentativePendingApproval <$true | $false>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example automates the processing of calendar requests to the resource mailbox Conf 212.



	


	





	Set-CalendarProcessing -Identity "Conf 212" -AutomateProcessing AutoAccept -DeleteComments $true -AddOrganizerToSubject $true -AllowConflicts $false








EXAMPLE 2

This example disables automatic processing for the resource mailbox Car 53.



	


	





	Set-CalendarProcessing -Identity "Car 53" -AutomateProcessing None








EXAMPLE 3

This example allows the Calendar Attendant to approve in-policy requests from all users.



	


	





	Set-CalendarProcessing -Identity "5th Floor Conference Room" -AutomateProcessing AutoAccept -AllBookInPolicy $true








EXAMPLE 4

This example allows all users to submit in-policy requests, but the request is still subject to approval by a delegate.



	


	





	Set-CalendarProcessing -Identity "5th Floor Conference Room" -AutomateProcessing AutoAccept -AllRequestInPolicy $true








EXAMPLE 5

This example allows the Calendar Attendant to accept out-of-policy requests from David Pelton. The request is still subject to approval by a delegate.



	


	





	Set-CalendarProcessing -Identity "Room 221" -AutomateProcessing AutoAccept -RequestOutOfPolicy DavidPelton@contoso.com








EXAMPLE 6

This example allows a list of users to submit in-policy meeting requests to the equipment mailbox for Car 53.



	


	





	Set-CalendarProcessing -Identity "Car 53" -AutomateProcessing AutoAccept -BookInPolicy "ayla@contoso.com","tony@contoso.com"








EXAMPLE 7

This example rejects meeting requests from any user who isn't a member of the Exchange organization.



	


	





	Set-CalendarProcessing -Identity "Room 221" -ProcessExternalMeetingMessages $false








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Calendar processing" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Identity parameter specifies the resource mailbox.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	AddAdditionalResponse


	Optional


	System.Boolean


	The AddAdditionalResponse parameter specifies whether additional information would be sent from the resource mailbox when responding to meeting requests. Valid input for this parameter is $true or $false. The default value is $false.

This parameter is used only on resource mailboxes where the AutomateProcessing parameter is set to AutoAccept.





	AdditionalResponse


	Optional


	System.String


	The AdditionalResponse parameter specifies the additional information to be included in responses to meeting requests. This parameter is meaningful only when the AddAdditionalRepsponse parameter is set to $true.





	AddNewRequestsTentatively


	Optional


	System.Boolean


	The AddNewRequestsTentatively parameter specifies whether to have the Calendar Attendant put new calendar items tentatively on the calendar. If the AddNewRequestsTentatively parameter is set to $false, only existing calendar items are updated by the Calendar Attendant

Valid input for this parameter is $true or $false. The default value is $true.





	AddOrganizerToSubject


	Optional


	System.Boolean


	The AddOrganizerToSubject parameter specifies whether the meeting organizer's name is used as the subject of the meeting request. Valid input for this parameter is $true or $false. The default value is $true.

This parameter is used only on resource mailboxes where the AutomateProcessing parameter is set to AutoAccept.





	AllBookInPolicy


	Optional


	System.Boolean


	The AllBookInPolicy parameter specifies whether to automatically approve in-policy requests from all users. Valid input for this parameter is $true or $false. The default value is $true.





	AllowConflicts


	Optional


	System.Boolean


	The AllowConflicts parameter specifies whether to allow conflicting meeting requests. Valid input for this parameter is $true or $false. The default value is $false.





	AllowRecurringMeetings


	Optional


	System.Boolean


	The AllowRecurringMeetings parameter specifies whether to allow recurring meetings. Valid input for this parameter is $true or $false. The default value is $true.





	AllRequestInPolicy


	Optional


	System.Boolean


	The AllRequestInPolicy parameter specifies whether to allow all users to submit in-policy requests. Valid input for this parameter is $true or $false. The default value is $false.

These requests are subject to approval by a resource mailbox delegate unless the AllBookInPolicy parameter is set to $true.





	AllRequestOutOfPolicy


	Optional


	System.Boolean


	The AllRequestOutOfPolicy parameter specifies whether to allow all users to submit out-of-policy requests. Valid input for this parameter is $true or $false. The default value is $false.

Out-of-policy requests are subject to approval by a resource mailbox delegate.





	AutomateProcessing


	Optional


	Microsoft.Exchange.Data.Storage.CalendarProcessingFlags


	The AutomateProcessing parameter enables or disables calendar processing on the mailbox.

This parameter takes the following values:

	•	None  Both the resource booking attendant and the Calendar Attendant are disabled on the mailbox.


	•	AutoUpdate  Only the Calendar Attendant processes meeting requests and responses.


	•	AutoAccept  Both the Calendar Attendant and resource booking attendant are enabled on the mailbox. This means that the Calendar Attendant updates the calendar, and then the resource booking assistant accepts the meeting based upon the policies.


The default value on a resource mailbox is AutoAccept. The default value on a user mailbox is AutoUpdate, but you can't change the value on a user mailbox.





	BookingWindowInDays


	Optional


	System.Int32


	The BookingWindowInDays parameter specifies the maximum number of days in advance that the resource can be reserved. Valid input is an integer from 0 through 1080. The default value is 180 days. The value 0 means today.





	BookInPolicy


	Optional


	Microsoft.Exchange.Configuration.Tasks.RecipientIdParameter[]


	The BookInPolicy parameter specifies a comma-separated list of users who are allowed to submit in-policy meeting requests to the resource mailbox. Any in-policy meeting requests from these users are automatically approved.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	ConflictPercentageAllowed


	Optional


	System.Int32


	The ConflictPercentageAllowed parameter specifies the maximum percentage of meeting conflicts for new recurring meeting requests. Valid input for this parameter is an integer from 0 through 100. The default value is 0.

If a new recurring meeting request conflicts with existing reservations for the resource more than the percentage specified by this parameter, the recurring meeting request is automatically declined. When the value is 0, no conflicts are permitted for new recurring meeting requests.





	DeleteAttachments


	Optional


	System.Boolean


	The DeleteAttachments parameter specifies whether to remove attachments from all incoming messages. Valid input for this parameter is $true or $false. The default value is $true.

This parameter is used only on resource mailboxes where the AutomateProcessing parameter is set to AutoAccept.





	DeleteComments


	Optional


	System.Boolean


	The DeleteComments parameter specifies whether to remove or keep any text in the message body of incoming meeting requests.

Valid input for this parameter is $true or $false.

This parameter is used only on resource mailboxes where the AutomateProcessing parameter is set to AutoAccept.





	DeleteNonCalendarItems


	Optional


	System.Boolean


	The DeleteNonCalendarItems parameter specifies whether to remove or keep all non-calendar items received by the resource mailbox. Valid input for this parameter is $true or $false. The default value is $true.





	DeleteSubject


	Optional


	System.Boolean


	The DeleteSubject parameter specifies whether to remove or keep the subject of incoming meeting requests. Valid input for this parameter is $true or $false. The default value is $true.

This parameter is used only on resource mailboxes where the AutomateProcessing parameter is set to AutoAccept.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	EnableResponseDetails


	Optional


	System.Boolean


	The EnableResponseDetails parameter specifies whether to include the reasons for accepting or declining a meeting in the response email message. Valid input for this parameter is $true or $false. The default value is $true.

By default, the reasons for accepting or declining a meeting in the response email message are included.





	EnforceSchedulingHorizon


	Optional


	System.Boolean


	The EnforceSchedulingHorizon parameter controls the behavior of recurring meetings that extend beyond the date specified by the BookingWindowInDays parameter.

Valid values for this parameter are:

	•	$true  A recurring meeting request is automatically declined if the meetings start on or before the date specified by the BookingWindowInDays parameter, and the meetings extend beyond the specified date.


	•	$false  A recurring meeting request is automatically accepted if the meetings start on or before the date specified by the BookingWindowInDays parameter, and the meetings extend beyond the specified date. However, the number of meetings is automatically reduced so meetings won't occur after the specified date.


The default value is $true.





	ForwardRequestsToDelegates


	Optional


	System.Boolean


	The ForwardRequestsToDelegates parameter specifies whether to forward incoming meeting requests to the delegates defined for the resource mailbox.

Valid input for this parameter is $true or $false. The default value is $true.





	IgnoreDefaultScope


	Optional


	System.Management.Automation.SwitchParameter


	The IgnoreDefaultScope switch tells the command to ignore the default recipient scope setting for the Exchange Management Shell session, and to use the entire forest as the scope. This allows the command to access Active Directory objects that aren't currently available in the default scope.

Using the IgnoreDefaultScope switch introduces the following restrictions:

	•	You can't use the DomainController parameter. The command uses an appropriate global catalog server automatically.


	•	You can only use the DN for the Identity parameter. Other forms of identification, such as alias or GUID, aren't accepted.






	MaximumConflictInstances


	Optional


	System.Int32


	The MaximumConflictInstances parameter specifies the maximum number of conflicts for new recurring meeting requests when the AllowRecurringMeetings parameter is set to $true. Valid input for this parameter is an integer from 0 through INT32 (2147483647). The default value is 0.

If a new recurring meeting request conflicts with existing reservations for the resource more than the number of times specified by the MaximumConflictInstances parameter value, the recurring meeting request is automatically declined. When the value is 0, no conflicts are permitted for new recurring meeting requests.





	MaximumDurationInMinutes


	Optional


	System.Int32


	The MaximumDurationInMinutes parameter specifies the maximum duration in minutes for meeting requests. Valid input for this parameter is an integer from 0 through INT32 (2147483647). The default value is 1440 (24 hours).

When the value is set to 0, the maximum duration of a meeting is unlimited. For recurring meetings, the value of this parameter applies to the length of an individual meeting instance.





	OrganizerInfo


	Optional


	System.Boolean


	The OrganizerInfo parameter specifies whether to have mailboxes send organizer information when a meeting request is declined because of conflicts.

Valid input for this parameter is $true or $false. The default value is $true.

By default, resource mailboxes send organizer information when a meeting request is declined because of conflicts.





	ProcessExternalMeetingMessages


	Optional


	System.Boolean


	The ProcessExternalMeetingMessages parameter specifies whether to process meeting requests that originate outside the Exchange organization. Valid input for this parameter is $true or $false. The default value is $false.

By default, meeting requests that originate outside of the organization are rejected.





	RemoveForwardedMeetingNotifications


	Optional


	System.Boolean


	The RemoveForwardedMeetingNotifications parameter specifies whether forwarded meeting notifications are moved to the Deleted Items folder after they're processed by the Calendar Attendant.

Valid input for this parameter is $true or $false. The default value is $false.





	RemoveOldMeetingMessages


	Optional


	System.Boolean


	The RemoveOldMeetingMessages parameter specifies whether the Calendar Attendant removes old and redundant updates and responses.

Valid input for this parameter is $true or $false. The default value is $true.





	RemovePrivateProperty


	Optional


	System.Boolean


	The RemovePrivateProperty parameter specifies whether to clear the private flag for incoming meeting requests. Valid input for this parameter is $true or $false. The default value is $true.

By default, the private flag for incoming meeting requests is cleared. To ensure the private flag that was sent by the organizer in the original request remains as specified, set tthis parameter to $false.





	RequestInPolicy


	Optional


	Microsoft.Exchange.Configuration.Tasks.RecipientIdParameter[]


	The RequestInPolicy parameter specifies a comma-separated list of users who are allowed to submit in-policy meeting requests to the resource mailbox. All in-policy meeting requests from these users are subject to approval by a resource mailbox delegate.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	RequestOutOfPolicy


	Optional


	Microsoft.Exchange.Configuration.Tasks.RecipientIdParameter[]


	The RequestOutOfPolicy parameter specifies a comma-separated list of users who are allowed to submit out-of-policy requests.

Out-of-policy requests are subject to approval by a resource mailbox delegate.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	ResourceDelegates


	Optional


	Microsoft.Exchange.Configuration.Tasks.RecipientIdParameter[]


	The ResourceDelegates parameter specifies a comma-separated list of users who are resource mailbox delegates. Resource mailbox delegates can approve or reject requests sent to the resource mailbox.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	ScheduleOnlyDuringWorkHours


	Optional


	System.Boolean


	The ScheduleOnlyDuringWorkHours parameter specifies whether to allow meetings to be scheduled outside of the working hours that are defined for the resource mailbox.

Valid input for this parameter is $true or $false. The default value is $false.

If set to $true, meeting requests for times outside the working hours of the resource mailbox will be rejected.

You configure the working hours of the resource mailbox by using the WorkDays, WorkingHoursStartTime, WorkingHoursEndTime and WorkingHoursTimeZone parameters on the Set-MailboxCalendarConfiguration cmdlet.





	TentativePendingApproval


	Optional


	System.Boolean


	The TentativePendingApproval parameter specifies whether to mark pending requests as tentative on the calendar. Valid input for this parameter is $true or $false. The default value is $true.

If set to $false, pending requests are marked as free.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Remove-Mailbox





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mailbox cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-07-22

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Remove-Mailbox cmdlet to delete the user account associated with a specific mailbox from Active Directory and to process the associated, disconnected mailbox as directed by the specified parameters.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Remove-Mailbox -Identity <MailboxIdParameter> [-KeepWindowsLiveID <SwitchParameter>] [-Permanent <$true | $false>] <COMMON PARAMETERS>










	





	Remove-Mailbox -Database <DatabaseIdParameter> -StoreMailboxIdentity <StoreMailboxIdParameter> <COMMON PARAMETERS>










	





	COMMON PARAMETERS: [-Arbitration <SwitchParameter>] [-Confirm [<SwitchParameter>]] [-Disconnect <SwitchParameter>] [-DomainController <Fqdn>] [-Force <SwitchParameter>] [-ForReconciliation <SwitchParameter>] [-IgnoreDefaultScope <SwitchParameter>] [-IgnoreLegalHold <SwitchParameter>] [-PublicFolder <SwitchParameter>] [-RemoveArbitrationMailboxWithOABsAllowed <SwitchParameter>] [-RemoveLastArbitrationMailboxAllowed <SwitchParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example disconnects the user John Rodman's (john) mailbox from the user account and removes the mailbox object from Active Directory. The mailbox remains in the Exchange database for the deleted mailbox retention period configured for the mailbox database.



	


	





	Remove-Mailbox -Identity contoso\john








EXAMPLE 2

This example disconnects the user John Rodman's (john) mailbox from the user account, removes the mailbox object from Active Directory, and removes the mailbox from the Exchange database.



	


	





	Remove-Mailbox -Identity contoso\john -Permanent $true








EXAMPLE 3

This example removes John Rodman's mailbox from the Exchange database, assuming the mailbox has already been disconnected from the user. The example uses the Get-Mailbox cmdlet to retrieve the mailbox GUID value using the display name of the disconnected mailbox. This value is needed for the StoreMailboxIdentity parameter of the Remove-Mailbox cmdlet.



	


	





	$Temp = Get-Mailbox | Where {$_.DisplayName -eq 'John Rodman'}

Remove-Mailbox -Database Server01\Database01 -StoreMailboxIdentity $Temp.MailboxGuid








Detailed Description

Use the Identity parameter alone to disconnect the mailbox from the user and remove the user object from Active Directory. The mailbox object still exists. By default, this mailbox remains in the Exchange database for 30 days, and then is deleted.

Use the Identity and Permanent parameters to disconnect the mailbox from the user, remove the user object from Active Directory, and remove the mailbox object from the Exchange database. The mailbox object doesn't remain in the Exchange database as a disconnected mailbox.

Use the Database and StoreMailboxIdentity parameters to remove a mailbox object from the Exchange database. In this case, the mailbox object has already been disconnected from the user. For example, if you run the Disable-Mailbox cmdlet, the Exchange mailbox object still exists, but is disconnected from the Active Directory user object. You can use the Database and StoreMailboxIdentity parameters to remove this disconnected mailbox object.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Recipient Provisioning Permissions" section in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Database


	Required


	Microsoft.Exchange.Configuration.Tasks.DatabaseIdParameter


	This parameter is available only in on-premises Exchange 2013.

The Database parameter specifies the database that contains the mailbox object. You can use one of the following values:

	•	GUID


	•	Database name


This parameter must be used in conjunction with the StoreMailboxIdentity parameter. The Database parameter can't be used with the Identity parameter. If you've disconnected a mailbox from its associated user and want to remove the mailbox object from the Exchange store, use the Database and StoreMailboxIdentity parameters.





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Identity parameter identifies the mailbox object that you want to remove.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com

The Identity parameter can't be used with the Database parameter.





	StoreMailboxIdentity


	Required


	Microsoft.Exchange.Configuration.Tasks.StoreMailboxIdParameter


	This parameter is available only in on-premises Exchange 2013.

The StoreMailboxIdentity parameter specifies the mailbox object to remove. The StoreMailboxIdentity parameter is used in conjunction with the Database parameter to remove the mailbox object from the Exchange database. If you've disconnected a mailbox from its associated user and want to remove the mailbox object from the Exchange store, use the Database and StoreMailboxIdentity parameters.





	Arbitration


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The Arbitration parameter specifies that the mailbox for which you are executing the command is an arbitration mailbox. Arbitration mailboxes are used for managing approval workflow. For example, an arbitration mailbox is used for handling moderated recipients and distribution group membership approval.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	Disconnect


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	Force


	Optional


	System.Management.Automation.SwitchParameter


	The Force switch specifies whether to suppress warning or confirmation messages. This switch can be used when the task is run programmatically and prompting for administrative input is inappropriate. If the Force switch isn't provided in the command, you're prompted for administrative input. You don't have to specify a value with this parameter.





	ForReconciliation


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	IgnoreDefaultScope


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The IgnoreDefaultScope parameter instructs the command to ignore the default recipient scope setting for the Exchange Management Shell session and use the entire forest as the scope. This allows the command to access Active Directory objects that aren't currently in the default scope. Using the IgnoreDefaultScope parameter introduces the following restrictions:

	•	You can't use the DomainController parameter. The command uses an appropriate global catalog server automatically.


	•	You can only use the DN for the Identity parameter. Other forms of identification, such as alias or GUID, aren't accepted.






	IgnoreLegalHold


	Optional


	System.Management.Automation.SwitchParameter


	The IgnoreLegalHold switch ignores the legal hold status of the mail user and allows you to remove the mailbox that's on legal hold.



	[image: Caution]

Caution:





	After you remove a mailbox, you can't include it in a discovery search. Depending on the command parameters you use, removed mailboxes are either purged immediately or when the deleted mailbox retention period expires. Check with your organization's legal or Human Resources department before disabling a mailbox that's on legal hold.












	KeepWindowsLiveID


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in the cloud-based service.

The KeepWindowsLiveID parameter preserves the Microsoft account (formerly known as a Windows Live ID) that's associated with the deleted mailbox.





	Permanent


	Optional


	System.Boolean


	This parameter is available only in on-premises Exchange 2013.

The Permanent parameter, when used in conjunction with the Identity parameter, specifies whether to disconnect the mailbox from the user, remove the associated user object from Active Directory, and remove the mailbox object from the Exchange database. The two possible values for this parameter are $true or $false. The default value is $false.





	PublicFolder


	Optional


	System.Management.Automation.SwitchParameter


	The PublicFolder parameter specifies that the mailbox to remove is a public folder mailbox. Public folder mailboxes are specially designed mailboxes to store the hierarchy and content of public folders. You have to include this parameter to remove a public folder mailbox.





	RemoveArbitrationMailboxWithOABsAllowed


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The RemoveArbitrationMailboxWithOABsAllowed parameter is used bypass the checks for offline address books (OABs) within the specified arbitration mailbox that is being removed, and remove the arbitration mailbox even if OABs are present in the mailbox.





	RemoveLastArbitrationMailboxAllowed


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The RemoveLastArbitrationMailboxAllowed switch specifies whether the mailbox that you're trying to use is the last arbitration mailbox in the organization.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-MailboxAutoReplyConfiguration





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mailbox cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-13

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Get-MailboxAutoReplyConfiguration cmdlet to retrieve Automatic Replies settings for a specific mailbox.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Get-MailboxAutoReplyConfiguration -Identity <MailboxIdParameter> [-Credential <PSCredential>] [-DomainController <Fqdn>] [-ReadFromDomainController <SwitchParameter>] [-ResultSize <Unlimited>]








Examples

EXAMPLE 1

This example returns Automatic Replies settings for all mailboxes in the Exchange organization.



	


	





	Get-Mailbox | Get-MailboxAutoReplyConfiguration








EXAMPLE 2

This example retrieves Automatic Replies settings for Tony's mailbox at contoso.com.



	


	





	Get-MailboxAutoReplyConfiguration -Identity 'contoso.com/Users/Tony Smith'








EXAMPLE 3

This example retrieves all Automatic Replies settings for all mailboxes in the Exchange organization.



	


	





	Get-Mailbox | Get-MailboxAutoReplyConfiguration -ResultSize unlimited








Detailed Description

You can use the Get-MailboxAutoReplyConfiguration cmdlet to retrieve all the mailboxes enabled for Automatic Replies. When run, the cmdlet returns Automatic Replies settings for the specified mailbox that include the following:

	•	Mailbox identity value


	•	Whether Automatic Replies is enabled, scheduled, or disabled for the mailbox


	•	Start and end date, time during which Automatic Replies will be sent


	•	Whether external senders receive Automatic Replies (none, known senders, or all)


	•	Automatic Replies message to be sent to internal and external senders


You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Automatic replies" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Identity parameter specifies a unique identifier associated with a mailbox. Accepted values for the mailbox are as follows:

	•	GUID


	•	ADObjectID


	•	Distinguished name (DN)


	•	Domain\Account


	•	User principal name (UPN)


	•	LegacyExchangeDN


	•	SmtpAddress


	•	Alias






	Credential


	Optional


	System.Management.Automation.PSCredential


	This parameter requires the creation and passing of a credential object. This credential object is created by using the Get-Credential cmdlet. For more information, see Get-Credential.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	ReadFromDomainController


	Optional


	System.Management.Automation.SwitchParameter


	The ReadFromDomainController parameter specifies that the user information is read from a domain controller in the user's domain. If you set the recipient scope to include all recipients in the forest, and if you don't use this parameter, it's possible that the user information is read from a global catalog with outdated information. If you use this parameter, multiple reads might be necessary to get the information.



	[image: Note]

Note:





	By default, the recipient scope is set to the domain that hosts your servers that run Microsoft Exchange.












	ResultSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	The ResultSize parameter specifies the maximum number of settings to return. If you want to return all settings that match the command, use unlimited for the value of this parameter.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-MailboxFolderPermission





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mailbox cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-13

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Get-MailboxFolderPermission cmdlet to view the folder-level permissions for a folder or a specific user's permissions for a folder.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Get-MailboxFolderPermission -Identity <MailboxFolderIdParameter> [-DomainController <Fqdn>] [-User <MailboxFolderUserIdParameter>]








Examples

EXAMPLE 1

This example returns the current list of user permissions for John's Reports mailbox folder under the Marketing folder.



	


	





	Get-MailboxFolderPermission -Identity john@contoso.com:\Marketing\Reports








EXAMPLE 2

This example returns the permissions that Ayla has to view John's Marketing Reports folder.



	


	





	Get-MailboxFolderPermission -Identity john@contoso.com:\Marketing\Reports -User Ayla@contoso.com








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Mailbox folder permissions" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxFolderIdParameter


	The Identity parameter specifies the mailbox and folder for which you want to view permissions. This parameter takes the following format: <SMTP Address or Alias of the mailbox>:<Folder path>, for example, john@contoso.com:\Calendar.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	User


	Optional


	Microsoft.Exchange.Management.StoreTasks.MailboxFolderUserIdParameter


	The User parameter specifies who's granted permission to view or modify folder contents of the user and folder specified in the Identity parameter. You can use the following values:

	•	Alias


	•	SMTP address









Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Remove-UserPhoto





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mailbox cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-15

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Remove-UserPhoto cmdlet to delete the photo associated with a user's account. The user photo feature allows users to associate a picture with their account. User photos appear in on-premises and cloud-based client applications, such as Microsoft Office Outlook Web App, Microsoft Office Lync, and Microsoft SharePoint. This cmdlet deletes the photo associated with a user's account.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Remove-UserPhoto -Identity <MailboxIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-IgnoreDefaultScope <SwitchParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example deletes the photo associated with Ann Beebe's user account.



	


	





	Remove-UserPhoto "Ann Beebe"








Detailed Description

Use the Remove-UserPhoto cmdlet to delete the user photo currently associated with a user's account. User photos are stored in the user's Active Directory account and in the root directory of the user's Exchange mailbox, both of which are deleted when you run this cmdlet. Administrators can also use the Exchange Administration Center to delete user photos by accessing the user's Outlook Web App Options page.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Recipient provisioning permissions" section in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Identity parameter specifies the identity of the user. You can use one of the following values:

	•	GUID


	•	Distinguished name (DN)


	•	Display name


	•	Domain\Account


	•	User principal name (UPN)


	•	LegacyExchangeDN


	•	SmtpAddress


	•	Alias






	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	IgnoreDefaultScope


	Optional


	System.Management.Automation.SwitchParameter


	The IgnoreDefaultScope parameter instructs the command to ignore the default recipient scope setting for the Exchange Management Shell session and use the entire forest as the scope. This allows the command to access Active Directory objects that aren't currently in the default scope. Using the IgnoreDefaultScope parameter introduces the following restrictions:

	•	You can't use the DomainController parameter. The command uses an appropriate global catalog server automatically.


	•	You can only use the DN for the Identity parameter. Other forms of identification, such as alias or GUID, aren't accepted.






	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	New-SearchDocumentFormat





	










	Exchange Management Shell > Exchange 2013 cmdlets > Mailbox database cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-05-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the New-SearchDocumentFormat cmdlet to add a format-specific filter to those used by Exchange search.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	New-SearchDocumentFormat -Extension <String> -Identity <SearchDocumentFormatId> -MimeType <String> -Name <String> [-Confirm [<SwitchParameter>]] [-Enabled <$true | $false>] [-Server <ServerIdParameter>] [-WhatIf [<SwitchParameter>]]








Examples

Example 1

This example creates a new search document format with an extension of .sct and a MIME type of text/scriptlet.



	


	





	New-SearchDocumentFormat -Name "Proprietary SCT Formats" -MimeType text/scriptlet -Extension .sct -Identity ProprietarySCT1








Detailed Description

After running the New-SearchDocumentFormat cmdlet, your must run the following cmdlet to restart the search service. There will be a brief search outage.



	


	





	Restart-Service HostControllerService








You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Exchange Search - diagnostics" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Extension


	Required


	System.String


	The Extension parameter specifies the file type to be processed by the filter, and is designated by the common file extension associated with the file type. Examples include .MP3, .JPG, and .PNG. Note the leading period.





	Identity


	Required


	Microsoft.Exchange.Management.Search.SearchDocumentFormatId


	The Identity parameter uniquely identifies the new search document format. For example, an identity of "PropSCT" might specify a proprietary document format which is supported by a custom IFilter. The Identity parameter must be unique within the search document formats.





	MimeType


	Required


	System.String


	The MimeType parameter specifies the MIME type of the format.





	Name


	Required


	System.String


	The Name specifies a friendly name for the format, but does not need to be unique. For example, you might have several different formats (supported by custom IFilters) that are used to index output from a proprietary system called "My Business Output". You could use the Name parameter to create a category of formats called "My Business Output Formats", and uniquely identify each format within that group using the Identity parameter.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	Enabled


	Optional


	System.Boolean


	The Enabled parameter specifies whether the new format is enabled at creation.

Valid input for this parameter is $true or $false. The default is $true.





	Server


	Optional


	Microsoft.Exchange.Configuration.Tasks.ServerIdParameter


	The Server parameter specifies the Exchange server on which you want to run this command. You can use any value that uniquely identifies the server. For example:

	•	Name


	•	FQDN


	•	Distinguished name (DN)


	•	Exchange Legacy DN


If you don't use the Server parameter, the command is run on the local server.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	New-MigrationEndpoint





	










	Exchange Management Shell > Exchange 2013 cmdlets > Move and migration cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-07-17

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the New-MigrationEndpoint cmdlet to configure the connection settings for cross-forests moves, remote move migrations, cutover or staged Exchange migrations, and IMAP migrations.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	New-MigrationEndpoint -ExchangeRemoteMove <SwitchParameter> -RemoteServer <Fqdn> [-Credentials <PSCredential>] <COMMON PARAMETERS>










	





	New-MigrationEndpoint -Autodiscover <SwitchParameter> -Credentials <PSCredential> -EmailAddress <SmtpAddress> -ExchangeOutlookAnywhere <SwitchParameter> [-MailboxPermission <Admin | FullAccess>] [-SourceMailboxLegacyDN <String>] [-TestMailbox <MailboxIdParameter>] <COMMON PARAMETERS>










	





	New-MigrationEndpoint -Credentials <PSCredential> -ExchangeOutlookAnywhere <SwitchParameter> [-Authentication <Basic | Digest | Ntlm | Fba | WindowsIntegrated | LiveIdFba | LiveIdBasic | WSSecurity | Certificate | NegoEx | OAuth | Adfs | Kerberos | Negotiate | LiveIdNegotiate | Misconfigured>] [-EmailAddress <SmtpAddress>] [-ExchangeServer <String>] [-MailboxPermission <Admin | FullAccess>] [-NspiServer <String>] [-RpcProxyServer <Fqdn>] [-SourceMailboxLegacyDN <String>] [-TestMailbox <MailboxIdParameter>] <COMMON PARAMETERS>










	





	New-MigrationEndpoint -PSTImport <SwitchParameter> -RemoteServer <Fqdn> [-Credentials <PSCredential>] <COMMON PARAMETERS>










	





	New-MigrationEndpoint -Autodiscover <SwitchParameter> -Credentials <PSCredential> -EmailAddress <SmtpAddress> -ExchangeRemoteMove <SwitchParameter> <COMMON PARAMETERS>










	





	New-MigrationEndpoint -IMAP <SwitchParameter> -RemoteServer <Fqdn> [-Authentication <Basic | Digest | Ntlm | Fba | WindowsIntegrated | LiveIdFba | LiveIdBasic | WSSecurity | Certificate | NegoEx | OAuth | Adfs | Kerberos | Negotiate | LiveIdNegotiate | Misconfigured>] [-Port <Int32>] [-Security <None | Ssl | Tls>] <COMMON PARAMETERS>










	





	COMMON PARAMETERS: -Name <String> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-MaxConcurrentIncrementalSyncs <Unlimited>] [-MaxConcurrentMigrations <Unlimited>] [-Organization <OrganizationIdParameter>] [-Partition <MailboxIdParameter>] [-SkipVerification <SwitchParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example creates an endpoint for remote moves by using the Autodiscover parameter to detect the settings.



	


	





	New-MigrationEndpoint -Name Endpoint1 -ExchangeRemoteMove -Autodiscover -EmailAddress tonysmith@contoso.com -Credentials (Get-Credential contoso\tonysmith)








EXAMPLE 2

This example creates an endpoint for remote moves by specifying the settings manually.



	


	





	New-MigrationEndpoint -Name Endpoint2 -ExchangeRemoteMove -RemoteServer MRSServer.contoso.com -Credentials (Get-Credential Contoso.com\Administrator)








EXAMPLE 3

This example creates an Outlook Anywhere migration endpoint by using the Autodiscover parameter to detect the connection settings to the on-premises organization. Outlook Anywhere endpoints are used for cutover and staged Exchange migrations. The Get-Credential cmdlet is used to obtain the credentials for an on-premises account that has the necessary administrative privileges in the domain and that can access the mailboxes that will be migrated. When prompted for the user name, you can use either the email address or the domain\user name format for the administrator account. This account can be the same one that is specified by the EmailAddress parameter.



	


	





	$Credentials = Get-Credential










	


	





	New-MigrationEndpoint -ExchangeOutlookAnywhere -Name EXCH-AutoDiscover -Autodiscover -EmailAddress administrator@contoso.com -Credentials $Credentials








EXAMPLE 4

This example creates an Outlook Anywhere migration endpoint by specifying the connection settings manually. Outlook Anywhere endpoints are used for cutover and staged Exchange migrations. The value for the ExchangeServer parameter specifies the on-premises Exchange server that hosts the mailboxes that will be migrated. The value for the RPCProxyServer parameter specifies a Client Access server in the on-premises organization. The EmailAddress parameter can specify any mailbox in the on-premises domain.



	


	





	New-MigrationEndpoint -ExchangeOutlookAnywhere -Name EXCH_Manual -ExchangeServer EXCH-01-MBX.contoso.com -RPCProxyServer EXCH-02-CAS.contoso.com -Credentials (Get-Credential administrator@contoso.com) -EmailAddress annb@contoso.com










	[image: Important]

Important:





	It's recommended that you use a migration endpoint created with connection settings that are automatically discovered (see Example 3) because the Autodiscover service will be used to connect to each user mailbox in the migration batch. If you manually specify the connection settings for the endpoint and a user mailbox isn’t located on the server specified by the ExchangeServer parameter, the migration for that user will fail. This is important if you have multiple on-premises Exchange servers. Otherwise, you may need to create different migration endpoints that correspond to each on-premises server.








EXAMPLE 5

This example creates an IMAP migration endpoint. The value for the RemoteServer parameter specifies the FQDN of the IMAP server that hosts the mailboxes that will be migrated. The endpoint is configured to use port 993 for SSL encryption.



	


	





	New-MigrationEndpoint -IMAP -Name IMAPEndpoint -RemoteServer imap.contoso.com -Port 993 -Security Ssl








EXAMPLE 6

This example creates an IMAP migration endpoint that supports 50 concurrent migrations and 10 concurrent incremental synchronizations. The endpoint is configured to use port 143 for TLS encryption.



	


	





	New-MigrationEndpoint -IMAP -Name IMAP_TLS_Endpoint -RemoteServer imap.contoso.com -Port 143 -Security Tls -MaxConcurrentMigrations

50 -MaxConcurrentIncrementalSyncs 10








Detailed Description

The New-MigrationEndpoint cmdlet configures the connection settings for different types of migrations:

	•	Cross-forest move: Move mailboxes between two different on-premises Exchange forests. Cross-forest moves require the use of a Remote Move endpoint.


	•	Remote move migration: In a hybrid deployment, a remote move migration involves onboarding or offboarding migrations. Remote move migrations also require the use of an Exchange remote move endpoint. Onboarding moves mailboxes from an on-premises Exchange organization to Exchange Online in Office 365, and uses a remote move endpoint as the source endpoint of the migration batch. Offboarding moves mailboxes from Exchange Online in Office 365 to an on-premises Exchange organization and uses a remote move endpoint as the target endpoint of the migration batch.


	•	Cutover Exchange migration: Migrate all mailboxes in an on-premises Exchange organization to Exchange Online in Office 365. A cutover Exchange migration requires the use of an Outlook Anywhere migration endpoint.


	•	Staged Exchange migration: Migrate a subset of mailboxes from an on-premises Exchange organization to Exchange Online in Office 365. A staged Exchange migration requires the use of an Outlook Anywhere migration endpoint.


	•	IMAP migration: Migrate mailbox data from an on-premises Exchange organization or other email system to Exchange Online in Office 365. For an IMAP migration, you must first create the cloud-based mailboxes before you migrate mailbox data. IMAP migrations require the use of an IMAP endpoint.




	[image: Note]

Note:





	Moving mailboxes between different servers or databases within a single on-premises Exchange forest (called a local move) doesn't require a migration endpoint.








You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Mailbox Move and Migration Permissions" section in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Autodiscover


	Required


	System.Management.Automation.SwitchParameter


	For an Exchange migration, the Autodiscover parameter specifies whether to get other connection settings for the on-premises server from the Autodiscover service.





	EmailAddress


	Required


	Microsoft.Exchange.Data.SmtpAddress


	The EmailAddress parameter specifies the email address used by the Autodiscover service or in some cases used to validate the endpoint when you specify the connection settings manually.





	ExchangeOutlookAnywhere


	Required


	System.Management.Automation.SwitchParameter


	This parameter is available only in the cloud-based service.

The ExchangeOutlookAnywhere parameter specifies the type of endpoint for staged and cutover migrations.





	ExchangeRemoteMove


	Required


	System.Management.Automation.SwitchParameter


	The ExchangeRemoteMove parameter specifies the type of endpoint for cross-forest moves and remote move migrations in a hybrid deployment.





	IMAP


	Required


	System.Management.Automation.SwitchParameter


	This parameter is available only in the cloud-based service.

The IMAP parameter specifies the type of endpoint for IMAP migrations.





	Name


	Required


	System.String


	The Name parameter specifies the name you give to the new migration endpoint. You can use the Name parameter when you run the New-MigrationBatch cmdlet.





	PSTImport


	Required


	System.Management.Automation.SwitchParameter


	The PSTImport parameter specifies the type of endpoint for PST Import migrations.





	RemoteServer


	Required


	Microsoft.Exchange.Data.Fqdn


	The RemoteServer parameter specifies the FQDN of the remote server, which depends on the protocol type for moves:

	•	For cross-forest moves and remote move migrations, this parameter refers to the Client Access server in the on-premises organization.


	•	For IMAP migrations, this parameter refers to the IMAP server.






	Authentication


	Optional


	Microsoft.Exchange.Data.Directory.SystemConfiguration.AuthenticationMethod


	This parameter is available only in the cloud-based service.

The Authentication parameter specifies the authentication method used by the on-premises mail server. If you don't include this parameter, Basic authentication is used.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	Credentials


	Optional


	System.Management.Automation.PSCredential


	The Credentials parameter specifies the credentials to connect to the source or target endpoint for all Exchange migration types.

This parameter requires the creation and passing of a credential object. This credential object is created by using the Get-Credential cmdlet. For more information, see Get-Credential.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in the cloud-based service.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	ExchangeServer


	Optional


	System.String


	This parameter is available only in the cloud-based service.

The ExchangeServer parameter specifies the FQDN of the on-premises Exchange server that hosts the mailboxes that will be migrated. This parameter is used when you create an Outlook Anywhere migration endpoint for cutover and staged Exchange migrations.

This parameter is required only when you don't use the Autodiscover parameter.





	MailboxPermission


	Optional


	Microsoft.Exchange.Data.Storage.Management.MigrationMailboxPermission


	This parameter is available only in the cloud-based service.

The MailboxPermission parameter specifies what permissions to use to access the source mailbox during Outlook Anywhere onboarding (staged Exchange migration and cutover Exchange migration).

The migration administrator account specified for the endpoint must have one of the following permissions:

	•	Admin: The account is a domain administrator who can access any mailbox they want to migrate.


	•	FullAccess: The account is assigned either the Full Access permission to the mailboxes they want to migrate or the Receive As permission to the mailbox database that hosts the mailboxes that will be migrated.


If this parameter isn’t specified, the cmdlet tries to access source mailboxes using the domain administrator permission and if that fails, it then tries to access the source mailboxes using the Full Access or Receive As permissions.

This parameter can’t be used for creating non-Outlook Anywhere migration endpoints.





	MaxConcurrentIncrementalSyncs


	Optional


	Microsoft.Exchange.Data.Unlimited


	The MaxConcurrentIncrementalSyncs parameter specifies the maximum number of incremental syncs allowed per endpoint. The default value is 20.





	MaxConcurrentMigrations


	Optional


	Microsoft.Exchange.Data.Unlimited


	The MaxConcurrentMigrations parameter specifies the maximum number of mailboxes that are migrated during initial sync. This parameter is applicable for all migration types. The default value is 100.





	NspiServer


	Optional


	System.String


	This parameter is available only in the cloud-based service.

The NspiServer parameter specifies the remote Name Service Provider Interface (NSPI) server location for cutover and staged migrations. You must provide the FQDN of the server.





	Organization


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationIdParameter


	This parameter is reserved for internal Microsoft use.





	Partition


	Optional


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	This parameter is reserved for internal Microsoft use.





	Port


	Optional


	System.Int32


	This parameter is available only in the cloud-based service.

For an IMAP migration, the Port parameter specifies the TCP port number used by the migration process to connect to the remote server. This parameter is required when you want to migrate data from an on-premises IMAP server to cloud-based mailboxes.





	RpcProxyServer


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in the cloud-based service.

The RpcProxyServer parameter specifies the FQDN of the Client Access server for the on-premises Exchange organization. This parameter is used when you create an Outlook Anywhere migration endpoint for cutover and staged Exchange migrations. Typically, this FQDN will be the same as your Outlook Web App URL; for example, mail.contoso.com. This is also the URL for the proxy server that Outlook uses to connect to an Exchange server.

This parameter is required only when you don't use the Autodiscover parameter.





	Security


	Optional


	Microsoft.Exchange.Data.IMAPSecurityMechanism


	This parameter is available only in the cloud-based service.

The Security parameter specifies the encryption method used by the IMAP server for an IMAP migration. Options are None, SSL (the default), or TLS. This parameter is required when you want to migrate data from an on-premises IMAP server to cloud-based mailboxes.





	SkipVerification


	Optional


	System.Management.Automation.SwitchParameter


	The SkipVerification switch specifies whether to skip verifying that the remote server is reachable when creating a migration endpoint. The default value is $false.





	SourceMailboxLegacyDN


	Optional


	System.String


	This parameter is available only in the cloud-based service.

The SourceMailboxLegacyDN parameter specifies the LegacyExchangeDN of an on-premises mailbox used to test the ability of the migration service to create a connection using this endpoint. The cmdlet tries to access this mailbox using the credentials for the administrator account specified in the command.





	TestMailbox


	Optional


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	This parameter is available only in the cloud-based service.

The TestMailbox parameter specifies an Exchange Online mailbox used as the target by the migration service to verify the connection using this endpoint. If this parameter isn’t specified, the migration service uses the migration arbitration mailbox in the Exchange Online organization to verify the connection.

This parameter is only used to create Outlook Anywhere migration endpoints.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Suspend-MoveRequest





	










	Exchange Management Shell > Exchange 2013 cmdlets > Move and migration cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-07-03

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Suspend-MoveRequest cmdlet to suspend a move request any time after the move request was created, but before it reaches the status of CompletionInProgress. You can resume the move request by using the Resume-MoveRequest cmdlet.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Suspend-MoveRequest -Identity <MoveRequestIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-SuspendComment <String>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example suspends the move request for Ayla's mailbox.



	


	





	Suspend-MoveRequest -Identity "Ayla@humongousinsurance.com"








EXAMPLE 2

This example suspends all move requests that are in progress by using the Get-MoveRequest cmdlet to retrieve all move requests with a MoveStatus value of InProgress, and then pipelining the output to the Suspend-MoveRequest cmdlet.



	


	





	Get-MoveRequest -MoveStatus InProgress | Suspend-MoveRequest








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Mailbox moves" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.MailboxReplicationService.MoveRequestIdParameter


	The Identity parameter specifies the identity of the mailbox or mail user. You can use one of the following values:

	•	GUID


	•	Distinguished Name (DN)


	•	Domain\Account


	•	User principal name (UPN)


	•	LegacyExchangeDN


	•	SMTP address


	•	Alias






	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	SuspendComment


	Optional


	System.String


	The SuspendComment parameter specifies a description as to why the request was suspended.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-DlpPolicyTemplate





	










	Exchange Management Shell > Exchange 2013 cmdlets > Policy and compliance cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-12

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Get-DlpPolicyTemplate cmdlet to view existing data loss prevention (DLP) policy templates in your Exchange organization.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Get-DlpPolicyTemplate [-Identity <DlpPolicyIdParameter>] [-DomainController <Fqdn>]








Examples

Example 1

This example returns a summary list of all DLP policy templates.



	


	





	Get-DlpPolicyTemplate








Example 2

This example returns detailed information about the DLP policy template named GLBA. The command is piped to the Format-List cmdlet to display the detailed configuration of the specified DLP policy template.



	


	





	Get-DlpPolicyTemplate GLBA | Format-List








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Data loss prevention (DLP)" entry in the Messaging policy and compliance permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	Identity


	Optional


	Microsoft.Exchange.MessagingPolicies.CompliancePrograms.Tasks.DlpPolicyIdParameter


	The Identity parameter specifies the DLP policy template you want to view. You can use any value that uniquely identifies the DLP policy template. For example, you can specify the name, GUID, or distinguished name (DN) of the DLP policy template.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Disable-JournalRule





	










	Exchange Management Shell > Exchange 2013 cmdlets > Policy and compliance cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-13

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Disable-JournalRule cmdlet to disable a journal rule on a Mailbox server.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Disable-Journalrule -Identity <RuleIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-LawfulInterception <SwitchParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example disables the journal rule Brokerage Communications.



	


	





	Disable-JournalRule "Brokerage Communications"








EXAMPLE 2

This example disables all journal rules. The Get-JournalRule cmdlet is used to add all journal rules to the pipeline. The results are piped to the Disable-JournalRule cmdlet.



	


	





	Get-JournalRule | Disable-JournalRule








Detailed Description

You can enable or disable specific journal rules in your organization at any time using the Disable-JournalRule and Enable-JournalRule cmdlets.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Journaling" entry in the Messaging policy and compliance permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.MessagingPolicies.Rules.Tasks.RuleIdParameter


	The Identity parameter specifies the journal rule you want to disable. Enter either the name or the GUID of the journal rule. You can omit this parameter label.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	LawfulInterception


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	New-PolicyTipConfig





	










	Exchange Management Shell > Exchange 2013 cmdlets > Policy and compliance cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-14

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Set-PolicyTipConfig cmdlet to create custom Policy Tips in your organization.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	New-PolicyTipConfig -Name <String> -Value <String> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-Organization <OrganizationIdParameter>] [-WhatIf [<SwitchParameter>]]








Examples

Example 1

This example creates a custom Policy Tip with the following settings:

	•	Locale: English


	•	Action: NotifyOnly


	•	Policy Tip text: "This message contains content that is restricted by Contoso company policy."




	


	





	New-PolicyTipConfig -Name en\NotifyOnly -Value "This message contains content that is restricted by Contoso company policy."








Example 2

This example sets the informational URL in Policy Tips to the value http://www.contoso.com/PolicyTipInformation.



	


	





	New-PolicyTipConfig Url -Value "http://www.contoso.com/PolicyTipInformation"








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Data loss prevention (DLP)" entry in the Messaging policy and compliance permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Name


	Required


	System.String


	The Name parameter specifies the custom Policy Tip you want to modify. Valid input for this parameter is one of the following values:

	•	<Locale>\<Action>: Locale is a supported locale code. For example, en for English or fr for French. For more information about supported locales, see Supported languages for system messages. Action is one of the following Policy Tip actions: NotifyOnly, RejectOverride or Reject.


	•	Url


There can be only one custom Policy Tip with the value Url for the Name parameter. For the remaining Policy Tip actions, there can be only one custom Policy Tip for each combination of locale and action. For example, there can be only one custom Policy Tip with the Name value en\NotifyOnly, but you can create additional custom Policy Tips with the values de\NotifyOnly and fr\NotifyOnly for the Name parameter.





	Value


	Required


	System.String


	The Value parameter specifies the text that's displayed by the Policy Tip. If the value contains spaces, enclose the value in quotation marks (").





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	Organization


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationIdParameter


	The Organization parameter is reserved for internal Microsoft use.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-AuthServer





	










	Exchange Management Shell > Exchange 2013 cmdlets > Security cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-12

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Get-AuthServer cmdlet to retrieve settings of authorization servers configured in the Exchange organization.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Get-AuthServer [-Identity <AuthServerIdParameter>] [-DomainController <Fqdn>]








Examples

EXAMPLE 1

This example retrieves all settings for all authorization servers in the Exchange organization.



	


	





	Get-AuthServer | Format-List *








Detailed Description

An authorization server is a server or service that issues tokens trusted by Microsoft Exchange Server 2013 for access by partner applications.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Partner application - configure" entry in the Sharing and collaboration permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	Identity


	Optional


	Microsoft.Exchange.Configuration.Tasks.AuthServerIdParameter


	The Identity parameter specifies the identity of an authorization server.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Get-SharingPolicy





	










	Exchange Management Shell > Exchange 2013 cmdlets > Sharing and collaboration cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-14

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Get-SharingPolicy cmdlet to view the settings of sharing policies.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Get-SharingPolicy [-Identity <SharingPolicyIdParameter>] [-DomainController <Fqdn>] [-Organization <OrganizationIdParameter>]








Examples

EXAMPLE 1

This example retrieves the default information for the sharing policy FourthCoffee.



	


	





	Get-SharingPolicy -Identity FourthCoffee








EXAMPLE 2

This example retrieves the full information for the sharing policy Fabrikam.



	


	





	Get-SharingPolicy Fabrikam | Format List








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Sharing policies" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that retrieves data from Active Directory.





	Identity


	Optional


	Microsoft.Exchange.Configuration.Tasks.SharingPolicyIdParameter


	The Identity parameter specifies the identity of the sharing policy for which you want to view the settings. You can use one of the following values:

	•	ADObjectID


	•	Distinguished name (DN)


	•	Legacy DN


	•	GUID


The Identity parameter can't be used with the Organization parameter.





	Organization


	Optional


	Microsoft.Exchange.Configuration.Tasks.OrganizationIdParameter


	The Organization parameter is reserved for internal Microsoft use.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Disable-UMCallAnsweringRule





	










	Exchange Management Shell > Exchange 2013 cmdlets > Unified Messaging cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-15

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Disable-UMCallAnsweringRule cmdlet to disable a call answering rule that has been created within a UM-enabled mailbox.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Disable-UMCallAnsweringRule -Identity <UMCallAnsweringRuleIdParameter> [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-Mailbox <MailboxIdParameter>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example disables the call answering rule MyUMCallAnsweringRule in the mailbox for Tony Smith.



	


	





	Disable -UMCallAnsweringRule -Identity MyUMCallAnsweringRule -Mailbox tonysmith








EXAMPLE 2

This example uses the WhatIf switch to test whether the call answering rule MyUMCallAnsweringRule in the mailbox for Tony Smith is ready to be disabled and if there are any errors within the command.



	


	





	Disable -UMCallAnsweringRule -Identity MyUMCallAnsweringRule -Mailbox tonysmith -WhatIf








EXAMPLE 3

This example disables the call answering rule MyUMCallAnsweringRule in the mailbox for Tony Smith and prompts the user logged on to confirm that they're disabling the call answering rule.



	


	





	Disable-UMCallAnsweringRule -Identity MyUMCallAnsweringRule -Mailbox tonysmith -Confirm








Detailed Description

The Disable-UMCallAnsweringRule cmdlet disables the call answering rule by modifying its status variable. Disabling a call answering rule prevents it from being retrieved and processed when an incoming call is received. With this cmdlet, you can disable an existing call answering rule that's enabled.

When the call answering rule is created, you should disable the call answering rule when you're setting up conditions and actions. This prevents the call answering rule from being processed when an incoming call is received until you've correctly configured the call answering rule. After this task is completed, the cmdlet sets the parameters and the values specified.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "UM call answering rules entry in the Unified Messaging permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.UMCallAnsweringRuleIdParameter


	The Identity parameter specifies the UM call answering rule in a UM-enabled mailbox that's to be disabled.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	Mailbox


	Optional


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	The Mailbox parameter specifies the UM-enabled mailbox that contains the UM call answering rule. The default is the user's mailbox running the cmdlet.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Update-DistributionGroupMember





	










	Exchange Management Shell > Exchange 2013 cmdlets > Users and Groups Cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-03-12

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Update-DistributionGroupMember cmdlet to update a member of a specified distribution group.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Update-DistributionGroupMember -Identity <DistributionGroupIdParameter> [-BypassSecurityGroupManagerCheck <SwitchParameter>] [-Confirm [<SwitchParameter>]] [-DomainController <Fqdn>] [-Members <MultiValuedProperty>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example updates John's membership in the distribution group Research Reports.



	


	





	Update-DistributionGroupMember -Identity "Research Reports" -Members john@contoso.com








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Distribution groups" entry in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.DistributionGroupIdParameter


	The Identity parameter specifies the identity of the distribution group.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	BypassSecurityGroupManagerCheck


	Optional


	System.Management.Automation.SwitchParameter


	The BypassSecurityGroupManagerCheck parameter specifies whether to bypass security checks and moderation for the member being added, if the specified distribution group is a moderated distribution group.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch can be used to suppress the confirmation prompt that appears by default when this cmdlet is run. To suppress the confirmation prompt, use the syntax -Confirm:$False. You must include a colon ( : ) in the syntax.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	Members


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The Members parameter specifies the recipient or Active Directory user to update as a member of the distribution group.

To specify a recipient, you can use any of the following values:

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com

To specify an Active Directory user, you can choose from this subset of the values:

	•	Distinquished Name (DN)


	•	Domain\Account


	•	GUID


	•	User Principal Name (UPN)


Separate multiple users with a comma, for example, "contoso\ayla","contoso\tony".





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Enable-MailContact





	










	Exchange Management Shell > Exchange 2013 cmdlets > Users and Groups Cmdlets >








Applies to: Exchange Server 2013

Topic Last Modified: 2014-03-05

This cmdlet is available only in on-premises Exchange Server 2013.

Use the Enable-MailContact cmdlet to mail-enable an existing contact in Active Directory.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Enable-MailContact -Identity <ContactIdParameter> -ExternalEmailAddress <ProxyAddress> [-Alias <String>] [-Confirm [<SwitchParameter>]] [-DisplayName <String>] [-DomainController <Fqdn>] [-MacAttachmentFormat <BinHex | UuEncode | AppleSingle | AppleDouble>] [-MessageBodyFormat <Text | Html | TextAndHtml>] [-MessageFormat <Text | Mime>] [-OverrideRecipientQuotas <SwitchParameter>] [-PrimarySmtpAddress <SmtpAddress>] [-UsePreferMessageFormat <$true | $false>] [-WhatIf [<SwitchParameter>]]








Examples

EXAMPLE 1

This example mail-enables an existing contact in Active Directory and provides the contact with the external email address roland@tailspintoys.com.



	


	





	Enable-MailContact -Identity Roland -ExternalEmailAddress "roland@tailspintoys.com"








Detailed Description

The Enable-MailContact cmdlet mail-enables an existing contact in Active Directory by adding the attributes required by Microsoft Exchange. The contact's identity, associated alias, and target email address are required to mail-enable a contact.

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Recipient Provisioning Permissions" section in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	ExternalEmailAddress


	Required


	Microsoft.Exchange.Data.ProxyAddress


	The ExternalEmailAddress parameter specifies the target email address.





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.ContactIdParameter


	The Identity parameter specifies the identity of the contact.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	Alias


	Optional


	System.String


	The Alias parameter specifies the alias of the mail-enabled contact.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	DisplayName


	Optional


	System.String


	The DisplayName parameter specifies the contact's display name.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	MacAttachmentFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MacAttachmentFormat


	The MacAttachmentFormat parameter specifies the Apple Macintosh operating system attachment format for messages sent to the mail contact. The valid values for this parameter are:

	•	BinHex


	•	UuEncode


	•	AppleSingle


	•	AppleDouble


By default, this parameter is set to BinHex.

The acceptable values for the MacAttachmentFormat parameter are dependent on the MessageFormat parameter. If the MessageFormat parameter is set to Text, you can only use BinHex or UuEncode values for this parameter. If the MessageFormat parameter is set to Mime, you can only use BinHex, AppleSingle, or AppleDouble values for this parameter.





	MessageBodyFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MessageBodyFormat


	The MessageBodyFormat parameter specifies the message body format for messages sent to the mail contact. The valid values for this parameter are:

	•	Text


	•	Html


	•	TextAndHtml


By default, this parameter is set to TextAndHtml.

The MessageFormat and MessageBodyFormat parameters are interdependent. If the MessageFormat parameter is set to Mime, the MessageBodyFormat parameter can be set to any valid value. However, if the MessageFormat parameter is set to Text, the MessageBodyFormat parameter can only be set to Text. Therefore, if you want to set this parameter to Html or TextAndHtml, you must also set the MessageFormat parameter to Mime.





	MessageFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MessageFormat


	The MessageFormat parameter specifies the message format for messages sent to the mail contact.

The valid values for this parameter are:

	•	Text


	•	Mime


By default, this parameter is set to Mime.

The MessageFormat and MessageBodyFormat parameters are interdependent. If the MessageFormat parameter is set to Mime, the MessageBodyFormat parameter can be set to any valid value. However, if the MessageFormat parameter is set to Text, the MessageBodyFormat parameter can only be set to Text. Therefore, if you want to change the MessageFormat parameter from Mime to Text, you must also change the MessageBodyFormat parameter to Text.





	OverrideRecipientQuotas


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	PrimarySmtpAddress


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	The PrimarySmtpAddress parameter specifies the Reply to address for the mail user. By default, the primary SMTP address is the same as the ExternalEmailAddress parameter value. We recommend that you don't set this parameter unless you're in a cross-forest scenario. If you want to set the primary SMTP address to be a different address from the external email address, you need to set the EmailAddressPolicyEnabled parameter to $false by using the Set-MailContact cmdlet, otherwise the mail user's primary SMTP address will use the ExternalEmailAddress parameter value, regardless of the value in the PrimarySMTPAddress parameter.





	UsePreferMessageFormat


	Optional


	System.Boolean


	The UsePreferMessageFormat parameter specifies whether the recipient-preferred message format settings override the global settings for mail sent to this user. When set to $true, this parameter specifies that the recipient-preferred message format settings override the global settings for mail sent to this user.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Set-MailContact





	










	Exchange Management Shell > Exchange 2013 cmdlets > Users and Groups Cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-07-09

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Set-MailContact cmdlet to modify an existing mail-enabled contact in Active Directory.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Set-MailContact -Identity <MailContactIdParameter> [-AcceptMessagesOnlyFrom <MultiValuedProperty>] [-AcceptMessagesOnlyFromDLMembers <MultiValuedProperty>] [-AcceptMessagesOnlyFromSendersOrMembers <MultiValuedProperty>] [-Alias <String>] [-ArbitrationMailbox <MailboxIdParameter>] [-BypassModerationFromSendersOrMembers <MultiValuedProperty>] [-Confirm [<SwitchParameter>]] [-CreateDTMFMap <$true | $false>] [-CustomAttribute1 <String>] [-CustomAttribute10 <String>] [-CustomAttribute11 <String>] [-CustomAttribute12 <String>] [-CustomAttribute13 <String>] [-CustomAttribute14 <String>] [-CustomAttribute15 <String>] [-CustomAttribute2 <String>] [-CustomAttribute3 <String>] [-CustomAttribute4 <String>] [-CustomAttribute5 <String>] [-CustomAttribute6 <String>] [-CustomAttribute7 <String>] [-CustomAttribute8 <String>] [-CustomAttribute9 <String>] [-DisplayName <String>] [-DomainController <Fqdn>] [-EmailAddresses <ProxyAddressCollection>] [-EmailAddressPolicyEnabled <$true | $false>] [-ExtensionCustomAttribute1 <MultiValuedProperty>] [-ExtensionCustomAttribute2 <MultiValuedProperty>] [-ExtensionCustomAttribute3 <MultiValuedProperty>] [-ExtensionCustomAttribute4 <MultiValuedProperty>] [-ExtensionCustomAttribute5 <MultiValuedProperty>] [-ExternalEmailAddress <ProxyAddress>] [-ForceUpgrade <SwitchParameter>] [-GenerateExternalDirectoryObjectId <SwitchParameter>] [-GrantSendOnBehalfTo <MultiValuedProperty>] [-HiddenFromAddressListsEnabled <$true | $false>] [-IgnoreDefaultScope <SwitchParameter>] [-MacAttachmentFormat <BinHex | UuEncode | AppleSingle | AppleDouble>] [-MailTip <String>] [-MailTipTranslations <MultiValuedProperty>] [-MaxReceiveSize <Unlimited>] [-MaxRecipientPerMessage <Unlimited>] [-MaxSendSize <Unlimited>] [-MessageBodyFormat <Text | Html | TextAndHtml>] [-MessageFormat <Text | Mime>] [-ModeratedBy <MultiValuedProperty>] [-ModerationEnabled <$true | $false>] [-Name <String>] [-PrimarySmtpAddress <SmtpAddress>] [-RejectMessagesFrom <MultiValuedProperty>] [-RejectMessagesFromDLMembers <MultiValuedProperty>] [-RejectMessagesFromSendersOrMembers <MultiValuedProperty>] [-RemovePicture <SwitchParameter>] [-RemoveSpokenName <SwitchParameter>] [-RequireSenderAuthenticationEnabled <$true | $false>] [-SecondaryAddress <String>] [-SecondaryDialPlan <UMDialPlanIdParameter>] [-SendModerationNotifications <Never | Internal | Always>] [-SimpleDisplayName <String>] [-UMDtmfMap <MultiValuedProperty>] [-UseMapiRichTextFormat <Never | Always | UseDefaultSettings>] [-UsePreferMessageFormat <$true | $false>] [-UserCertificate <MultiValuedProperty>] [-UserSMimeCertificate <MultiValuedProperty>] [-WhatIf [<SwitchParameter>]] [-WindowsEmailAddress <SmtpAddress>]








Examples

EXAMPLE 1

This example sets John Rodman's external email address to john@contoso.com.



	


	





	Set-MailContact -Identity "John Rodman" -ExternalEmailAddress "john@contoso.com"








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Recipient Provisioning Permissions" section in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailContactIdParameter


	The Identity parameter specifies the mail contact.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	AcceptMessagesOnlyFrom


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The AcceptMessagesOnlyFrom parameter specifies the mailbox users, mail users, and mail contacts that can send email messages to this mail contact. You can also specify Microsoft Exchange as a valid recipient for this parameter. If you configure a mail contact to accept messages only from the Microsoft Exchange recipient, it only receives system-generated messages.

You can use any of the following values for the valid senders:

	•	DN


	•	Canonical name


	•	GUID


	•	Name


	•	Display name


	•	Alias


	•	Exchange DN


	•	Primary SMTP email address


By default, this parameter is blank. This default value enables the mail contact to accept messages from all senders.





	AcceptMessagesOnlyFromDLMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The AcceptMessagesOnlyFromDLMembers parameter specifies the distribution groups whose members are allowed to send email messages to this mail contact. You can use any of the following values for the allowed distribution groups:

	•	DN


	•	Canonical name


	•	GUID


	•	Name


	•	Display name


	•	Legacy Exchange DN


	•	Primary SMTP email address


By default, this parameter is blank. This default value enables the mail contact to accept messages from all senders.





	AcceptMessagesOnlyFromSendersOrMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The AcceptMessagesOnlyFromSendersOrMembers parameter specifies the recipients who are allowed to send email messages to this mail contact. You can use any of the following values for the allowed distribution groups:

	•	DN


	•	Canonical name


	•	GUID


	•	Name


	•	Display name


	•	Legacy Exchange DN


	•	Primary SMTP email address


By default, this parameter is blank. This default value enables the mail contact to accept messages from all senders.





	Alias


	Optional


	System.String


	The Alias parameter specifies the alias of the mail-enabled contact. An alias can contain letters, numbers, and the following punctuation marks and symbols:

	•	!


	•	#


	•	$


	•	%


	•	^


	•	&


	•	*


	•	+


	•	-


	•	.


	•	/


	•	=


	•	?


	•	_


	•	{


	•	}


	•	|


	•	~






	ArbitrationMailbox


	Optional


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	This parameter is available only in on-premises Exchange 2013.

The ArbitrationMailbox parameter specifies the mailbox used to manage the moderation process.





	BypassModerationFromSendersOrMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The BypassModerationFromSendersOrMembers parameter specifies the recipients whose messages bypass moderation when sending to this mail contact. You can use any of the following values:

	•	DN


	•	Canonical name


	•	GUID


	•	Name


	•	Display name


	•	Legacy Exchange DN


	•	Primary SMTP email address


By default, this value is blank. This default value ensures that all messages are moderated when this mail contact is configured for moderation.

Senders that are designated as moderators for this mail contact are allowed to send messages to this mail contact.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	CreateDTMFMap


	Optional


	System.Boolean


	The CreateDTMFMap parameter specifies that a dual tone multi-frequency (DTMF) map be created for the contact.





	CustomAttribute1


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute10


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute11


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute12


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute13


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute14


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute15


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute2


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute3


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute4


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute5


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute6


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute7


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute8


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute9


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	DisplayName


	Optional


	System.String


	The DisplayName parameter specifies the display name of the user.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	EmailAddresses


	Optional


	Microsoft.Exchange.Data.ProxyAddressCollection


	The EmailAddresses parameter specifies the email address of the mail contact. All valid Microsoft Exchange email address types may be used. You can specify multiple values for the EmailAddresses parameter as a comma-delimited list. If you include multiple values, the first email address becomes the mail contact's primary SMTP email address.



	[image: Important]

Important:





	Exchange doesn't validate custom addresses for proper formatting. You must ensure that the custom address you specify complies with the format requirements for that address type. Because X.400 addresses are considered custom addresses in Exchange, they aren't validated, and you must provide the correct syntax when specifying an X.400 address.












	EmailAddressPolicyEnabled


	Optional


	System.Boolean


	This parameter is available only in on-premises Exchange 2013.

The EmailAddressPolicyEnabled parameter specifies whether the email addresses for the mailbox are automatically updated based on the email address policies defined.





	ExtensionCustomAttribute1


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute2


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute3


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute4


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute5


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExternalEmailAddress


	Optional


	Microsoft.Exchange.Data.ProxyAddress


	The ExternalEmailAddress parameter specifies the external email address of the recipient.





	ForceUpgrade


	Optional


	System.Management.Automation.SwitchParameter


	The ForceUpgrade parameter suppresses the following confirmation: "To save changes on object <object name>, the object must be upgraded to the current Exchange version. After the upgrade, this object can't be managed by an earlier version of the Exchange management tools. Do you want to continue to upgrade and save the object?" This confirmation appears when you upgrade a mail contact that was created in Exchange Server 2003. You can't manage an Exchange 2003 mail contact by using the Exchange Administration Center until you update the object's version.





	GenerateExternalDirectoryObjectId


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	GrantSendOnBehalfTo


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The GrantSendOnBehalfTo parameter specifies the DNs of recipients that can send messages on behalf of this contact.





	HiddenFromAddressListsEnabled


	Optional


	System.Boolean


	The HiddenFromAddressListsEnabled parameter specifies whether the contact appears in address lists. The possible values for this parameter are $true or $false. If the value is $true, the contact doesn't appear in the address list.

The default value is $false.





	IgnoreDefaultScope


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The IgnoreDefaultScope switch tells the command to ignore the default recipient scope setting for the Exchange Management Shell session, and to use the entire forest as the scope. This allows the command to access Active Directory objects that aren't currently available in the default scope.

Using the IgnoreDefaultScope switch introduces the following restrictions:

	•	You can't use the DomainController parameter. The command uses an appropriate global catalog server automatically.


	•	You can only use the DN for the Identity parameter. Other forms of identification, such as alias or GUID, aren't accepted.






	MacAttachmentFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MacAttachmentFormat


	The MacAttachmentFormat parameter specifies the Apple Macintosh operating system attachment format for messages sent to the mail contact. The valid values for this parameter are:

	•	BinHex


	•	UuEncode


	•	AppleSingle


	•	AppleDouble


By default, this parameter is set to BinHex.

The acceptable values for the MacAttachmentFormat parameter are dependent on the MessageFormat parameter. If the MessageFormat parameter is set to Text, you can only use BinHex or UuEncode values for this parameter. If the MessageFormat parameter is set to Mime, you can only use BinHex, AppleSingle, or AppleDouble values for this parameter.





	MailTip


	Optional


	System.String


	The MailTip parameter specifies the message displayed to senders when they start drafting an email message to this recipient. The MailTip parameter message must be less than or equal to 250 characters.





	MailTipTranslations


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The MailTipTranslations parameter specifies additional languages when you want to provide the MailTip parameter information for this recipient in multiple languages. For each language, you must provide the locale, followed by a colon and the specific MailTip parameter value in that language. Each MailTip parameter value must be less than or equal to 250 characters. Multiple languages can be separated by commas.





	MaxReceiveSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The MaxReceiveSize parameter specifies the maximum size of email messages that can be received, from 1 kilobyte (KB) to 2,097,151 KB.

If a value isn't specified, the limit is set to the maximum value.





	MaxRecipientPerMessage


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The MaxRecipientPerMessage parameter specifies the maximum number of recipients for messages from this mail contact.





	MaxSendSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The MaxSendSize parameter specifies the maximum size of email messages that can be sent, from 1 KB to 2,097,151 KB.

If a value isn't specified, the limit is set to the maximum value.





	MessageBodyFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MessageBodyFormat


	The MessageBodyFormat parameter specifies the message body format for messages sent to the mail contact. The valid values for this parameter are:

	•	Text


	•	Html


	•	TextAndHtml


By default, this parameter is set to TextAndHtml.

The MessageFormat and MessageBodyFormat parameters are interdependent. If the MessageFormat parameter is set to Mime, the MessageBodyFormat parameter can be set to any valid value. However, if the MessageFormat parameter is set to Text, the MessageBodyFormat parameter can only be set to Text. Therefore, if you want to set this parameter to Html or TextAndHtml, you must also set the MessageFormat parameter to Mime.





	MessageFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MessageFormat


	The MessageFormat parameter specifies the message format for messages sent to the mail contact.

The valid values for this parameter are:

	•	Text


	•	Mime


By default, this parameter is set to Mime.

The MessageFormat and MessageBodyFormat parameters are interdependent. If the MessageFormat parameter is set to Mime, the MessageBodyFormat parameter can be set to any valid value. However, if the MessageFormat parameter is set to Text, the MessageBodyFormat parameter can only be set to Text. Therefore, if you want to change the MessageFormat parameter from Mime to Text, you must also change the MessageBodyFormat parameter to Text.





	ModeratedBy


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ModeratedBy parameter specifies the users who are responsible for moderating the messages sent to the mail-enabled contact. To designate more than one user, separate the users with commas.

This parameter is required if you set the ModerationEnabled parameter to $true. If you leave this parameter blank and there is a user who is already specified as the manager of this distribution group, the ModeratedBy parameter is automatically set by the ManagedBy parameter of the mail-enabled contact. Otherwise, an error is returned.





	ModerationEnabled


	Optional


	System.Boolean


	The ModerationEnabled parameter specifies whether to enable moderation for the mail-enabled contact. The possible values for this parameter are $true or $false. To enable moderation, set this parameter to $true. To disable moderation, set this parameter to $false.

The default value is $false.





	Name


	Optional


	System.String


	The Name parameter specifies the name of the mail-enabled contact.





	PrimarySmtpAddress


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	This parameter is available only in on-premises Exchange 2013.

The PrimarySmtpAddress parameter specifies the primary SMTP email address.





	RejectMessagesFrom


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The RejectMessagesFrom parameter specifies the recipients from which to reject messages. You can use any of the following values to specify the recipients:

	•	Alias


	•	Canonical name


	•	Display name


	•	DN


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank. This default value enables the mail contact to accept messages from all senders.





	RejectMessagesFromDLMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The RejectMessagesFromDLMembers parameter specifies the distribution list members from which to reject messages. You can use any of the following values to specify the recipients:

	•	Alias


	•	Canonical name


	•	Display name


	•	DN


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank. This default value enables the mail contact to accept messages from all senders.





	RejectMessagesFromSendersOrMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The RejectMessagesFromSendersOrMembers parameter specifies the recipients who aren't allowed to send email messages to this mail contact. You can use any of the following values to specify the recipients:

	•	Alias


	•	Canonical name


	•	Display name


	•	DN


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank. This default value enables the mail contact to accept messages from all senders.





	RemovePicture


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The RemovePicture parameter specifies whether to remove the picture that a user has added to a mail contact. A picture file can be added to the mail contact by using the Import-RecipientDataProperty cmdlet.





	RemoveSpokenName


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The RemoveSpokenName parameter specifies whether to remove the spoken name that a user has added to a mail contact. A sound file can be added to the mail contact by using the Import-RecipientDataProperty cmdlet.





	RequireSenderAuthenticationEnabled


	Optional


	System.Boolean


	The RequireSenderAuthenticationEnabled parameter specifies whether to accept messages only from authenticated recipients. The default value is $false.





	SecondaryAddress


	Optional


	System.String


	The SecondaryAddress parameter specifies the secondary address that's used by the Unified Messaging (UM)-enabled contact.





	SecondaryDialPlan


	Optional


	Microsoft.Exchange.Configuration.Tasks.UMDialPlanIdParameter


	The SecondaryDialPlan parameter specifies a secondary UM dial plan to use. This parameter is provided to create a secondary proxy address.





	SendModerationNotifications


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.TransportModerationNotificationFlags


	The SendModerationNotifications parameter specifies whether status notifications are sent to users when they send a message to the moderated distribution group. You can specify one of the following values:

	•	Always


	•	Internal


	•	Never


Set this parameter to Always if you want notifications to be sent to all senders.

Set this parameter to Internal if you want notifications to be sent only to the senders internal to your organization.

Set this parameter to Never to disable all status notifications.
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Note:





	The sender is always notified if the message is rejected by the moderators, regardless of the value of this parameter.








The default value is Never.





	SimpleDisplayName


	Optional


	System.String


	The SimpleDisplayName parameter is used to display an alternative description of the object when only a limited set of characters is permitted. This limited set of characters consists of ASCII characters 26 through 126, inclusively.





	UMDtmfMap


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The UMDtmfMap parameter specifies whether you want to create a user-defined DTMF map for the UM-enabled contact.





	UseMapiRichTextFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.UseMapiRichTextFormat


	The UseMapiRichTextFormat parameter specifies how messages in MAPI rich text format (RTF) are handled for this mail contact. Set this parameter to Never to convert all messages sent to this contact to plain text. Set this parameter to Always to always send messages to this contact in MAPI RTF. Set this parameter to UseDefaultSettings to have the format decided based on the setting configured in the MAPI client that sent the message.





	UsePreferMessageFormat


	Optional


	System.Boolean


	The UsePreferMessageFormat parameter specifies whether the message format settings configured for the mail contact override the global settings configured for the remote domain. The possible values for this parameter are $true or $false. Set this parameter to $true to have the message format settings configured for the mail contact to override any global settings. The default value is $false.





	UserCertificate


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	UserSMimeCertificate


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.





	WindowsEmailAddress


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	The WindowsEmailAddress parameter specifies the Windows email address for this mailbox. This address isn't used by Exchange.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.





Syntax







	Set-MailUser





	










	Exchange Management Shell > Exchange 2013 cmdlets > Users and Groups Cmdlets >








Applies to: Exchange Server 2013, Exchange Online

Topic Last Modified: 2014-07-03

This cmdlet is available in on-premises Exchange Server 2013 and in the cloud-based service. Some parameters and settings may be exclusive to one environment or the other.

Use the Set-MailUser cmdlet to modify the mail-related attributes of an existing user in Active Directory.

For information about the parameter sets in the Syntax section below, see Syntax.



	





	Set-MailUser -Identity <MailUserIdParameter> [-AcceptMessagesOnlyFrom <MultiValuedProperty>] [-AcceptMessagesOnlyFromDLMembers <MultiValuedProperty>] [-AcceptMessagesOnlyFromSendersOrMembers <MultiValuedProperty>] [-AddOnSKUCapability <MultiValuedProperty>] [-AggregatedMailboxGuids <MultiValuedProperty>] [-Alias <String>] [-ArbitrationMailbox <MailboxIdParameter>] [-ArchiveGuid <Guid>] [-ArchiveName <MultiValuedProperty>] [-ArchiveQuota <Unlimited>] [-ArchiveWarningQuota <Unlimited>] [-BypassLiveId <SwitchParameter>] [-BypassModerationFromSendersOrMembers <MultiValuedProperty>] [-CalendarVersionStoreDisabled <$true | $false>] [-Confirm [<SwitchParameter>]] [-CreateDTMFMap <$true | $false>] [-CustomAttribute1 <String>] [-CustomAttribute10 <String>] [-CustomAttribute11 <String>] [-CustomAttribute12 <String>] [-CustomAttribute13 <String>] [-CustomAttribute14 <String>] [-CustomAttribute15 <String>] [-CustomAttribute2 <String>] [-CustomAttribute3 <String>] [-CustomAttribute4 <String>] [-CustomAttribute5 <String>] [-CustomAttribute6 <String>] [-CustomAttribute7 <String>] [-CustomAttribute8 <String>] [-CustomAttribute9 <String>] [-DisplayName <String>] [-DomainController <Fqdn>] [-EmailAddresses <ProxyAddressCollection>] [-EmailAddressPolicyEnabled <$true | $false>] [-EndDateForRetentionHold <DateTime>] [-ExchangeGuid <Guid>] [-ExtensionCustomAttribute1 <MultiValuedProperty>] [-ExtensionCustomAttribute2 <MultiValuedProperty>] [-ExtensionCustomAttribute3 <MultiValuedProperty>] [-ExtensionCustomAttribute4 <MultiValuedProperty>] [-ExtensionCustomAttribute5 <MultiValuedProperty>] [-ExternalEmailAddress <ProxyAddress>] [-FederatedIdentity <String>] [-ForceUpgrade <SwitchParameter>] [-GrantSendOnBehalfTo <MultiValuedProperty>] [-HiddenFromAddressListsEnabled <$true | $false>] [-IgnoreDefaultScope <SwitchParameter>] [-ImmutableId <String>] [-JournalArchiveAddress <SmtpAddress>] [-LitigationHoldDate <DateTime>] [-LitigationHoldEnabled <$true | $false>] [-LitigationHoldOwner <String>] [-MacAttachmentFormat <BinHex | UuEncode | AppleSingle | AppleDouble>] [-MailboxContainerGuid <Guid>] [-MailboxProvisioningConstraint <MailboxProvisioningConstraint>] [-MailboxProvisioningPreferences <MultiValuedProperty>] [-MailTip <String>] [-MailTipTranslations <MultiValuedProperty>] [-MaxReceiveSize <Unlimited>] [-MaxSendSize <Unlimited>] [-MessageBodyFormat <Text | Html | TextAndHtml>] [-MessageFormat <Text | Mime>] [-MicrosoftOnlineServicesID <SmtpAddress>] [-ModeratedBy <MultiValuedProperty>] [-ModerationEnabled <$true | $false>] [-Name <String>] [-NetID <NetID>] [-Password <SecureString>] [-PrimarySmtpAddress <SmtpAddress>] [-RecipientLimits <Unlimited>] [-RecoverableItemsQuota <Unlimited>] [-RecoverableItemsWarningQuota <Unlimited>] [-RejectMessagesFrom <MultiValuedProperty>] [-RejectMessagesFromDLMembers <MultiValuedProperty>] [-RejectMessagesFromSendersOrMembers <MultiValuedProperty>] [-RemovePicture <SwitchParameter>] [-RemoveSpokenName <SwitchParameter>] [-RequireSenderAuthenticationEnabled <$true | $false>] [-ResetPasswordOnNextLogon <$true | $false>] [-RetainDeletedItemsFor <EnhancedTimeSpan>] [-RetentionComment <String>] [-RetentionHoldEnabled <$true | $false>] [-RetentionUrl <String>] [-SamAccountName <String>] [-SecondaryAddress <String>] [-SecondaryDialPlan <UMDialPlanIdParameter>] [-SendModerationNotifications <Never | Internal | Always>] [-SimpleDisplayName <String>] [-SingleItemRecoveryEnabled <$true | $false>] [-SKUAssigned <$true | $false>] [-SKUCapability <None | BPOS_S_Deskless | BPOS_S_Standard | BPOS_S_Enterprise | BPOS_S_Archive | BPOS_L_Standard | BPOS_B_Standard | BPOS_B_CustomDomain | BPOS_S_MidSize | BPOS_S_ArchiveAddOn | BPOS_S_EopStandardAddOn | BPOS_S_EopPremiumAddOn | BPOS_Unmanaged | TOU_Signed | FederatedUser | Partner_Managed | MasteredOnPremise | ResourceMailbox | ExcludedFromBackSync | UMFeatureRestricted | RichCoexistence | OrganizationCapabilityUMGrammar | OrganizationCapabilityUMDataStorage | OrganizationCapabilityOABGen | OrganizationCapabilityGMGen | OrganizationCapabilityClientExtensions | BEVDirLockdown | OrganizationCapabilityUMGrammarReady | OrganizationCapabilityMailRouting | OrganizationCapabilityManagement | OrganizationCapabilityTenantUpgrade | OrganizationCapabilityScaleOut | OrganizationCapabilityMessageTracking | OrganizationCapabilityPstProvider | OrganizationCapabilitySuiteServiceStorage | OrganizationCapabilityOfficeMessageEncryption | OrganizationCapabilityMigration>] [-StartDateForRetentionHold <DateTime>] [-UMDtmfMap <MultiValuedProperty>] [-UsageLocation <CountryInfo>] [-UseMapiRichTextFormat <Never | Always | UseDefaultSettings>] [-UsePreferMessageFormat <$true | $false>] [-UserCertificate <MultiValuedProperty>] [-UserPrincipalName <String>] [-UserSMimeCertificate <MultiValuedProperty>] [-WhatIf [<SwitchParameter>]] [-WindowsEmailAddress <SmtpAddress>] [-WindowsLiveID <SmtpAddress>]








Examples

EXAMPLE 1

This example sets the email address outside the organization to which mail-enabled user John Woods' (john) email is sent.



	


	





	Set-MailUser john -ExternalEmailAddress john@tailspintoys.com








Detailed Description

You need to be assigned permissions before you can run this cmdlet. Although all parameters for this cmdlet are listed in this topic, you may not have access to some parameters if they're not included in the permissions assigned to you. To see what permissions you need, see the "Recipient Provisioning Permissions" section in the Recipients Permissions topic.

Parameters



	Parameter


	Required


	Type


	Description





	Identity


	Required


	Microsoft.Exchange.Configuration.Tasks.MailUserIdParameter


	The Identity parameter specifies the mail user.

This parameter accepts the following values:

	•	Alias


Example: JPhillips

	•	Canonical DN


Example: Atlanta.Corp.Contoso.Com/Users/JPhillips

	•	Display Name


Example: Jeff Phillips

	•	Distinguished Name (DN)


Example: CN=JPhillips,CN=Users,DC=Atlanta,DC=Corp,DC=contoso,DC=com

	•	Domain\Account


Example: Atlanta\JPhillips

	•	GUID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2

	•	Immutable ID


Example: fb456636-fe7d-4d58-9d15-5af57d0354c2@contoso.com

	•	Legacy Exchange DN


Example: /o=Contoso/ou=AdministrativeGroup/cn=Recipients/cn=JPhillips

	•	SMTP Address


Example: Jeff.Phillips@contoso.com

	•	User Principal Name


Example: JPhillips@contoso.com





	AcceptMessagesOnlyFrom


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The AcceptMessagesOnlyFrom parameter specifies the mailbox users and mail users that can send email messages to this mail user. You can also specify Exchange as a valid recipient for this parameter. If you configure a mail user to accept messages only from the Exchange recipient, the mail user only receives system-generated messages.

You can use one of the following values for the valid senders:

	•	DN


	•	Canonical name


	•	GUID


	•	Name


	•	Display name


	•	Alias


	•	Exchange DN


	•	Primary SMTP email address


By default, this parameter is blank, which enables the mail user to accept messages from all senders.





	AcceptMessagesOnlyFromDLMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The AcceptMessagesOnlyFromDLMembers parameter specifies the distribution groups whose members are allowed to send email messages to this mail user. You can use any of the following values for the allowed distribution groups:

	•	DN


	•	Canonical name


	•	GUID


	•	Name


	•	Display name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank, which enables the mail user to accept messages from all senders.





	AcceptMessagesOnlyFromSendersOrMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The AcceptMessagesOnlyFromSendersOrMembers parameter specifies the recipients who are allowed to send email messages to this mail user. You can use any of the following values for the allowed distribution groups:

	•	Alias


	•	Canonical name


	•	Display name


	•	DN


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank, which enables the mail user to accept messages from all senders.





	AddOnSKUCapability


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	AggregatedMailboxGuids


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	Alias


	Optional


	System.String


	The Alias parameter specifies the alias of the user. An alias can contain letters, numbers, and the following punctuation marks and symbols:

	•	!


	•	#


	•	$


	•	%


	•	^


	•	&


	•	*


	•	+


	•	-


	•	.


	•	/


	•	=


	•	?


	•	_


	•	{


	•	}


	•	|


	•	~






	ArbitrationMailbox


	Optional


	Microsoft.Exchange.Configuration.Tasks.MailboxIdParameter


	This parameter is available only in on-premises Exchange 2013.

The ArbitrationMailbox parameter specifies the mailbox user who is used to manage the moderation process.





	ArchiveGuid


	Optional


	System.Guid


	This parameter is reserved for internal Microsoft use.





	ArchiveName


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	ArchiveQuota


	Optional


	Microsoft.Exchange.Data.Unlimited


	The ArchiveQuota parameter specifies the archive mailbox size at which it no longer accepts messages.

When you enter a value, qualify the value with one of the following units:

	•	B (bytes)


	•	KB (kilobytes)


	•	MB (megabytes)


	•	GB (gigabytes)


	•	TB (terabytes)


Unqualified values are treated as bytes.

The value must be greater than the value of the ArchiveWarningQuota parameter. The valid input range for either parameter is from 1 through 9223372036854775807 bytes.





	ArchiveWarningQuota


	Optional


	Microsoft.Exchange.Data.Unlimited


	The ArchiveWarningQuota parameter specifies the archive mailbox size at which a warning message is sent to the user.

When you enter a value, qualify the value with one of the following units:

	•	B (bytes)


	•	KB (kilobytes)


	•	MB (megabytes)


	•	GB (gigabytes)


	•	TB (terabytes)


Unqualified values are treated as bytes.

The value must be less than the value of the ArchiveQuota parameter. The valid input range for either parameter is from 1 through 9223372036854775807 bytes.





	BypassLiveId


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is reserved for internal Microsoft use.





	BypassModerationFromSendersOrMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The BypassModerationFromSendersOrMembers parameter specifies the recipients whose messages bypass moderation when sending to this mail user. You can use any of the following values:

	•	Alias


	•	Canonical name


	•	Display name


	•	DN


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


This value makes sure that all messages are moderated when this mail user is configured for moderation.
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Note:





	Senders designated as moderators for this mail user are never moderated.












	CalendarVersionStoreDisabled


	Optional


	System.Boolean


	This parameter is reserved for internal Microsoft use.





	Confirm


	Optional


	System.Management.Automation.SwitchParameter


	The Confirm switch causes the command to pause processing and requires you to acknowledge what the command will do before processing continues. You don't have to specify a value with the Confirm switch.





	CreateDTMFMap


	Optional


	System.Boolean


	The CreateDTMFMap parameter specifies that a dual tone multi-frequency (DTMF) map be created for the user.





	CustomAttribute1


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute10


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute11


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute12


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute13


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute14


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute15


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute2


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute3


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute4


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute5


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute6


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute7


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute8


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	CustomAttribute9


	Optional


	System.String


	The CustomAttribute1 to CustomAttribute15 parameters specify custom attributes. You can use these attributes to store additional information.





	DisplayName


	Optional


	System.String


	The DisplayName parameter specifies the display name of the user.





	DomainController


	Optional


	Microsoft.Exchange.Data.Fqdn


	This parameter is available only in on-premises Exchange 2013.

The DomainController parameter specifies the fully qualified domain name (FQDN) of the domain controller that writes this configuration change to Active Directory.





	EmailAddresses


	Optional


	Microsoft.Exchange.Data.ProxyAddressCollection


	The EmailAddresses parameter specifies the email alias of the mail user. All valid Exchange email address types may be used. You can specify multiple values for the EmailAddresses parameter as a comma-delimited list.
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Important:





	Exchange doesn't validate custom addresses for proper formatting. You must ensure that the custom address you specify complies with the format requirements for that address type. Because X.400 addresses are considered custom addresses in Exchange, they're also not validated, and you must provide the correct syntax when specifying an X.400 address.












	EmailAddressPolicyEnabled


	Optional


	System.Boolean


	This parameter is available only in on-premises Exchange 2013.

The EmailAddressPolicyEnabled parameter specifies whether the email addresses for the mailbox are automatically updated based on the email address policies defined. The two possible values for this parameter are $true or $false. When this parameter is set to $true, you can't change the PrimarySmtpAddress or WindowsEmailAddress parameters.





	EndDateForRetentionHold


	Optional


	System.DateTime


	The EndDateForRetentionHold parameter specifies the end date for retention hold for messaging records management (MRM). To use this parameter, the RetentionHoldEnabled parameter must be set to $true.





	ExchangeGuid


	Optional


	System.Guid


	This parameter is reserved for internal Microsoft use.





	ExtensionCustomAttribute1


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute2


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute3


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute4


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExtensionCustomAttribute5


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ExtensionCustomAttribute1-5 parameters specify custom attributes that store additional information. You can specify multiple values for these parameters as a comma delimited list. Each ExtensionCustomAttribute parameter can hold up to 1,300 values.

For more information about custom attributes, see Custom attributes.

For more information about using multivalued properties, see Modifying multivalued properties.





	ExternalEmailAddress


	Optional


	Microsoft.Exchange.Data.ProxyAddress


	The ExternalEmailAddress parameter specifies an email address outside the organization. Email messages sent to the user are sent to this external address.





	FederatedIdentity


	Optional


	System.String


	This parameter is available only in the cloud-based service.

The FederatedIdentity parameter associates an on-premises Active Directory user with a Microsoft Office user.





	ForceUpgrade


	Optional


	System.Management.Automation.SwitchParameter


	The ForceUpgrade parameter suppresses the following confirmation: "To save changes on object <object name>, the object must be upgraded to the current Exchange version. After the upgrade, this object cannot be managed by an earlier version of the Exchange Management Tools. Do you want to continue to upgrade and save the object?" This confirmation occurs when you upgrade a mail user that was created in Microsoft Exchange Server 2003. You can't manage an Exchange 2003 mail user by using the Exchange Administration Center until you update the object's version.





	GrantSendOnBehalfTo


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The GrantSendOnBehalfTo parameter specifies the DN of recipients that can send messages on behalf of this user.





	HiddenFromAddressListsEnabled


	Optional


	System.Boolean


	The HiddenFromAddressListsEnabled parameter specifies whether the user appears in the address list. The two possible values for this parameter are $true or $false. The default value is $false.





	IgnoreDefaultScope


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The IgnoreDefaultScope parameter instructs the command to ignore the default recipient scope setting for the Exchange Management Shell session and use the entire forest as the scope. This allows the command to access Active Directory objects that aren't currently in the default scope. Using the IgnoreDefaultScope parameter introduces the following restrictions:

	•	You can't use the DomainController parameter. The command uses an appropriate global catalog server automatically.


	•	You can only use the DN for the Identity parameter. Other forms of identification, such as alias or GUID, aren't accepted.






	ImmutableId


	Optional


	System.String


	The ImmutableId parameter is used by Outlook Live Directory Sync (OLSync) and specifies a unique and immutable identifier in the form of an SMTP address for an Exchange mailbox that's used for federated delegation when requesting Security Assertion Markup Language (SAML) tokens. If federation is configured for this mailbox and you don't set this parameter when you create the mailbox, Exchange will create the value for the immutable ID based upon the mailbox's ExchangeGUID and the federated account namespace, for example, 7a78e7c8-620e-4d85-99d3-c90d90f29699@mail.contoso.com. You must set the ImmutableId parameter if Active Directory Federation Services (AD FS) is deployed to allow single sign-on into off-premises mailboxes and AD FS is configured to use a different attribute than ExchangeGUID for sign-on token requests. Both, Exchange and AD FS must request the same token for the same user to ensure proper functionality for cross-premise Exchange organizations.





	JournalArchiveAddress


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	This parameter is reserved for internal Microsoft use.





	LitigationHoldDate


	Optional


	System.DateTime


	The LitigationHoldDate parameter specifies the date when the mailbox is placed on litigation hold. The parameter is populated automatically when placing a mailbox on litigation hold. This can be used for informational or reporting purposes.



	[image: Note]

Note:





	When using the Exchange Management Shell to place the mailbox on litigation hold, you can optionally specify any date as the LitigationHoldDate, but the mailbox is placed on litigation hold when the cmdlet is run.












	LitigationHoldEnabled


	Optional


	System.Boolean


	The LitigationHoldEnabled parameter specifies that the mailbox is under litigation hold and that messages can't be deleted from the user's account. The two possible values for this parameter are $true or $false. The default value is $false. After a mailbox is placed on litigation hold, deleted items and all versions of changed items are retained in the Recoverable Items folder. Items that are purged from the dumpster are also retained and the items are held indefinitely. If you enable litigation hold, single-item recovery quotas aren't applied.





	LitigationHoldOwner


	Optional


	System.String


	The LitigationHoldOwner parameter specifies the user who placed the mailbox on litigation hold. The parameter is populated automatically when placing a mailbox on litigation hold. This can be used for informational and reporting purposes.



	[image: Note]

Note:





	When using the Shell to place a mailbox on litigation hold, you can optionally specify a string value for this parameter.












	MacAttachmentFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MacAttachmentFormat


	The MacAttachmentFormat parameter specifies the Apple Macintosh operating system attachment format for messages sent to the mail user. The valid values for this parameter are:

	•	BinHex


	•	UuEncode


	•	AppleSingle


	•	AppleDouble


By default, this parameter is set to BinHex.

The acceptable values for the MacAttachmentFormat parameter are dependent on the MessageFormat parameter. If the MessageFormat parameter is set to Text, you can only use BinHex or UuEncode values for this parameter. If the MessageFormat parameter is set to Mime, you can only use BinHex, AppleSingle, or AppleDouble values for this parameter.





	MailboxContainerGuid


	Optional


	System.Guid


	This parameter is reserved for internal Microsoft use.





	MailboxProvisioningConstraint


	Optional


	Microsoft.Exchange.Data.Directory.MailboxProvisioningConstraint


	This parameter is reserved for internal Microsoft use.





	MailboxProvisioningPreferences


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	MailTip


	Optional


	System.String


	The MailTip parameter specifies the message displayed to senders when they start drafting an email message to this recipient. The MailTip parameter message must be less than or equal to 250 characters.





	MailTipTranslations


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The MailTipTranslations parameter specifies additional languages when you want to provide the MailTip parameter information for this recipient in multiple languages. For each language, you must provide the locale, followed by a colon and the specific MailTip parameter message in that language. Each MailTipTranslations parameter message must be less than or equal to 250 characters. Multiple languages can be separated by commas.





	MaxReceiveSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The MaxReceiveSize parameter specifies the maximum size of email messages that can be received by the mail user, from 1 kilobyte (KB) through 2,097,151 KB.

If not specified, there are no size restrictions.





	MaxSendSize


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The MaxSendSize parameter specifies the maximum size of email messages that can be sent by the mail user, from 1 KB through 2,097,151 KB.

If not specified, there are no size restrictions.





	MessageBodyFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MessageBodyFormat


	The MessageBodyFormat parameter specifies the message body format for messages sent to the mail user. The valid values for this parameter are:

	•	Text


	•	Html


	•	TextAndHtml


By default, this parameter is set to TextAndHtml.

The MessageFormat and MessageBodyFormat parameters are interdependent. If the MessageFormat parameter is set to Mime, the MessageBodyFormat parameter can be set to any valid value. However, if the MessageFormat parameter is set to Text, the MessageBodyFormat parameter can only be set to Text. Therefore, if you want to set this parameter to Html or TextAndHtml, you must also set the MessageFormat parameter to Mime.





	MessageFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.MessageFormat


	The MessageFormat parameter specifies the message format for messages sent to the mail user.

The valid values for this parameter are:

	•	Text


	•	Mime


By default, this parameter is set to Mime.

The MessageFormat and MessageBodyFormat parameters are interdependent. If the MessageFormat parameter is set to Mime, the MessageBodyFormat parameter can be set to any valid value. However, if the MessageFormat parameter is set to Text, the MessageBodyFormat parameter can only be set to Text. Therefore, if you want to change the MessageFormat parameter from Mime to Text, you must also change the MessageBodyFormat parameter to Text.





	MicrosoftOnlineServicesID


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	The MicrosoftOnlineServicesID parameter specifies the user ID for the object. This parameter only applies to objects in the cloud-based service. It isn’t available for on-premises deployments.





	ModeratedBy


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The ModeratedBy parameter specifies the users responsible for moderating the messages sent to the distribution group. To designate more than one user, separate the users with commas.

This parameter is required if you set the ModerationEnabled parameter to $true. If you leave this parameter blank and there is a user already specified as the manager of this distribution group, the ModeratedBy parameter is automatically set with the value in the ManagedBy parameter of the Set-DistributionGroup cmdlet. Otherwise, an error is returned.





	ModerationEnabled


	Optional


	System.Boolean


	The ModerationEnabled parameter specifies whether to enable moderation for the distribution group. The two possible values for this parameter are $true or $false. To enable moderation, set this parameter to $true. To disable moderation, set this parameter to $false.

The default value is $false.





	Name


	Optional


	System.String


	The Name parameter specifies the name of the user.





	NetID


	Optional


	Microsoft.Exchange.Data.NetID


	This parameter is reserved for internal Microsoft use.





	Password


	Optional


	System.Security.SecureString


	This parameter is reserved for internal Microsoft use.





	PrimarySmtpAddress


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	This parameter is available only in on-premises Exchange 2013.

The PrimarySmtpAddress parameter specifies the primary SMTP address.





	RecipientLimits


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The RecipientLimits parameter specifies the maximum number of recipients for messages from this user.





	RecoverableItemsQuota


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The RecoverableItemsQuota parameter specifies the size limit for the Recoverable Items folder for a mail-enabled user that has a corresponding remote mailbox or remote archive mailbox in the cloud-based service.





	RecoverableItemsWarningQuota


	Optional


	Microsoft.Exchange.Data.Unlimited


	This parameter is available only in on-premises Exchange 2013.

The RecoverableItemsWarningQuota parameter specifies the size of the Recoverable Items folder before Exchange logs an event to the application event log.





	RejectMessagesFrom


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The RejectMessagesFrom parameter specifies the recipients from which to reject messages. You can use any of the following values to specify the recipients:

	•	Alias


	•	Canonical name


	•	Display name


	•	DN


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank, which enables the mail user to accept messages from all senders.





	RejectMessagesFromDLMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The RejectMessagesFromDLMembers parameter specifies the distribution list members from which to reject messages. You can use any of the following values to specify the recipients:

	•	DN


	•	Alias


	•	Canonical name


	•	Display name


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank, which enables the mail user to accept messages from all senders.





	RejectMessagesFromSendersOrMembers


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The RejectMessagesFromSendersOrMembers parameter specifies the recipients who aren't allowed to send email messages to this mail user. You can use any of the following values to specify the recipients:

	•	Alias


	•	Canonical name


	•	Display name


	•	DN


	•	GUID


	•	Name


	•	LegacyExchangeDN


	•	Primary SMTP email address


By default, this parameter is blank, which enables the mail user to accept messages from all senders.





	RemovePicture


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The RemovePicture parameter specifies whether to remove the picture that a user has added to a mailbox.





	RemoveSpokenName


	Optional


	System.Management.Automation.SwitchParameter


	This parameter is available only in on-premises Exchange 2013.

The RemoveSpokenName parameter specifies whether to remove the spoken name that a user has added to a mailbox.





	RequireSenderAuthenticationEnabled


	Optional


	System.Boolean


	The RequireSenderAuthenticationEnabled parameter specifies whether to accept messages only from authenticated recipients. The two possible values for this parameter are $true or $false. The default value is $false.





	ResetPasswordOnNextLogon


	Optional


	System.Boolean


	This parameter is available only in the cloud-based service.

The ResetPasswordOnNextLogon parameter specifies whether to require mail users to change their Microsoft account (formerly known as Windows Live ID) password the next time they sign in to the cloud-based service. If the ResetPasswordOnNextLogon parameter is set to $true, it requires mail users to change their Microsoft account password the next time they sign in to the cloud-based service. The two possible values for this parameter are $true or $false.





	RetainDeletedItemsFor


	Optional


	Microsoft.Exchange.Data.EnhancedTimeSpan


	The RetainDeletedItemsFor parameter specifies the length of time to keep deleted items.

To specify a value, enter it as a time span: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds.

For example, to specify a 15-hour interval, enter 15:00:00.





	RetentionComment


	Optional


	System.String


	The RetentionComment parameter specifies a comment displayed in Outlook regarding the user's retention hold status.

This comment can be set only if the RetentionHoldEnabled parameter is set to $true. This comment should be localized to the user's preferred language.





	RetentionHoldEnabled


	Optional


	System.Boolean


	The RetentionHoldEnabled parameter specifies whether retention hold is enabled for messaging retention policies. The two possible values for this parameter are $true or $false. To set the start date for retention hold, use the StartDateForRetentionHold parameter.





	RetentionUrl


	Optional


	System.String


	The RetentionUrl parameter specifies the URL or an external web page with additional details about the organization's messaging retention policies.

This URL can be used to expose details regarding retention policies in general, which is usually a customized legal or IT website for the company.





	SamAccountName


	Optional


	System.String


	This parameter is available only in on-premises Exchange 2013.

The SamAccountName parameter specifies the logon name used to support clients and servers running older versions of the operating system, such as Microsoft Windows NT 4.0, Windows 98, Windows 95, and LAN Manager. This attribute must contain fewer than 20 characters. An account name can contain letters, numbers, and the following punctuation marks and symbols:

	•	!


	•	#


	•	$


	•	%


	•	^


	•	&


	•	-


	•	.


	•	_


	•	{


	•	}


	•	|


	•	~






	SecondaryAddress


	Optional


	System.String


	The SecondaryAddress parameter specifies the secondary address used by the Unified Messaging (UM)-enabled user.





	SecondaryDialPlan


	Optional


	Microsoft.Exchange.Configuration.Tasks.UMDialPlanIdParameter


	The SecondaryDialPlan parameter specifies a secondary UM dial plan to use. This parameter is provided to create a secondary proxy address.





	SendModerationNotifications


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.TransportModerationNotificationFlags


	The SendModerationNotifications parameter specifies whether status notifications are sent to users when they send a message to the moderated distribution group. You can use one of the following values:

	•	Always


	•	Internal


	•	Never


If you want notifications to be sent to all senders, set this parameter to Always.

If you want notifications to be sent only to the senders who are internal to your organization, set this parameter to Internal.

To disable all status notifications, set this parameter to Never.



	[image: Note]

Note:





	The sender is always notified if the message is rejected by the moderators, regardless of the value of this parameter.








The default value is Never.





	SimpleDisplayName


	Optional


	System.String


	The SimpleDisplayName parameter is used to display an alternative description of the object when only a limited set of characters is permitted. This limited set of characters consists of ASCII characters 26 through 126, inclusively.





	SingleItemRecoveryEnabled


	Optional


	System.Boolean


	The SingleItemRecoveryEnabled parameter specifies whether to prevent the Recovery Items folder from being purged. When this parameter is set to $true, it prevents the Recovery Items folder from being purged. It also prevents any items from being removed that have been deleted or edited. The possible values for this parameter are $true or $false. The default value is $false.





	SKUAssigned


	Optional


	System.Boolean


	This parameter is reserved for internal Microsoft use.





	SKUCapability


	Optional


	Microsoft.Exchange.Data.Directory.Capability


	This parameter is reserved for internal Microsoft use.





	StartDateForRetentionHold


	Optional


	System.DateTime


	The StartDateForRetentionHold parameter specifies the start date for retention hold for MRM. To use this parameter, the RetentionHoldEnabled parameter must be set to $true.





	UMDtmfMap


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	The UMDtmfMap parameter specifies whether you want to create a user-defined DTMF map for the UM-enabled user.





	UsageLocation


	Optional


	Microsoft.Exchange.Data.Directory.CountryInfo


	This parameter is reserved for internal Microsoft use.





	UseMapiRichTextFormat


	Optional


	Microsoft.Exchange.Data.Directory.Recipient.UseMapiRichTextFormat


	The UseMapiRichTextFormat parameter specifies how messages in MAPI rich text format (RTF) are handled for this mail user. You can use one of the following values:

	•	Never


	•	Always


	•	UseDefaultSettings


To convert all messages sent to this user to plain text, set this parameter to Never. To always send messages to this user in MAPI RTF, set this parameter to Always. To have the format determined based on the setting configured in the MAPI client that sent the message, set this parameter to UseDefaultSettings.





	UsePreferMessageFormat


	Optional


	System.Boolean


	The UsePreferMessageFormat parameter specifies whether the message format settings configured for the mail user override the global settings configured for the remote domain. The two possible values for this parameter are $true or $false. To have the message format settings configured for the mail user to override any global settings, set this parameter to $true.





	UserCertificate


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	UserPrincipalName


	Optional


	System.String


	This parameter is available only in on-premises Exchange 2013.

The UserPrincipalName parameter specifies a UPN for the useront.





	UserSMimeCertificate


	Optional


	Microsoft.Exchange.Data.MultiValuedProperty


	This parameter is reserved for internal Microsoft use.





	WhatIf


	Optional


	System.Management.Automation.SwitchParameter


	The WhatIf switch instructs the command to simulate the actions that it would take on the object. By using the WhatIf switch, you can view what changes would occur without having to apply any of those changes. You don't have to specify a value with the WhatIf switch.





	WindowsEmailAddress


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	The WindowsEmailAddress parameter specifies the Windows email address for this mailbox. This address isn't used by Exchange.





	WindowsLiveID


	Optional


	Microsoft.Exchange.Data.SmtpAddress


	This parameter is available only in the cloud-based service.

The WindowsLiveID parameter renames the Microsoft account associated with the mail user.








Input Types

To see the input types that this cmdlet accepts, see Cmdlet Input and Output Types. If the Input Type field for a cmdlet is blank, the cmdlet doesn’t accept input data.

Return Types

To see the return types, which are also known as output types, that this cmdlet accepts, see Cmdlet Input and Output Types. If the Output Type field is blank, the cmdlet doesn’t return data.



OPF/e59242f6-5c63-4114-90f7-6b6c2478570c.gif
Forest boundary Exchange forest A

Organization Management Custom role group A
role group role group
Linked Linked Linked
MailboxA  MailboxB MailboxC.

A

UserA UserB UserC UserD UserE  UserF  UserG

Forest boundary \anms forest
Unked Linked Unked  Linked
Mallbo®  MalboxE MallboxE  MaibioxG
Organization Management Recilent Management
"ol group "ol roup

Forest boundary. Exchange forest B






OPF/eca6cd51-8c2e-4996-81ea-070cd9766ef8.gif
LNKAC ~

T—— siec

U /






OPF/6f548b64-6ac2-4e98-9098-69ad6cd9f569.gif
SMTP from
the Transport service or

External SMTP.

Front End Transport service

Transport service

the Mailbox Transport service

on other Mailbox Servers

External SMTP

Protocol Agents

Hub Selector

SMTP to
the Transport service or
the Mailbox Transport service

on other Mailbox Servers

SMTP to
the Transport service

>

Submission
Queue

Routing
Agents

-

Delivery.
Queve

Mailbox Transport service

on other Mailbox Servers
«

Mailbox || Mailbox
SMTP Transport | Transport
Send Submission || Delivery

service || service
Hub.
Selector

R S

Store Driver Submit

Maibox_| [ Mailbox
Assistants | | Submit
Agents

e s——

mailbox database

SMTP from
the Transport service
on other Mailbox Servers





OPF/d567ae56-d6cd-4edb-ab67-ad8f7c58f337.gif





OPF/dd2552cd-2158-457e-966b-7d4af882c518.gif
Listen

e Record your
Press 3 = = Press 00 » Press 8 —» message and » Press 1
meeting =

request






OPF/32c550fc-c696-4a5c-9fae-b9b55dfa6b5d.gif
First unread Next action

e-mai (optional)






OPF/9bbfd9e7-3881-4957-ae8d-32318cbc208b.gif
Database Availability Group

EX2

DB5
:
DB1

€





OPF/875e25ed-8308-408c-92c4-8c76fc9d9bfc.gif
Woodgrove Bank Search Query

7 Include unsearchable fems
[ Ensble de-duplication

1 Ensble fullogging

[ Send me mil when the copy is completed

Copy results to this discovery mailbox.

Help

Use these options to configure
the search results

Click Browse to
display 2 list of

suceiey s

in your organization

copy cancel






OPF/a32eac4e-345d-4236-a284-204390aff4ee.gif





OPF/96245455-5fb9-4669-a931-5563ddd3ab35.gif
User information

H9Cev): s | = ox
Report @

x B Y ) | daFina

Ll S 11| 2 Relatea~
Send Forward || Delte Moveto Ofher | Follow Marcas

Again Folder - Actions~ || Up~ Unread || 4 Select

Respond actons optans find
From postmaster@cartosa com Sent: Mon 1572011 842 P00

Tor

@ David Sinpson

Subject: Undeliverable: Quarterly Results

I Delivery has failed to these recipients or distribution lists:

brian@contoso.com
‘This message exceeds the maximum message size allowed. Microsoft Exchange will not try to redeliver this
‘message for you. Please make the message smaller - by removing attachments, for example - and try sending it
again, or provide the following diagnostic text to your system administrator.

rators:

Generating server: contoso.com

brian@contoso.com
#< #5.2.3 smip; 550 5.2.3 RESOLVER.RST.RecipSizeLimit; message too large for this recipient> #SMTP#

Original message headers:

Received: from edge contoso.com (192.168.1.11) by
hub.contoso.com (192.168.1.10) with Microsoft SMTP Server (TLS) id
14.1.225.8; Mon, 15 Jan 2011 16:41:44 -0800

e

I

Diagnostic infarmation for administratars





OPF/c87a5654-d456-4688-acb2-0be15ba1cda6.gif
Tailspin Toys

8o

Distribution Groups

8o

Distribution Groups

AL-FAB-Users-DGs.

ALTAILL-Users-DGs.

Contacts | | Room Mailbox

Contacts.

Room Mailbox

ALFAB-Contacts  AL-FAB-

—a

GAL-FAB OnB-FAB

oms.






OPF/5fcb5e6d-656e-42ae-871f-0eef8aea456b.gif
Ve i
-

() =

s =7

user Wollox
John Smith o ot

5





OPF/9b8bb9c8-3ded-4ea5-a609-71d8034b1017.gif
Entity Confidence Level= 1~ [1},(1-Confidence Level (Pattern i))





OPF/41d0c78e-ccaf-4b67-8bab-6fb344668ead.gif
i Passive Copy (No Lag
' Passive Copy (Lag)





OPF/88f2284d-8afe-4c8f-94a6-cd4c097a55d8.gif
Transport high avallability boundary

MAILBOXO01 MAILBOX03

‘@
v

@ ;
[ ® o
e
cetan i

Mailbox Transport Service:

Transport Service






OPF/12f48e4f-d7b8-4ddd-87e8-8477983252ec.gif
Client Policy.
Processing Directives

Server Policy
Processing Directives

DLP Data
Definitions and
Rule Packages

Other policy
Constructs





OPF/1ebee2ac-89b3-49fa-b70c-a07c9a65f958.gif
1 Office 36

Exchange admin center

dashboard

recipients

compliance management
organization
protection

mail flow

mabile

in-place eDiscovery & hold auditing data loss prevention  retention policies retention tags journal rules

NaME

‘Woodgrove Bank Search Query.
WAV search dedupe

WAV search

Search Al items in Al Mailbores

permssens Export to  PST file

+sm PR A

v How:

No
No
No
No

Export Name: Woodgrove Bank Search Query.
Select the location that will be used to store downloaded export files:

] Ensble deduplication
[ Inciude unsearchabie tems






OPF/b59a96fd-94e1-4c9b-bff6-97a1bd98dfe7.png
new tag applied automatically to a default folder

*Name:

|corp-tunkmail

"Apply this tag to the following default folder:

[ Junk Email

Retention action:
(@ Delete and Allow Recovery
O Permanently Delete
Retention period:
ONever
(® When the item reaches the following age (in days):

Comment:

Delete items in Junk Email folder after 14 days

Retention tag names are
displayed to users in
Microsoft Outlook and
Outlook Web App along
with the retention period.

cancel






OPF/f48f0e77-80e1-4f14-8c36-112393895bdc.gif
Database Availability Group

[‘ EX2 ]
DB4
S
DB5

:





OPF/7f7c11ca-0d61-464d-98a3-a9991ec811b5.jpg
‘ Role A
o~ P

assignment A b scope = “self*

Role B
N o

Assignment assignment B

policy ). scope = el





OPF/8f403cda-e5e4-4edf-887f-c1ed46cee3f5.gif
Create Management Agent

Connest to Active Directory Farest
Configure Ditectoy Partions
Conligure GAL
Select Object Types
Select Altibutes
Configure Connector Fer
Configure Join and Projestion Fues
Configure Atibute Flow
Conligure Deprovisioning

= Conligure Extensions

- Configure s estension for the management agent

Fules extension narme:  [GALSyro.dl Select

T~ Bun this rules extension in a separate process

-Passward management

T Enable password management

Plssword synchorization target setfings: Gy

Configure patfian dislay namefs): Edit

Pravision for.

Exchange 2013 RFS U

oot [ ] _coea | v | |






OPF/a6e3419f-d5d9-404f-890d-ad35f499756f.gif
Help
e e L

“Name:

[Ortowa Discovery Management Name o the new ~

ole group
Description

fThe role group uses the Ottawa Users eDiscovery Scope to

limit the mailboxes that can be searched by the Ottawa

feDiscovery Managers only to members of the Ottawa Users
stribution group.

Write scope:

[Ottawa Users eDiscovery Scope N Custom scope

created instep 2

Legal Hold Roles zssigned to the
Mailbox Search new role group

NAME v DISPLAY NAVE

Ottawa Users eDiscovery Managers __ Ottawa Users

Security group added
25 member of the
new role group

save cancel






OPF/435c15ff-abf2-4de8-b280-f053db1afa13.gif





OPF/adfb8d5a-9c1d-4cd9-8a71-ce14224434f8.gif
Undeliverable: Quarterly Review - Report

. Y i | @A Find

2 Retsted -

Send Forward || Delte Moveto_Ofher | Follow Markas

Again Folder - Actions~ || Up~ Unread || 4 Select
Respond actons optons find

From:  Mirosoft Exchange
To: @ David Simpson
Subject: Undeliverable: Quarterly Review

Sent: Mon 1/15/2011 406 PM
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provide the following diagnostic text to your system administrator.

‘The following organization rejected your message: edge contoso.com

This recipient e-mail address was not found in the recipient e-mail system. Microsoft Exchange will not try to
redeliver this message for you. Please check the recipient e-mail address and try resending this message, or

Sent by Microsoft Exchange Server 2007

rators:

Generating server: edge fourthcoffee com

brian@contoso.com
edge.contoso.com #550 5.1.1 User unknown ##

Original message headers:

Recceived: from hub fourthcoffee com (10.0.0.1) by
edge fourthcoffee.com (10.0.0.2) with Microsoft SMTP
Server (TLS) id 14.1.225.8; Mon, 15 Jan 201116:05:39 -0800

< m
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From:  postmaster @contoso.com Sent: Mon 1/15/2011 413 PM
To: @ David Simpson

Subject: Undeliverable: Quarterly Results

Delivery has failed to these recipients or distribution lists:

brian@contoso.com
‘Your message wasn't delivered because of security policies. Microsoft Exchange will not try to redeliver this
‘message for you. Please provide the following diagnostic text to your system administrator.

rators:

Generating server: contoso.com

brian@contoso.com
#< #5.7.1 smip;550 5.7.1 RESOLVER.RST.NotAuthorized; not authorized> #SMTP#

Original message headers:

Received: from edge contoso.com (192.168.1.11) by
hub.contoso.com (192.168.1.10) with Microsoft SMTP Server (TLS) id
14.1.225.8; Mon, 15 Jan 2011 16:13:04 -0800 &
<[ m ] >
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